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Copyrights

© All rights reserved. This publication contains information that is protected by copyright. No part may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language without
written permission from the copyright holders.

Trademarks

The following trademarks are used in this document:

( Microsoft is a registered trademark of Microsoft Corp.

(] Windows, 7, 8, 10, 11 and Explorer are trademarks of Microsoft Corp.

® Apple and Mac OS are registered trademarks of Apple Inc.

° Other products may be trademarks or registered trademarks of their respective manufacturers.
Safety Instructions

® Read the installation guide thoroughly before you set up the router.

(] The router is a complicated electronic unit that may be repaired only be authorized and qualified personnel.
Do not try to open or repair the router yourself.

L Do not place the router in a damp or humid place, e.g. a bathroom.
The router should be used in a sheltered area, within a temperature range of +5 to +40 Celsius.

Do not expose the router to direct sunlight or other heat sources. The housing and electronic components
may be damaged by direct sunlight or heat sources.

Do not deploy the cable for LAN connection outdoor to prevent electronic shock hazards.

Do not power off the router when saving configurations or firmware upgrades. It may damage the data in a
flash. Please disconnect the Internet connection on the router before powering it off when a TR-069/ ACS
server manages the router.

(] Keep the package out of reach of children.
( When you want to dispose of the router, please follow local regulations on conservation of the environment.
Warranty

(] We warrant to the original end user (purchaser) that the router will be free from any defects in
workmanship or materials for a period of two (2) years from the date of purchase from the dealer. Please
keep your purchase receipt in a safe place as it serves as proof of date of purchase. During the warranty
period, and upon proof of purchase, should the product have indications of failure due to faulty
workmanship and/or materials, we will, at our discretion, repair or replace the defective products or
components, without charge for either parts or labor, to whatever extent we deem necessary tore-store the
product to proper operating condition. Any replacement will consist of a new or re-manufactured
functionally equivalent product of equal value, and will be offered solely at our discretion. This warranty
will not apply if the product is modified, misused, tampered with, damaged by an act of God, or subjected
to abnormal working conditions. The warranty does not cover the bundled or licensed software of other
vendors. Defects which do not significantly affect the usability of the product will not be covered by the
warranty. We reserve the right to revise the manual and online documentation and to make changes from
time to time in the contents hereof without obligation to notify any person of such revision or changes.

Be a Registered Owner
(] Web registration is preferred. You can register your Vigor router via https://myvigor.draytek.com.
Firmware & Tools Updates

(] Due to the continuous evolution of DrayTek technology, all routers will be regularly upgraded. Please
consult the DrayTek web site for more information on newest firmware, tools and documents.

https://www.DrayTek.com
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Part | Installation

This part will introduce Vigor router and guide to
install the device in hardware and software.

Installation
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I-1 Introduction

This is a generic International version of the user guide. Specification,
compatibility and features vary by region. For specific user guides
suitable for your region or product, please contact local distributor.

Vigor2832 series is an ADSL2/2+ router. It integrates IP layer QoS, NAT session/bandwidth
management to help users control works well with large bandwidth.

By adopting hardware-based VPN platform and hardware encryption of AES/DES/3DES, the
router increases the performance of VPN greatly and offers several protocols (such as
IPSec/PPTP/L2TP) with VPN tunnels.

The object-based design used in SPI (Stateful Packet Inspection) firewall allows users to set
firewall policy easily. CSM (Content Security Management) provides users control and
management in IM (Instant Messenger) and P2P (Peer to Peer) more efficiency than before. By
the way, DoS/DDoS prevention and URL/Web content filter strengthen the security outside
and control inside.

Object-based firewall is flexible and allows your network be safe. In addition, Vigor2832
Series supports USB interface for connecting USB printer to share printer, USB storage device
for sharing files, or for 3G/4G WAN.

Security & Firewall
Multi-WAN Load Balancing/Failover

Firewall

__ I .

Content Security Management

* Block P2P (Peer-to-Peer) file sharing
i i programs(e. g. Kazaa, WinMX etc.)
Main Office * Block Instant Messaging programs

(Bl (e. g. IRC, MSN / Yahoo Messenger)
WS

Web FTP ERP Mail
Server Server Server Server
. ._ E i e
= + ' D -

=
= @=
2 Q=

Supplier

VPN
3.5G/4G

modem )

Cable/DSL

modem

DSL Line Branch Office
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I-1-1 Indicators and Connectors for Vigor2832 and Vigor2832n

Before you use the Vigor router, please get acquainted with the LED indicators and

connectors first.

g QO
ACT WAN2 QoS

o A 8 |
USB1 DSL WCF
5 & i

e 9 9
usB2 VPN DoS

; %
J AcT wanz Qos

USE DSL WCF

WLAN VPN DoS

Draylek

Vigor2832

ADSL2 + Security Firewall

ek

Vigor2832n

ADSL2+ Security Firewall

LED Status Explanation
ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.
USB1~USB2 / On A USB device is connected and active.
USB Blinking The data is transmitting.
WLAN On Wireless access point is ready.
Blinking Ethernet packets are transmitting over wireless LAN.
Off The WLAN function is inactive.
WAN2 On The WAN connection is ready.
Blinking It will blink while transmitting data.
DSL On The router is ready to access Internet through DSL link.
Blinking Slowly: The DSL connection is ready.
Quickly: The connection is training.
VPN On The VPN tunnel is active.
Off VPN services are disabled
Blinking Traffic is passing through VPN tunnel.
QoS On The QoS function is active.
WCF On The Web Content Filter is active. (It is enabled from
Firewall >> General Setup).
DoS On The DoS/DDoS function is active.
Blinking It will blink while detecting an attack.
LED on Connector
Left On The port is connected.
LAN | LED Off The port is disconnected.
Blinking The data is transmitting.
Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
Left On The port is connected.
WAN2 | LED Off The port is disconnected.
Blinking The data is transmitting.
Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
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Liahy Telk Vo282 |

ACT WANZ QoS [ﬂ
2 O O
USB1 DSL WCF
Factary
DSL 3 4

Reset usBz VPN DoS

LAN* 1 2

@ T@ /» Vigor2832n
6 E@w ; ADSL2+ Security Firewall
Wireless LAN 1 o =t
ONOFFWPS Rer wanz Gos i
Sl N T T | . =
o Jian vin oos
LAN - { a3 3 'y SUANS e
E
B
PWR HDFF
Interface Description
Factory Reset Restore the default settings. Usage: Turn on the router (ACT LED is

blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.
Wireless LAN WLAN On - Press the button and release it within 2 seconds. When the
ON/OFF/WPS wireless function is ready, the green LED will be on.

WLAN Off - Press the button and release it within 2 seconds to turn off
the WLAN function. When the wireless function is not ready, the LED
will be off.

WPS - When WPS function is enabled by web user interface, press this
button for more than 2 seconds to wait for client’s device making
network connection through WPS.

DSL Connecter for accessing the Internet through ADSL2/2+.
LAN1~LAN4 Connectors for local networked devices.

WAN?2 Connector for remote networked devices.

USB1~USB2 Connector for a USB device (for 3G/4G USB Modem or printer).
PWR Connector for a power cord.

ON/OFF Power Switch.
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|-2 Hardware Installation

I-2-1 Installing Vigor Router

Before starting to configure the router, you have to connect your devices correctly.

Cable/DSL Modem
Power Adapter or Media Converter

@@) - BrayTek Ve,

Wiralies LN 0
[GWGEEINRE f..cr A'.r.rlz :cs 1
Uw ns l.-F 3
Fdl
fries

[ 'I'I N u

@ ® e
PWR !

ol OFF
=

Power Switch

1. Connect the cable Modem/DSL Modem/Media Converter to any WAN port of router with
Ethernet cable (RJ-45).

2. Connect one end of an Ethernet cable (RJ-45) to the LAN port of the router and the
other end of the cable (RJ-45) into the Ethernet port on your computer. Or, use a switch
to connect Vigor router and computer(s).

3. Connect one end of the power adapter to the router’s power port on the rear panel, and
the other side into a wall outlet.

4.  Power on the device by pressing down the power switch on the rear panel.

5. The system starts to initiate. After completing the system test, the ACT LED will light up
and start blinking.

(For the detailed information of LED status, please refer to section I-1-1 Indicators and
Connectors.)
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I-2-2 Installing USB Printer to Vigor Router

You can install a printer onto the router for sharing printing. All the PCs connected this router
can print documents via the router. The example provided here is made based on Windows 7.
For other Windows system, please visit www.DrayTek.com.

Printer Name:192.168.1.1
PortName:|IP_192.168.1.1

Router (192.168.1.1)

Before using it, please follow the steps below to configure settings for connected computers
(or wireless clients).

1. Connect the printer with the router through USB/parallel port.
2.  Open All Programs>>Getting Started>>Devices and Printers.

—rd-l Smart WPHM Client

- Cornputer
d[ Getting Started [
Control Panel
% Privatefirewall 7.0
Dewvices and Printers
!‘ Connect to a Projectar St

Calculator

Help and Support

Windowes Security

Log off | »
k &ll Pragrarms M

3. Click Add a printer.

o jm|
UO @ * Control Panel = Hardware and Sound = Devices and Printel

—_—————

Sdd a device | Add a printer

a Devices (3
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4.  Adialog will appear. Click Add a local printer and click Next.

o Add Printer E

u\ ) oy Sdd Printer

What type of printer do you want to install?

=» Add alocal printer

Use this option only if you don't hawve a USE printer, (0Windows autormatically installs USE printers
wibien you plug therm in.)

=» Add a network, wireless or Bluetooth printer

Make sure that your computer iz connected to the netwaork, or that your Bluetooth orwireless
printer is turned an,

| Cancel |

5. Inthis dialog, choose Create a new port. In the field of Type of port, use the drop down
list to select Standard TCP/IP Port. Then, click Next.

i Add Printer x|
6 e Add Printer
Choose a printer port

A printer portis a type of connection that allows your cormputer to exchange information with a printer,

" Use an existing port: |LPT1: (Printer Por) J

(¢ Create a new port:

Type of port:

Mext Cancel
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6. In the following dialog, type 192.168.1.1 (router’s LAN IP) in the field of Hostname or
IP Address and type 192.168.1.1 as the Port name. Then, click Next.

i Add Printer x|

@ = Add Printer

Type a printer hostname or IP address

Device type: ]TCP;’IP Device ‘_]
Hastname or IP address: 1192.168.1.1
Port name: |102.168.1.1

[~ Query the printer and automatically select the driver to use

Mext Cancel

7. Click Standard and choose Generic Network Card.

o Addd Printer x|

@ i Add Printer

Additional port information required

The device is not found on the network, Be sure that:

. The device is turned on,

. The network is connected,

. The device is praperly configured,

. The address on the prewious page is correct,

o

If you think the address is not correct, click Back to return to the previous page, Then correct the
address and perform another search on the network, If you are sure the address is correct, select the
device type belows,

Device Type -

(+ Standard

" Custom tt

Mext Cancel
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8.  Now, your system will ask you to choose right name of the printer that you installed onto
the router. Such step can make correct driver loaded onto your PC. When you finish the
selection, click Next.

= Add Printer El

@ e Add Printer

Install the printer driver

; Choose your printer frarn the list. Click Windows Update to see rmore models.

To install the driver from an installation CD, click Hawve Disk,

o |~ [ . \ﬁl
Brother | H (= Erother DCP-116C |
Canon LalBrother DCP-117C
DrrayTek Sl Brother DCP-128C
Epson ol Brother DCP-129C
Fuii Xerox j (=] Brather DCP-130C j

5] This driver is digitally signed. Windows Update | Have Disk... |

Tell rre why driver signing is impaortant

9. Type a name for the chosen printer. Click Next.

2 Add Printer x|

-
0 d= Add Printer

Type a printer name

Printer narne:

This printer will be installed with the Brother DCP-116C driver,

Mext Cancel
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10. Choose Do not share this printer and click Next.

=+ Add Printer

& ) sy Add Printer

Printer Sharing

If you wwant to share this printer, you must provide a share name, You can use the suggested narme or

fype a new one, The share name will be visible to other network users,

' Do not share this printer

™ Share this printer so that others on your network can find and use it

11. Then, in the following dialog, click Finish.

= Add Printer

() & AddPrinter

You've successfully added Brother DCP-116C

I Set as the default printer

MNext

Cancel

To check if your printer is warking properly, or to see troubleshooting information for the printer, print a

test page.

Print a test page

I Finisn |

Cancel
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12. The new printer has been added and displayed under Printers and Faxes. Click the new
printer icon and click Printer server properties.

OO % ~ Control Panel + Hardware and Sound « Devices and Printers +
Add adevice  Add a printer  Seewhat's printing | Print server properties | emove device

: e far this printl
[server. |

& Devices (3

Generic Non-PnP  WMware Vitwal  WINTPRO-SVR

Monitor disk SCEI Disk
Device

« Printers and Faxes ()

GF_Printer Adm_Printer

Microsoft XPS
Docurment Writer

13. Edit the property of the new printer you have added by clicking Configure Port.

CEF Properties REMOvE device

Forms ~ Perts |Dli\-'ers| Securit_l,ll Advanced

a WMYIMTPRO- SR,

Ports on this server

Part Description Printer I;I
Ts002 Inactive TS Part

=il TI00L Inactive TS Part
TP ThinPrint Print Port fo..

172.16.2.2... Standard TCR/IP Port af
LPR_local., Standard TCP/IP Part Adm_Printer
el Bl it L C e
ndard TCP/IP Port Brother
FasPaort: acal Ho ICrasa acument Wrter |

Add Port.., Delete Port Configure Port... | ]

ak I Cancel Apply
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14. Select "LPR" on Protocol, type p1 (number 1) as Queue Name. Then click OK. Next
please refer to the red rectangle for choosing the correct protocol and LPR name.

reer propertie

3 FREMMOWE dEviCe

| ™ Print Server Properties

Port Settings |

Paort Mame:

Forms Ports |Drivers| Securit_l.JI .&dvancedl

Printer Marme ar [P Address:

X|

|192.168.1.1

|192.168.1.1

Protocol
’7 " Raw

& LPR

Raww Settings

Port Murrber IEIlUIJ

LPR Settings

Queue Mame: Ip]_l

[~ LPR Byte

Counting Enabled

SNRAP Status Enabled

Caormmunity Marme: Ipublic

SMEAP Dewice Index |1

QK I Cancel
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The printer can be used for printing now. Most of the printers with different manufacturers
are compatible with vigor router.

1)

Info Note 1: Some printers with the fax/scanning or other additional functions are not
supported. If you do not know whether your printer is supported or not,
please visit www.draytek.com to find out the printer list. Open Support
>FAQ/Application Notes; find out the link of USB>>Printer Server and click

D T k MyVigor | Register | E-newsietter | DrayTek #Q | Wedia Center | [Global { English ) v
FAQ / Application You are here: Home » Suppons » FAG/ Application Notes » Printer Server
[ 5

UsSB
Printer Server

3G/4G Internet
Connection

Then, click the What types of printers are compatible with Vigor router?
link.

FAQ 1 App"l}aﬂaﬂ You are here, Home » Suppots « FAQ Apphication Notes « Fanter Serer
Latest FAQApplication
Basic Printer Server

Fimwars Upgrads

VAN

[0 ] How do | configure LPR prnting on Windows 77

How do | configure LPR printing on My Windows Vista 7

Note 2: Vigor router supports printing request from computers via LAN ports
but not WAN port.
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I-3 Accessing Web Page

1. Make sure your PC connects to the router correctly.

You may either simply set up your computer to get IP dynamically from the router or set
up the IP address of the computer to be the same subnet as the default IP address of
Vigor router 192.168.1.1. For the detailed information, please refer to the later
section - Trouble Shooting of the guide.

2. Open a web browser on your PC and type http://192.168.1.1. The following window
will be open to ask for username and password.

Username admin

Password sensn

3. Please type “admin/admin” as the Username/Password and click Login.

1)

Info If you fail to access to the web configuration, please go to “Trouble Shooting” for
detecting and solving your problem.
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4. Now, the Main Screen will appear.

Dashboard
Wizards
Onlime Stats.

WAN

LAN
Histapod Wb Partal

Extormal Devicos

Product Regintiation
Service Status

Al Rights Roserved.

Dray ek Vigor2832 Series AEMBB O

Dashboard
(T - Vigor2832n
@ ,2, m, aﬂ Bl Nt e nmis ey et
i - = e =]
+ 558 A AR M,
o B . :
= WLAN VPN DoS r= = a . . = e
Model Hame Vigor283zn System Up Time | 261 44108 | System Swms
Beussr Name CrayTek Cunrsnt Time fue Jan 34 2000 23:44:03 | | Dynamic ONS
Firmware Werslon [3.9.6.3 Bulld Date/Time _[Jan 11 23023 09:04:09 | TR06%
GEL version DE-06-01-07-00-01 AN MAC Address User Management
| MEZBHlock |
IPv4 LAN Information Scheduls
1P Addrass DicE IF Address (=3 [Suaboa Maildley |
192168, 1.60/24 |x [FXF3 24 v [LOAE_
LANG 192.168.3.1/34 v AN v [ BADLS -
IP Roguted Subnet [192.168.0 1024 [v
Data Flow Monitar

IPv4 Internet Access
Lina { Mads

Disconnected

DSk Connected: Down Stream : OKbps / Up Stream - GKbgs
Wall Connected: 0, JWANI _JWANZ JWAN3 _Wand
Tan Connected: 0 wPortl _ @ort2 _wPorl) kot
CIWnAN | Connected: 0
: Connected: 0. QUSH 1
il 9, $usB?

L3 VBN Connected - 0 Ramoge Uial.in User gg E!

Info

The home page will be different slightly in accordance with the type of the
router you have.

5. The web page can be logged out according to the chosen condition. The default setting
is Auto Logout, which means the web configuration system will logout after 5 minutes
without any operation. Change the setting for your necessity.
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I-4 Changing Password

16

Please change the password for the original security of the router.

1.

Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password.

Please type “admin/admin” as Username/Password for accessing into the web user
interface with admin mode.

Go to System Maintenance page and choose Administrator Password.

System Maintenance »>> Administrator Password Setup

Administrator Password

0ld Password |'-;Ia:<: 33 characters |
Mew Password |'-;Ia:<. 83 characters |
Confirm Password |'-:Ia:<. 83 characters |

Enable 'admin' account login to Web UI from the Internet

Note:
Password can contain enly a-z A-Z0-9, ;. "< > +=-\ 7@ # ~ ! (]

Administrator Local User

[J Enable Local User

Local User List

Specific User
User Name: Max: 15 characters
Password:  Max: 15 characters Confirm Password:

Enter the login password (the default is “admin’) on the field of Old Password. Enter
New Password and Confirm Password. Then click OK to continue.

1)

Info The maximum length of the password you can set is 83 characters.

Now, the password has been changed. Next time, use the new password to access the
Web user interface for this router.
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DrayTek g tioixy e

Username || |

Password | |

Login

Copyright © 2000-20230rayTek Corp. All Rights Reserved.

Info

Even the password is changed, the Username for logging onto the web user interface
is still “admin”.

Vigor2832 Series User’s Guide
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|-5 Dashboard

Dashboard shows the connection status including System Information, IPv4 Internet Access,
IPv6 Internet Access, Interface (physical connection), Security and Quick Access.

Click Dashboard from the main menu on the left side of the main page.

Online Status

A web page with default selections will be displayed on the screen. Refer to the following

figure:
Dashboard
. e [ f"'iek Vigor2832n
= T = R (L ADSL2 + Security Firewall
ACT WANZ QoS
Wireless LAN g . P
OMNIOFFWPS. m, m ﬁ - == - = = = - - = 1
USB DSL WCF
o 3 " Y )
F;:;n-;y G L
WLAN VPN  DoS psL LA 1 2 3 4 WANZ = )
System Informa
Model Mame Vigor2832n Systam Up Time |261:56:01 System Status
Router Name DrayTek Current Time Tue Jan 11 2000 21:55:56 Dynamic DNS
Firmware Version | 3.9.6.3 Build Date/Time |Jan 11 2023 09:04:09 TR-069
DSL Version 06-06-01-07-00-01 LAN MAC Address | 00-1D-AA-54-A3-F8 User Management
IM/P2P Block
IP Address DHCP IP Address DHCP Syslog/ Mail Alert
LAN1 102.168.1.80/24 | x LANZ 102.168.2.1/24 |v LDAP
LAN3 102.168.3.1/24 _|v LANS 102.166.4.1/24 _|v RADIUS _
IP Routed Subnet | 192.168.0.1/24 |v Firewall Object Settin
Data Flow Monitor

Line [ Mode IP Address MAC Address Up Time
WAN1T ADSL / PPPOE Disconnected 00-1D-AA-54-A3-F9 00:00:00
WANZ Ethernet / DHCP Client| Disconnected 00-1D-AA-54-A3-FA 00:00:00
WAN3 USB /[ --- Disconnacted 00-1D-AA-54-A3-FB 00:00:00
WAN4 |use/ --- Disconnacted 00-1D-AA-54-A3-FC 00:00:00

DSL Connected: Down Stream : OKbps / Up Stream : OKbps
WAN Connected: 0, WAM1 WANZ WAN3 WAN4
_JLAN Connected: 0, Portl  (@Port2 port3 Port4
_ 3 WLAN Connected: 0
Connected: 0, USBE 1
use 0 USB 2

L3 VPN Connected : 0 Remote Dial-in User / LAN to LAN
_3 MyVigor | Activate: 0
_JDoS Attack Detected ;

[-5-1 Virtual Panel

On the top of the Dashboard, a virtual panel (simulating the physical panel of the router)
displays the physical interface connection. It will be refreshed every five seconds. When you
move and click the mouse cursor on LEDs (except ACT), USB ports, LAN, or WAN, related web
setting page will be open for you to configure if required.

18 Vigor2832 Series User’s Guide



Dashboard

® ® ® [T 2]~ Vigor2832n
g W?LZ a?; y! —}/_,L_ ek ADS?Z+ Security Firewall
B B O @

Rl WLAN VPN DoS

_:' L. - - - = - = - = - - =1 1

e T %% ol T 1 L]

oy D 8@ :
DSL LAN» 1 2 3 4 WANZ

For detailed information about the LED display, refer to I-1-1 LED Indicators and
Connectors.

[-5-2 Name with a Link

A name with a link (e.g., Router Name, Current Time, WAN1~4 and etc.) below means you can
click it to open the configuration page for modification.

L) A LiL)
Mleoal 2o Vigor2832n i 261:56:01
Router Name DrayTek Current Time Tue Jan 11 2000 21:55:56
Ehremtmeriaiaan/ | 30,5 2 Build Date/Time J| Jan 11 2023 09:04:09
DSL Version 06-06-01-07-00-01 LaAM MAC Address I 00-1D-AA-54-A3-F8
IPv4 LAN Information

IP Address DHCP IP Address DHCP

LAN1 192.168.1.80/24 |x LAM2 192.168.2.1/24 v
LANZ 192.168.3.1/24 v LaAMS 192.168.4.1/24 v
IP Routed Subnet |[192.188.0.1/24 v

IPv4 Internet Access

/~ __ |\Line ! Mode IP Address MAC Address Up Time
WAN1 LDSL [/ FPFoE Disconnectad 00-1D-AA-54-A3-F9 00:00:00
WAN2 Fthernet / DHCFP Client| Disconnectad 00-1D-AA-54-A3-FA 00:00:00
WAN3 USE [ --- Disconnectad 00-1D-AA-54-A3-FB 00:00:00

\ WAN4 SB[/ --- Disconnected 00-1D-AA-54-A3-FC 00:00:00
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[-5-3 Quick Access for Common Used Menu

All the menu items can be accessed and arranged orderly on the left side of the main page for
your request. However, some important and common used menu items which can be
accessed in a quick way just for convenience.

Look at the right side of the Dashboard. You will find a group of common used functions
grouped under Quick Access.

ﬁzstem Status

anamir:: ONS
TR-069

User Management
IM/P2P Block
Schedule

SIsLﬂg ! Mail Alert
DAP

RADIUS
Firewall Dbiect Setting

Data Flow Monitor

—

The function links of System Status, Dynamic DDNS, TR-069, User Management, IM/P2P Block,
Schedule, Syslog/Mail Alert, LDAP, RADIUS, Firewall Object Setting and Data Flow Monitor are
displayed here. Move your mouse cursor on any one of the links and click on it. The
corresponding setting page will be open immediately.

In addition, quick access for VPN security settings such as Remote Dial-in User and LAN to
LAN are located on the bottom of this page. Scroll down the page to find them and use them
if required.

DSL Connected: Down Stream : OKbps / Up Stream : OKbps
VAN Connected: 0, WANL WANZ WAN3 WaN4
_}ILAN Connected: 0, Portl @Prort2 Port3 Portd
=~ WLAN Connected: 0
Connected: 0, USE 1
use 0, USE 2
VPN Connected : 0 Remaote Dial-in User / LAN to LAN
.4 MyVigor Activate : 0
_J Dos Attack Detected :
System Resource
CPU Usage: | 1%
Current Status
Memory Usage: [ 73%

Note that there is a plus ( o ) icon located on the left side of VPN/LAN. Click it to review the
VPN connection(s) used presently.
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VPN Connected : 1 Remote Dial-in User / LAHN to LAN
Current Page: 1 Page MNo.
Name [ User Type | Security Host IP Up Time
V2920 IPsec/3DES 172.16.2.145
User Mode is OFF now.
o LAN Connected @ 3, (@LaN1 LarZ LAMNZ LaM4 LAME LaMB
Host ID IP Address MAC
ALPHA-MB 10.28.60.13 1C-4B-De-02-D7-DB
10.258.60.14 00-15-AF-09-7E-FA
10.28.60.11 00-50-7FF-C9-765-45

Host connected physically to the router via LAN port(s) will be displayed with green circles in

the field of Connected.

All of the hosts (including wireless clients) displayed with Host ID, IP Address and MAC address
indicates that the traffic would be transmitted through LAN port(s) and then the WAN port.
The purpose is to perform the traffic monitor of the host(s).

I-5-4 GUI Map

A EME IOe

All the functions the router supports are listed with table clearly in this page. Users can click
the function link to access into the setting page of the function for detailed configuration.
Click the icon on the top of the main screen to display all the functions.

GUI Map

Dashboard
Wizards
Quick Start Wizard
Service Activation Wizard
VPN Client Wizard
VPN Server Wizard
Wireless Wizard
Online Status
Physical Connection
Virtual WAN
WAN
General Setup
Internet Access
Multi-PYCALAN
WAN Budget
LAN
General Setup
VLAN
Bind IP to MAC
LAN Port Mirror
Wired 802.1X
Hotspot Web Portal
Profile Setup
Routing
Static Route
Load-Balance/Route Palicy
NAT
Port Redirection
DMZ Host
Open Ports
Port Triggering
ALG
Hardware Acceleration
Setup

Firewall
General Setup
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VPN and Remote Access

Certificate Management

Wireless LAN

USB Application

System Maintenance

Remote Access Control
PPP General Setup

SSL General Setup

|Psec General Setup
IPsec Peer |dentity.
OpenVPN

Remote Dialin User

LAN to LAN

VPN TRUNK Management
Connection Management

Local Certificate
Trusted CA Certificate
Certificate Backup
Self-Signed Certificate

General Setup

Security

Access Control

WPs

WDS

Advanced Setting
Bandwidth Management
AP Discovery

Airtime Fairness

Station List

USB General Seftings
USB User Management
File Explorer

USE Device Status
Temperature Sensor
Modem Support List
SMB Client Support List
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[-5-5 Web Console

AT eI >

Web Console

It is not necessary to use the telnet command via DOS prompt. The changes made by using
web console have the same effects as modified through web user interface. The
functions/settings modified under Web Console also can be reviewed on the web user
interface.

Click the Web Console icon on the top of the main screen to open the following screen.

@ 192.1681.80/doc/console htm - Google Chrome [=[=] = ]
A F£=2 | 192.168.1.80/doc/console. htm

Type ? for command help
> 2

% Valid commands are:

adsl C3m ddns dos exit internet
ip ip6 ipf log ldap tacacsplu
mngt msubnet object port portmaptime Ppa

prn gos quit show smb Srv
switch sys testmail fs upnp usb
vigbhrg vlan vEL WAan hspeortal wl

radius local 8021x wol user appaos nand
service

»
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I-5-6 Config Backup

AEMEOoOD

Config Backup

There is one way to store current used settings quickly by clicking the Config Backup icon. It
allows you to backup current settings as a file. Such configuration file can be restored by
using System Maintenance>>Configuration Backup.

|-5-7 Manual Download

AN D>

Click this icon to open online user’s guide of Vigor router. This document offers detailed
information for the settings on web user interface.

() Vigor2832 Series | DrayTek - Google Chrame [=][=] %= ]
& draytek.com/support/manuals/vigor2832 <7
MyVigor | & Global/En »  *

DrayTek =

Vigor2832 Series Manuals

Microsof...

| DrayTek

Vigor2832

Vigor? 832 Series

ADSL22+ Sacurity Firewall
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I-5-8 Logout

SRR A g

Click this icon to exit the web user interface.

[-5-9 Online Status

[-5-9-1 Physical Connection

Such page displays the physical connection status such as LAN connection status, WAN
connection status, ADSL information, and so on.

Physical Connection for IPv4 Protocol

Online Status

Physical Connection

System Uptime: 11days 0:47:30

IPv4 IPv6
LAN Status
IP Address TX Packets RX Packets Roser Primary - Router Secondary
192.168.1.80 53,464 210,986 8.8.8.8 8.8.4.4
WAN 1 Status == Dial PPPoE
Enable Line Name Mode Up Time
Yes ADSL PEPoE 00:00:00
P GW IP TX Bytes TX Rate(bps) RX Bytes RX Rate(bps)
0 (B) 0 a(B) 0
WAN 2 Status == Renew
Enable Line Name Mode Up Time
Yes Ethernet DHCP Client 00:00:00
IP GWIP TX Bytes TX Rate(bps) RX Bytes RX Rate(bps)
0 (B) 0 a(B) 0
WAN 3 Status
Enable Line Name Mode Up Time Signal
Yes usB --- 00:00:00
P GW IP TX Bytes TX Rate(bps) RX Bytes RX Rate(bps)
0 (B) ] 0(B) 0
WAN 4 Status
Enable Line Name Mode Up Time Signal
Yas Use --- 00:00:00
P GW IP TX Bytes TX Rate(bps) RX Bytes RX Rate(bps)
--- --- 1] 4] Q 4]
Line 1 Information ( ADSL Firmware Version: 06-06-01-07-00-01)
ATM Statistics TX Cells RX Cells TXCRC errs RX CRC errs
Q 1] o] o]
ADSL Status Mode State Up Speed Down Speed SNR Margin Loop Att.
TRAINING 1] o] Q 1]
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Physical Connection for IPv6 Protocol

Online Status

Physical Connection

System Uptime: 11days 0:50:41

IPv4 IPv6

LAN Status

IP Address

FEB0::21D:AAFF:FES4:A3F8/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

4,149 8,308 323,982 648,678
WAN1 IPv6 Status

Enable Mode Up Time

Mo Offline

IP Gateway IP
WAN2 IPv6 Status

Enable Mode Up Time

Mo Offline -

IP Gateway IP
WAN3 IPv6 Status

Enable Mode Up Time

Mo Offline ---

IP Gateway IP
WAN4 IPv6 Status

Enable Mode Up Time

Mo Offline

IP Gateway IP

Detailed explanation (for IPv4) is shown below:

Item

Description

LAN Status

Primary DNS-Displays the primary DNS server address for
WAN interface.

Secondary DNS -Displays the secondary DNS server address
for WAN interface.

IP Address-Displays the IP address of the LAN interface.

TX Packets-Displays the total transmitted packets at the
LAN interface.

RX Packets-Displays the total received packets at the LAN
interface.

WAN1/WAN2/WAN3
/WAN4 Status

Enable - Yes in red means such interface is available but
not enabled. Yes in green means such interface is enabled.

Line - Displays the physical connection (VDSL, ADSL,
Ethernet, or USB) of this interface.

Name - Display the name of the router.

Mode - Displays the type of WAN connection (e.g., PPPOE).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

GW IP - Displays the IP address of the default gateway.

TX Packets - Displays the total transmitted packets at the
WAN interface.

TX Rate - Displays the speed of transmitted octets at the
WAN interface.
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Item Description

RX Packets - Displays the total number of received packets
at the WAN interface.

RX Rate - Displays the speed of received octets at the WAN
interface.

Detailed explanation (for IPv6) is shown below:

Item Description

LAN Status IP Address- Displays the IPv6 address of the LAN interface..

TX Packets-Displays the total transmitted packets at the LAN
interface.

RX Packets-Displays the total received packets at the LAN
interface.

TX Bytes - Displays the speed of transmitted octets at the
LAN interface.

RX Bytes - Displays the speed of received octets at the LAN
interface.

WAN [|Pv6 Status Enable - No in red means such interface is available but not
enabled. Yes in green means such interface is enabled. No in
red means such interface is not available.

Mode - Displays the type of WAN connection (e.g., TSPC).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

Gateway IP - Displays the IP address of the default gateway.

Info The words in green mean that the WAN connection of that interface is ready for
accessing Internet; the words in red mean that the WAN connection of that interface
is not ready for accessing Internet.

[-5-9-2 Virtual WAN

Such page displays the virtual WAN connection information.
Virtual WAN are used by TR-069 management, VolIP service and so on.

The field of Application will list i-9the purpose of such WAN connection.
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-6 Quick Start Wizard

Quick Start Wizard can help you to deploy and use the router easily and quickly. Click
Wizards>>Quick Start Wizards. The first screen of Quick Start Wizard is entering login
password. After typing the password, please click Next.

Quick Start Wizard

Enter login password

Please enter an alpha-numeric string as your Password.

Old Password | |

MNew Password |'-.-1a:< 23 characters |

Confirm Password | |

Hint: If you want to keep the password unchanged, leave the password blank and press
"Next" button to skip this process.

On the next page as shown below, please select the WAN interface (WAN 1 to WAN4) that you
use. If DSL interface is used, please choose WAN1; if Ethernet interface is used, please choose
WAN?2; if 3G/4G USB modem is used, please choose WAN3 or WAN4. For WAN2, choose Auto
negotiation as the physical type for your router.

Quick Start Wizard

WAN Interface

WAN Interface: WANT »
Display Name: |
Physical Mode: ADSL

Physical Type:

VLAN Tag insertion (ADSL):

Tag value : (0~4095)
Priority : (0~7)
(B ) [(Rets ]

WAN1~ WAN4 will bring up different configuration page. Refer to the following sections for
detailed information.
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I-6-1 For WAN1 (ADSL)

WANL1 is specified for ADSL connection.

Quick Start Wizard

WAN Interface

WAN Interface: WANT »
Display Mame: |
Physical Mode: ADSL

Physical Type:

VLAN Tag inserticn (ADSL):
Tag value : (0~4095)

Priority (0~7)

| <Back | | Next> | | Cancel |
Available settings are explained as follows:
Item Description
Display Name Type a name to identify such WAN.
VLAN Tag insertion (ADSL) | The settings configured in this field are available for WAN1
and WAN2.

Enable - Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WANL1.

Disable - Disable the function of VLAN with tag.

Tag value - Type the value as the VLAN ID number. The range
is from O to 4095.

Priority - Type the packet priority number for such VLAN.
The range is from 0 to 7.

Please select the appropriate Internet access type according to the information from your
ISP. Click Next.

-6-1 -1 PPPOE/PPPOA

PPPOE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection.

PPPOE is used for most of DSL modem users. All local users can share one PPPoE connection
for accessing the Internet. Your service provider will provide you information about user
name, password, and authentication mode.

1. Choose WAN1 as WAN Interface and click the Next button; you will get the following
page. Choose PPPOE XXXX or PPPOA XXXXX as the protocol.
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Quick Start Wizard

Connect to Internet

WAN 1
Protocol

Encapsulation
WPI
WCI

Fixed IP
IP Address
Subnet Mask

Default Gateway

[PPPoE / PPPoA ~|

[PPPoE LLC/ISNAP v |
| Auto detect |

|| o
[¥%)

Oves @ No(Dynamic IP)

| <Back | | Next> | | Cancel |

Available settings are explained as follows:

Item

Description

Protocol /
Encapsulation

Choose PPPoE/PPPoA for WAN1 interface.

VPI

Type in the value provided by ISP.

Auto detect - Click this button to have the VPI and VCI to be
detected by the system automatically

VCI Type in the value provided by ISP.

Fixed IP Click Yes to enable Fixed IP feature.

IP Address Type the IP address if Fixed IP is enabled.
Primary DNS Type in the primary IP address for the router.

Secondary DNS

Type in secondary IP address for necessity in the future.

Back

Click it to return to previous setting page.

Next

Click it to get into the next setting page.

Cancel

Click it to give up the quick start wizard.
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2.

Quick Start Wizard

Set PPPoE / PPPoA

After finished the above settings, simply click Next.

WAN 1
Service Name (Optional) |84005?55@hinet.net |
Username |84005755 |
Password i |
Confirm Password sereees |
| <Back | | Next> | [ Cancel |

Available settings are explained as follows:

Item Description

Service Name Enter the description of the specific network service.

(Optional)

User Name Type in the valid user name (maximum 63 characters)
provided by the ISP in this field.

Password Type a valid password provided by the ISP.

Confirm Password

Retype the password.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

Quick Start Wizard

Please confirm your settings:

Please manually enter the Username/Password provided by your ISP. Then click Next for
viewing summary of such connection.

WAN Interface: WAN1
Physical Mode: ADSL

WPI: o

WCI: 33

Protocol / Encapsulation: PPPoE / LLC
Fixed IP: No

Primary DNS: 8.8.8.8
Secondary DNS: 8.8.4.4

| <Back | | Finish | | Cancel |

Click Finish. A page of Quick Start Wizard Setup OK!!l will appear. Then, the system
status of this protocol will be shown.
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Quick Start Wizard

Quick Start Wizard Setup OK!

5.  Now, you can enjoy surfing on the Internet.

1-6-1-2 MPoA

1. Choose WANL1 as WAN Interface and click the Next button; you will get the following

page.

Quick Start Wizard

Connect to Internet

WAN 1
Protocol

Encapsulation
WPI
WCI

Fixed IP

IP Address
Subnet Mask
Default Gateway

[ MPoA (RFC1483/2684) v |

[1483 Bridged IP LLC v
0 | Auto detect |

Oyes @ nNo(Dynamic IP)

Second DNE 8644
| <Back | | Next> | | Ccancel |

Available settings are explained as follows:

Item

Description

Protocol

There are two modes offered for you to choose for WAN1
interface. Choose MPOA as the protocol.

For ADSL Only

Such field is provided for ADSL only. You have to choose
encapsulation and type the values for VPI and VCI. Or, click
Auto detect to find out the best values.

1453 Bridged IP LLC w

1483 Bridged IP WC-Mux
1483 Routed 1P WVC-Mux (IPaA)
1453 Bridged IP (IPoE)

U i%es D RofDynamic IR

Fixed IP

Click Yes to enable Fixed IP feature.

IP Address

Type the IP address if Fixed IP is enabled.

Subnet Mask

Type the subnet mask.

Default Gateway

Type the IP address as the default gateway.

Primary DNS

Type in the primary IP address for the router.

Secondary DNS

Type in secondary IP address for necessity in the future.

Back

Click it to return to previous setting page.

Next

Click it to get into the next setting page.
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Cancel Click it to give up the quick start wizard.

2.  Please type in the IP address/mask/gateway information originally provided by your ISP.
Then click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANL

Physical Mode: ADSL

VPI: 0

WCI: 33

Protocol / Encapsulation: 1483 Bridge LLC
Fixed IP: No

Primary DNS: 8.8.8.8
Secondary DNS: 8.8.4.4

| Finish | | Cancel |

3.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard

Quick Start Wizard Setup OK!

4. Now, you can enjoy surfing on the Internet.

I-6-2 For WAN2 (Ethernet)

WAN?2 is dedicated to physical mode in Ethernet. Please select the appropriate Internet
access type according to the information from your ISP. For example, you should select PPPoE
mode if the ISP provides you PPPOE interface.

Quick Start Wizard

WAN Interface

WAN Interface:
Display Name: | |
Physical Mode: Ethernet
Physical Type: |Auto negotiation V|
VLAN Tag insertion Enable v
Tag value \:I (0~4095)
Priority \:I (0~7)

< Back | | Next >
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Available settings are explained as follows:

Item Description
Display Name Type a name for the router.
VLAN Tag insertion Enable - Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WAN2.

Disable - Disable the function of VLAN with tag.

Tag value - Type the value as the VLAN ID number. The range
is form 0 to 4095.

Priority - Type the packet priority number for such VLAN.
The range is from 0 to 7.

I-6-2-1 PPPoE

PPPOE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection.

PPPOE is used for most of DSL modem users. All local users can share one PPPoOE connection
for accessing the Internet. Your service provider will provide you information about user
name, password, and authentication mode.

1. Choose WAN2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 2

Select one of the following Internet Access types provided by your ISP.
@® PpPPoE
O pPTP
O L2TP
) Static IP
O DHCP

| <Back | [ Next> | | Cancel |
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2. Click PPPoE as the Internet Access Type. Then click Next to continue.

Quick Start Wizard

PPPoE Client Mode

Password

WAN 2

Enter the user name and password provided by your ISP,
Service Name (Optional) |CHT
Username |S¢00565?@hinet.net

Confirm Password

.
H
H
H
H
H

| <Back | | Next> | | cancel |

Available settings are explained as follows:

Item Description

Service Name Enter the description of the specific network service.

(Optional)

Username Assign a specific valid user name provided by the ISP.
Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.

Note: The maximum length of the password you can set is 62
characters.

Confirm Password

Retype the password.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.
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3.  Please manually enter the Username/Password provided by your ISP. Click Next for
viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: PPPOE

Click Back to moedify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

| Finish | | Cancel |

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system

status of this protocol will be shown.

Quick Start Wizard

Quick Start Wizard Setup OK!

5.  Now, you can enjoy surfing on the Internet.
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I-6-2-2 PPTP/L2TP

1. Choose WAN2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 2

Select one of the following Internet Access types provided by your ISP

® pppoE
O pPTP

O LaTP

O Static IP
O DHcp

| <Back | | Next> | | Cancel |

2.  Click PPTP/L2TP as the Internet Access Type. Then click Next to continue.

Quick Start Wizard

PPPoE Client Mode

Password

Confirm Password

WAN 2

Enter the user name and passweord provided by your ISP
Service Name {Optional) |CHT
Username |84[}0555?@I1inet.nel

| <Back | [ Next> | | Cancel |

Available settings are explained as follows:

Item Description

Username Assign a specific valid user name provided by the ISP.
The maximum length of the user name you can set is 63
characters.

Password Assign a valid password provided by the ISP.

The maximum length of the password you can set is 62
characters.

Confirm Password

Retype the password.

WAN IP Configuration

Obtain an IP address automatically - the router will get an
IP address automatically from DHCP server.

Specify an IP address - you have to type relational settings
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manually.

@® [P Address - Type the IP address.

® Subnet Mask -Type the subnet mask.

® Gateway - Type the IP address of the gateway.
 J

Primary DNS -Type in the primary IP address for the
router.

® Second DNS -Type in secondary IP address for necessity
in the future.

PPTP Server / L2TP Type the IP address of the server.

Server

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. Please type in the IP address/mask/gateway information originally provided by your ISP.
Then click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WAN2

Physical Mode: Ethernst
Physical Type: Auto negotiation
Internet Access: PPPOE

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

| <Back | | Finish | | Cancel |

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard

Quick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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I-6-2-3 Static IP

1.

2.

Choose WAN2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 2

Select one of the following Internet Access types provided by your ISP,

) PPPOE
O ppTP
O L2TP
® sStatic IP
O DHCP

| <Back | | Next> | | cancel |

Click Static IP as the Internet Access type. Simply click Next to continue.

Quick Start Wizard

Static IP Client Mode

WAN 2
Enter the Static IP configuration provided by your ISP
WAN IP [192.168.3.102 |
Subnet Mask [255.255.255.0 |
Gateway [192.168.3.1 |
Primary DNS |8.8.8.8 |
Secondary DNS |B.8.4.¢1 | (optional)
| =Back | | MNext= | |W|

Available settings are explained as follows:

Item

Description

WAN IP

Type the IP address.

Subnet Mask

Type the subnet mask.

Gateway

Type the IP address of gateway.

Primary DNS

Type in the primary IP address for the router.

Secondary DNS

Type in secondary IP address for necessity in the future.

Back

Click it to return to previous setting page.

Next

Click it to get into the next setting page.

Cancel

Click it to give up the quick start wizard.
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3. Please type in the IP address information originally provided by your ISP. Then click Next
for next step.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANZ2

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: Static IP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

| Finish | | Cancel |

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard

Quick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.

Vigor2832 Series User’s Guide 39



40

-6-2-4 DHCP

1. Choose WAN2 as WAN Interface and click the Next button. The following page will be
open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 2

Select one of the following Internet Access types provided by your ISP

_) PPPOE
O pRTP
O L2TR
) Static 1P
® DHCP

[<Baek ) o> ]

2.  Click DHCP as the Internet Access type. Simply click Next to continue.

Quick Start Wizard

DHCP Client Mode

WAN 2

enter it in.

Host Mame
MAC

If your ISP requires you to enter a specific host name or specific MAC address, please

| |[0ptiona|}

_ ' ' ‘ ‘(Optional]

| < Back | | Mext =
Available settings are explained as follows:

Item Description

Host Name Type the name of the host.

Note: The maximum length of the host name you can set is
39 characters.

MAC Some Cable service providers specify a specific MAC address
for access authentication. In such cases you need to enter
the MAC address.

Back Click it to return to previous setting page.

Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.
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3.  After finished the settings above, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: DHCP

settings and restart the Vigor router,

Click Back to modify changes if necessary. Otherwise, click Finish to save the current

Finish

| | Cancel |

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system

status of this protocol will be shown.

Quick Start Wizard

Quick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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I-6-3 For WAN3 / WAN4 (USB)

WAN3/WAN4 is dedicated to physical mode in USB.
1. Choose WAN3 as WAN Interface.

Quick Start Wizard

WAN Interface
WAN Interface: WAN3 w
Display Name: |
Physical Mode: UsB
| <Back | | Next> | | Cancel |

2. Then, click Next for getting the following page.

Quick Start Wizard

Connect to Internet

WAN 3

SIM PIN code

APN Name

Internet Access :

3G/4G USB Modem(PPP mode)

Modem Initial String

[3G/4G USE Modem(PPF mode)  w]

[AT&FEOV1X1&D2&C150=0 |
(Default: AT&FEOVIX1&D2&C150=0)

| | [ Acply |

| <Back | | Next> | | Cancel |

Available settings are explained as follows:

Item

Description

Internet Access

Choose one of the selections as the protocol of accessing the
internet.

3G/4G USB Modem
(PPP mode)

SIM Pin code -Type PIN code of the SIM card that will be used
to access Internet. The maximum length of the pin code you
can set is 15 characters.

Modem Initial String - Such value is used to initialize USB
modem. Please use the default value. If you have any
question, please contact to your ISP. The maximum length of

Vigor2832 Series User’s Guide



the string you can set is 47 characters.

APN Name - APN means Access Point Name which is provided
and required by some ISPs. Type the name and click Apply.

3G/4G USB Modem
(DHCP mode)

SIM Pin code -Type PIN code of the SIM card that will be used
to access Internet.

Network Mode - Force Vigor router to connect Internet with
the mode specified here. If you choose 4G/3G/2G as network
mode, the router will choose a suitable one according to the
actual wireless signal automatically.

APN Name - APN means Access Point Name which is provided
and required by some ISPs.

3. Then, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface:
Physical Mode:
Internet Access:

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

WAN3
UsB
PPP

| <Back | | Finish | | Cancel |

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard

Quick Start Wizard Setup OK!

5.  Now, you can enjoy surfing on the Internet.
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|-7 Service Activation Wizard
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Service Activation Wizard can guide you to activate WCF service (Web Content Filter) with a
quick and easy way. For the Service Activation Wizard is only available for admin
operation, therefore, please type “admin/admin” on Username/Password while Logging
into the web user interface.

Service Activation Wizard is a tool which allows you to use trial version of WCF directly
without accessing into the server (MyVigor) located on http://myvigor.draytek.com. For
using Web Content Filter Profile, please refer to later section Web Content Filter Profile for
detailed information.

Now, follow the steps listed below to activate WCF feature for your router.

(1)

Info Such function is available only for Admin Mode.

1. Open Wizards>>Service Activation Wizard.

. Service Activation Wizard -

2. In the following page, you can activate the Web content filter services, APPE
Enforcement service, and DrayTek DDNS service at the same time or individually. When
you finish the selection, please click Next.
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http://myvigor.draytek.com/�

Service Activation Wizard

Select the service type that you want to activate

Activation Date : 2017-06-21

Weh Content Filter(WWCF) Service :

[0 eRjm License Agreement

This is a web content filter that is provided by the German government. It is a free service without any guarantee
and will expire one year after activation. You may re-activate the service after expiry.

Cyren 30-Days Free Trial License Agreement

This is a worldwide web content filter service. The free trail license can only be used once. At the end of the free
trail period you may purchase the offical one-year Cyren \Web Content Filter from an authorized DrayTek reseller.

APP Enforcement{APPE) Service :
[] oT-APPE License Agreement
Upgrade APPE Signature automatically.
Dynamic DNS(DDNS) Service :

[] DT-DDMS License Agreement
This is a Dynamic Domain Mame Service that is provided by DrayTek company. Itis a free service will expire 1 year
after activation.
You may re-active the service after expiry.
Domain Mame 148001 0DAACE4C40 .drayddns.com

* Please note that the DrayDDNS serivce is currently for internal use only.

[ I have read and accept the above Agreement. (Please check this box). ]

Info BPjM is web content filter (WCF) for German Speaking users. It is ideal for your
family to provide more Internet security for youngsters.

Cryan 30-day trial is WCF which offers 30-day trial period. After trial, you can
purchase DrayTek's prepared Cryan GlobalView WCF package from retailing
outlets.

DT-APPE, developed by DrayTek, offers a mechanism to upgrade APPE
signature automatically.

DT-DDNS, developed by DrayTek, offers one year free charge service of
dynamic DNS service for internal use.
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3.

Setting confirmation page will be displayed as follows, please click Activate.

Service Activation Wizard

Please confirm your settings

Sevice Type : Trial version

Sevice Activated ! web Content Filter { Cyren / Commtaouch )

Please click Back to re-select service type you to activate.

(————
< Back ] [ Activatel [ Cancel

(1)

Info The service will be activated and applied as the default rule configured in
Firewall>>General Setup.

Now, the web page will display the service that you have activated according to your
selection(s). The valid time for the free trial of these services is one month.

DrayTek Service Activation

Service Mame Start Date Expire Date Status

Weh Content filter 2017-06-21 2017-07-21 CyYremn

APP Enforcement -—- -—- Mot Ackivated
DDMS

Please check if the license fits with the service provider of your signature, To
ensure normal operation for your router, update your signature again is
recormrmendead,

Copyright @ DrayTek Corp. All Rights Reserved.
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I-8 Registering Vigor Router

You have finished the configuration of Quick Start Wizard and you can surf the Internet at any
time. Now it is the time to register your Vigor router to MyVigor website for getting more
service. Please follow the steps below to finish the router registration.

1 Please login the web configuration interface of Vigor router by typing “admin/admin’ as
User Name / Password.

DrayTek g tisI r RN

Username || |

Password | |

Login

Copyright © 2000-2023DrayTek Corp. All Rights Reserved.

2 Click Support Area>>Production Registration from the home page.

3 A Login page will be shown on the screen. Please type the account and password that
you created previously. And click Login.

Usemame

cameni

Password

DrayTek

MyVigor

Terms of Service / Privacy Palicy

Info If you haven’t an accessing account, please refer to section Creating an
Account for MyVigor to create your own one. Please read the articles on the
Agreement regarding user rights carefully while creating a user account.
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4

The following page will be displayed after you logging in MyVigor. Type a nickname for

the router, then click Submit.

Product register ( Add Device )

Device Name

Model

MAC

Serial Number

Vigor2832

Vigor2832

1449BC0237E8

2019122611165901

When the following page appears, your router information has been added to the
database. Your router has been registered to myvigor website successfully.

MyViger MY PRODUCT HIGH AVAILABILITY SETTINGS CUSTOMER SURVEY AGENT
WCF AFPE DrayDDONS
Cyren BRjM

License Status L

License Action Activate License Force Syne

License History

Today

7%

Product Registration
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Clicking MYPRODUCT for viewing the general information of the registered router on

MyVigor website.

Dray Tek MyVigor MY PRODUCT HIGH AVAILABILITY SETTINGS CUSTOMER SURVEY AGENT

My Product .:/
Device Name A w - mlslzr Date &c A Serial Number Service Status
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This page is left blank.
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Part Il Connectivity
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Q)

WAN

®

LAN

NAT

©

Applications

Routing

It means wide area network. Public IP will be used in
WAN.

It means local area network. Private IP will be used in
LAN.

Local Area Network (LAN) is a group of subnets
regulated and ruled by router. The design of network
structure is related to what type of public IP addresses
coming from your ISP.




l1-1 WAN
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It allows users to access Internet.

Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANs), such as host PCs under the
management of a router since they do not need to be accessed by the public. Hence, the NIC
has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with
significant ease of use. Meanwhile it provides access control, billing, and type of service
according to user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask for
a connection. Then a session will be created. Your user ID and password is authenticated via
PAP or CHAP with RADIUS authentication system. And your IP address, DNS server, and other
related information will usually be assigned by your ISP.

Network Connection by 3G/4G USB Modem

For 3G/4G mobile communication through Access Point is popular more and more, Vigor2832
adds the function of 3G/4G network connection for such purpose. By connecting 3G/4G USB
Modem to the USB port of Vigor2832, it can support LTE/HSDPA/UMTS/EDGE/GPRS/GSM and
the future 3G/4G standard (HSUPA, etc). Vigor2832n with 3G/4G USB Modem allows you to
receive 3G/4G signals at any place such as your car or certain location holding outdoor
activity and share the bandwidth for using by more people. Users can use LAN ports on the
router to access Internet. Also, they can access Internet via 802.11(a/b/g/n/ac) wireless
standard, and enjoy the powerful firewall, bandwidth management, and VPN features of
Vigor2832n series.
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After connecting into the router, 3G/4G USB Modem will be regarded as the WAN3/WAN4 port.
However, the original WAN1 and WAN?2 still can be used and Load-Balance can be done in the
router. Besides, 3G/4G USB Modem in WAN3/WAN4 also can be used as backup device.
Therefore, when WAN1 and WAN2 are not available, the router will use 3.5G for supporting
automatically. The supported 3G/4G USB Modem will be listed on DrayTek web site. Please
visit www.draytek.com for more detailed information.
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Web User Interface

[I-1-1 General Setup

This section will introduce some general settings of Internet and explain the connection
modes for WAN1, WAN2 and WAN3/WAN4 in details.

This router supports multiple-WAN function. It allows users to access Internet and combine
the bandwidth of the multiple WANSs to speed up the transmission through the network. Each
WAN port can connect to different ISPs, Even if the ISPs use different technology to provide
telecommunication service (such as DSL, Cable modem, etc.). If any connection problem
occurred on one of the ISP connections, all the traffic will be guided and switched to the
normal communication port for proper operation. Please configure WAN1, WAN2, WAN3 and
WAN4 settings.

This webpage allows you to set general setup for WAN1, WAN2, WAN3 and WAN4 respectively.
In default, WAN2 is disabled. If you want to enable it, simply click the WAN2 link and select
Yes in the field of Enable.

WAN >> General Setup

Load Balance Mode: |Auto Weight Vl ‘ |P Based Vl | Advance |
Index Enable MZEZ?E:E:LE Egﬁ:ﬂﬁﬁ?ﬂgﬁ:a Active Mode Load Balance
WAN1 ADSL/- o/o Always On
WANZ Ethernet/Auto negotiation a/o0 Always On
WAN3 USB/- o/o Always On
WAN4 USB/- o/o0 Always On

Note:
The line speed setting of WAN interface is available only when According to Line Speed is selected as the Load Balance Mode.

| ok | | Cancel |

Available settings are explained as follows:

Item Description

Load Balance Mode This option is available for multiple-WAN for getting enough
bandwidth for each WAN port. If you know the practical
bandwidth for your WAN interface, please choose the setting
of According to Line Speed. Otherwise, please choose Auto
Weight to let the router reach the best load balance.

IP Based - The same source / destination IP pair will select
the same WAN interface as policy. It is the default setting.

Session Based- All of the WAN interfaces will be used (as
out-going WAN) for passing through new sessions to get
better transmission speed. Though good speed test result for
throughput might be reached; however, some web site may
not open smoothly, especially the site need authentication,
e.g., FTP.

If you have no strong demand about speed test result, keep
default settings as IP based.

Advance Click it to open the following dialog for configuring settings
of protocol, port and comment.

54 Vigor2832 Series User’s Guide



D Load Balance Advanced - Go ol®] &
A A 192.168.1.1/a -1
1. TCPIUDP v | UTE Any - 478
2 TCRUDE v 14302 Arry v 14302
al TCPLUDP ~ 5060 Ay » E060
g 5
[
f_ 016 | 1724 | 2332 ‘Huxt
Ok Clear A) Close
Index Click the WAN interface link under Index to access into the
WAN configuration page.
Enable V means such WAN interface is enabled and ready to be used.
Physical Mode / Type Display the physical mode and physical type of such WAN
interface.
Line Speed(Kbps) Display the downstream and upstream rate of such WAN
DownLink/UpLink interface.
Active Mode Display whether such WAN interface is Active device or

backup device.

Backup (WAN#)- Display the backup WAN interface for such
WAN when it is disabled.

Load Balance V means the function of load balance for such WAN interface
is enabled.

1)

Info In default, each WAN port is enabled.

After finished the above settings, click OK to save the settings.

1I-1-1-1 WAN1 (ADSL)

Vigor router will detect the physical line is connected by ADSL automatically. Therefore, this
page allows you to configure settings for ADSL at one time. That is, it is not necessary for you
to configure different profile settings for ADSL respectively.
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WAN == General Setup

WAN 1
Enable: Yes v
Display Name: |
Physical Mode: ADSL
Line Speed(Kbps):
DownLink 0
UpLink D
WVLAN Tag insertion : | Disable v [(for channel 1)
Tag value: 0 (0~4095)
Pricrity: 0 (0~7)
Active Mode: Load Balance:
® wAN Failure
() Traffic Threshold
Upleoad 0K bps (Default unit: K)
Download 0K bps (Default unit: K)
Active When: ® any of the selected WAN disconnect
O all of the selected WAN disconnect
wan 1 Cwan 2 Dwan 3 Cwan 4

Note:

The line spead setting of WAN interface is available only when According to Line Speed is selected as the Load

Balance Mode.

| ok | | Cancel |

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such interface.

Physical Mode

Display the physical mode of such interface.

Line Speed (Kpbs)

If your choose According to Line Speed as the Load
Balance Mode in previous page, please type the line speed
for downloading and uploading for such WAN interface. The
unit is kbps.

VLAN Tag insertion

The settings configured in this field are available for ADSL.
Enable - Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WANL1.

Disable - Disable the function of VLAN with tag.

Tag value - Type the value as the VLAN ID number. The
range is form O to 4095.

Priority - Type the packet priority number for such VLAN.
The range is from 0 to 7.

Active Mode

Choose Always On to make the WAN1 connection being
activated always.

Load Balance - Check this box to enable auto load balance
function for such WAN interface.

When the data traffic is large, the WAN interface with the
function enabled will balance the data transmission
automatically among all of the WAN interfaces in
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connection status.

Failover - Choose it to make the WAN connection as a
backup connection.

® WAN Failure - When the active WAN failed, such WAN
will be activated as the main network connection.

® Traffic Threshold - When the data traffic of active
WAN reaches the traffic threshold (specified here),
the failover WAN will be enabled automatically to
share the overloaded data traffic.

Active When

If you choose Failover as the Active Mode, the option of

Active When will appear.

® Any of the selected WAN disconnect - Such WAN
connection will be activated when any selected WAN
interface (checked below) disconnects.

®  All of the selected WAN disconnect - Such WAN
connection will be activated only when all of selected
WAN interfaces (checked below) disconnect.

® Check boxes for WAN1 to WAN4 - Specify the WAN
interface by checking the WAN box.
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57



[1-1-1-2 WAN2 (Ethernet)

Ethernet is the Physical Mode for WAN2.

WAN => General Setup

WAN 2
Enable: Yes v
Display Name: | |
Physical Mode: Ethernet
Physical Type:
Line Speed(Kbps):
DownLink 0
UpLink 0
VLAN Tag insertion :
Tag value: @ (0~4095)
Priority: @ (0~7)
Active Mode: Load Balance:
® wan Failure
O Traffic Threshold
Upload 0K bps (Default unit: K)
Download 0K bps (Default unit: K)
Active When: @ any of the selected WAN disconnect

O all of the selected WAN disconnect
Cwan 10 wan 2 Cwan 3 Chwan 4

Note:

The line spead setting of WAN interface is available only when According to Line Speed is selected as the Load

Balance Mode.

[ ok | | cancal |

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such WAN interface.

Physical Mode

Display the physical mode of such WAN interface.

Physical Type

You can change the physical type for
WAN1/WAN2/WAN3/WAN4 or choose Auto negotiation for
determined by the system.

Line Speed

If your choose According to Line Speed as the Load
Balance Mode, please type the line speed for downloading
and uploading for such WAN interface. The unit is kbps.

VLAN Tag insertion

Enable - Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WAN1.

Disable - Disable the function of VLAN with tag.

Tag value - Type the value as the VLAN ID number. The
range is form 0 to 4095.

Priority - Type the packet priority number for such VLAN.
The range is from 0 to 7.

Active Mode

Choose Always On to make the WAN1 connection being
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activated always.

Load Balance- Check this box to enable auto load balance
function for such WAN interface.

When the data traffic is large, the WAN interface with the
function enabled will balance the data transmission
automatically among all of the WAN interfaces in
connection status.

Failover - Choose it to make the WAN connection as a
backup connection.

® WAN Failure - When the active WAN failed, such WAN
will be activated as the main network connection.

® Traffic Threshold - When the data traffic of active
WAN reaches the traffic threshold (specified here),
the failover WAN will be enabled automatically to
share the overloaded data traffic.

Active When

If you choose Failover as the Active Mode, the option of

Active When will appear.

® Any of the selected WAN disconnect - Such WAN
connection will be activated when any selected WAN
interface (checked below) disconnects.

®  All of the selected WAN disconnect - Such WAN
connection will be activated only when all of selected
WAN interfaces (checked below) disconnect.

® Check boxes for WAN1 to WAN4 - Specify the WAN
interface by checking the WAN box.

After finished the above settings, click OK to save the settings.

[1-1-1-3 WAN3 / WAN4 (USB)

To use 3G/4G network connection through 3G/4G USB Modem, please configure WAN3 or

WAN4 interface.

WAN >> General Setup

WAN 3
Enable:
Display Name: |
Physical Mode: UsSB

Line Speed(Kbps):
DownLink
UpLink

Active Mode:

Active When:

Load Balance:

® wAN Failure

) Traffic Threshold

Uplead 0K bps (Default unit: K}
Download 0K bps (Default unit: K}
® Any of the selected WAN disconnect

O all of the selectad WAN disconnect

Clwan 1 Owan 2 wan 2 CJwan 4

Note:

The line speed setting of WAN interface is available only when According to Line Speed is selected as the Load

Balance Mode.

| OK | | Cancel |

Available settings are explained as follows:
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Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such WAN interface.

Physical Mode

Display the physical mode of such WAN interface.

Line Speed

If your choose According to Line Speed as the Load Balance
Mode, please type the line speed for downloading and
uploading for such WAN interface. The unit is kbps.

Active Mode

Choose Always On to make the WAN1 connection being
activated always.

Load Balance- Check this box to enable auto load balance
function for such WAN interface.

When the data traffic is large, the WAN interface with the
function enabled will balance the data transmission
automatically among all of the WAN interfaces in connection
status.

Failover - Choose it to make the WAN connection as a backup
connection.

® WAN Failure - When the active WAN failed, such WAN
will be activated as the main network connection.

® Traffic Threshold - When the data traffic of active
WAN reaches the traffic threshold (specified here), the
failover WAN will be enabled automatically to share the
overloaded data traffic.

Active When

If you choose Failover as the Active Mode, the option of

Active When will appear.

® Any of the selected WAN disconnect - Such WAN
connection will be activated when any selected WAN
interface (checked below) disconnects.

® All of the selected WAN disconnect - Such WAN
connection will be activated only when all of selected
WAN interfaces (checked below) disconnect.

® Check boxes for WAN1 to WANS - Specify the WAN
interface by checking the WAN box.

After finished the above settings, click OK to save the settings.
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[1-1-2 Internet Access

For the router supports multi-WAN function, the users can set different WAN settings (for
WAN1/WAN2/WAN3/WAN4) for Internet Access. Due to different Physical Mode for WAN
interface, the Access Mode for these connections also varies. Refer to the following figures.

WAN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

WAN1 ADSL | PPPoE / PPPoA ~| | Details Page || IPv8 |
WANZ Ethernet [ Static or Dynamic IP ~| | Details Page || IPv5 |
WAN3 USB [ 3G/4G USE Modem(PPP mode) v | | Details Page || IPvé |
WARN4 UsB |3C—»‘4G USB Modem(DHCP modev| | Details Page || IPv6 |
Note:

1.Device on USE port 1 applies WAN3 configuration.
2.Device on USBE port 2 applies WAN4 configuration.

| DHCP Client Option |

Available settings are explained as follows:

Item Description
Index Display the WAN interface.
Display Name It shows the name of the WAN1/WAN2/WAN3/WAN4/WAN5

that entered in general setup.

Physical Mode

It shows the physical connection for WAN1~2 (Ethernet)
/WAN3~4 (3G/4G USB Modem) according to the real network
connection.

Access Mode

Use the drop down list to choose a proper access mode. The
details page of that mode will be popped up. If not, click
Details Page for accessing the page to configure the settings.

Details Page This button will open different web page (based on 1Pv4)
according to the access mode that you choose in WAN
interface.

Note that Details Page will be changed slightly based on
physical mode.

IPv6 This button will open different web page (based on Physical

Mode) to setup IPv6 Internet Access Mode for WAN interface.

If IPv6 service is active on this WAN interface, the color of
“IPv6” will become green.

DHCP Client Option

This button allows you to configure DHCP client options.
DHCP packets can be processed by adding option number and
data information when such function is enabled and
configured.
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WAN >> Internet Access

DHCP Client Options Status

Options List
Enable Interface Opticn Type Data
Enable:

All WANT WANZ WAN3 WAN4 WANS WANG6 WANT
Interface:

] [m] [m] [m] [m] [m] [m]

DataType: @ ASCII Character (EX: Option: 18, Data:/path)

O Hexadecimal Digit (EX: Option:18, Data:2f70617468)

O address List (EX: Option:44, Data:172.16.2.10,172.16.2.20...)
Data: ‘

[ Add | [ update | [ Delete | | Reset

Note:

1.0ption 12 is reserved. You cannot configure it here, but you can cenfigure it in "Router Name" field of "WAN = >
Internet Access > Details Page".

2.0ption 55 is reserved and configured with value 1, 3, 6, 15 and 212, also 33 and 121 for some models.

2. Configuring option 61 here will override the setting in "WAN >> Internet Access” page's DHCP Client Identifier field.

[ox ]

Enable - Check the box to enable the function of DHCP
Option. Each DHCP option is composed by an option number
with data. For example,

Option number:100
Data: abcd

When such function is enabled, the specified values for DHCP
option will be seen in DHCP reply packets.

Interface - Specify the WAN interface(s) that will be
overwritten by such function. WAN5 ~ WAN7 can be located
under WAN>>Multi-PVC/VLAN.

Option Number - Type a humber for such function.

DataType - Choose the type (ASCIl or Hex) for the data to be
stored.

Data - Type the content of the data to be processed by the
function of DHCP option.
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[I-1-2-1 Details Page for PPPoE/PPPoA in WAN1

WAN == Internet Access

WAN 1
PPPoE | PPPoA MPoA (RFC1483/2684) IPv6
® Enable O Disable PPPIMP Setup
O tication | PAPICHAPIMS CHAP/MS CHAPY2 v |
DSL Modem Settings Authentication
Multi-PvC channel |Channe| 1 V| Idle Timeout -1 second(s)
Assignment [ Static ® Dynamic
(k)
Encapsulating Type LLC/SNAP Fixed IP |
Protocol PPPoE v Address
, : WAN IP Alias
Modulation [Multimode v
ISP Access Setup Dial-Out Schedule
- — Index{1-15) in Schedule Setup:
Username | Vax: 63 characters |
|None v|=:> | None v|
Password |'-.'Ia:<: 62 characters |
== [None v |== [Naone v
More Options |
PPPoE Pass-through
WAN Connection Detection )
[ Fer wired LaN
Mode PPP Detect v
[J Fer Wireless LAN
M-:Iigz MAC Address
Max:1500 —
- (Max ) Default MAC Address
) Use the following MAC Address
00 1D |:|AA |54 |-|AS [F9
OK | | Cancel
Note:

VPN feature may be affected when the value of MTU is changed, please also check your value of WPNM
mss by using "VPN mss set" command.

We recommend to put the same d
1500 - 1400, then it will need to

ecreased value on VPN mss. For example, reducing the MTU from
reduct 100 from mss value.

Available settings are explained as follows:

Item

Description

Enable/Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

DSL Modem Settings

Set up the DSL parameters required by your ISP. These
settings configured here are specified for ADSL only.

Multi-PVC channel - The selections displayed here are
determined by the page of Internet Access >>
Multi-PVC/VLAN. Select M-PVCs Channel means no selection
will be chosen.

VPI - Type in the value provided by ISP.
VCI - Type in the value provided by ISP.

Encapsulating Type - Drop down the list to choose the type
provided by ISP.

Protocol - Drop down the list to choose the one (PPPoE or
PPPoA) provided by ISP.

If you have already used Quick Start Wizard to set the
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protocol, then it is not necessary for you to change any
settings in this group.

Modulation -Default setting is Multimode. Choose the one
that fits the requirement of your router.

ISP Access Setup

Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Username - Type in the username provided by ISP in this
field.

Password - Type in the password provided by ISP in this field.
More Options - It shows optional settings for configuration.

® Service Name (Optional) - Enter the description of the
specific network service.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose PPP Detect or Ping Detect for the system to

execute for WAN detection. If you choose Ping Detect as the

detection mode, you have to type required settings for the

following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging.
With the IP address(es) pinging, Vigor router can check if
the WAN connection is on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

It means Max Transmit Unit for packet.

PPP/MP Setup

PPP Authentication - Select PAP only or PAP or CHAP for
PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Assignment (IPCP) - Usually ISP dynamically assigns IP
address to you each time you connect to it and request. In
some case, your ISP provides service to always assign you the
same IP address whenever you request. In this case, you can
fill in this IP address in the Fixed IP field. Please contact your
ISP before you want to use this function.

Fixed IP - Click Yes to use this function and type in a fixed IP
address in the box of Fixed IP Address.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 32 public IP addresses other
than the current one you are using. Type the additional WAN
IP address and check the Enable box. Then click OK to exit
the dialog.

Dial-Out Schedule

Index (1-15) in Schedule Setup - You can enter four sets of
time schedule for your request. All the schedules can be set
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previously in Application >> Schedule web page and you can
use the number that you have set in that web page.

PPPOE Pass-through

The router offers PPPoE dial-up connection. Besides, you
also can establish the PPPoE connection directly from local
clients to your ISP via the Vigor router. When PPPoA protocol
is selected, the PPPoE package transmitted by PC will be
transformed into PPPoA package and sent to WAN server.
Thus, the PC can access Internet through such direction.

For Wired LAN - If you check this box, PCs on the same
network can use another set of PPPoE session (different with
the Host PC) to access into Internet.

For Wireless LAN - It is available for n model. If you check
this box, PCs on the same wireless network can use another
set of PPPOE session (different with the Host PC) to access
into Internet.

To have PPPoA Pass-through, please choose PPPoA protocol
and check the box(es) here. The router will behave like a
modem which only serves the PPPoE client on the LAN.
That’s, the router will offer PPPoA dial-up connection.

MAC Address

Default MAC Address - You can use Default MAC Address or
specify another MAC address by typing on the boxes of MAC

Address for the router.

Use the following MAC Address - Type the MAC address for

the router manually.
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[1-1-2-2 Details Page for MPoA in WAN1

MPOA is a specification that enables ATM services to be integrated with existing LANs, which
use either Ethernet, token-ring or TCP/IP protocols. The goal of MPOA is to allow different
LANs to send packets to each other via an ATM backbone.

To use MPOA as the accessing protocol of the Internet, select MPOA from the WAN>>Internet
Access >>WAN1 page. The following web page will appear.

WAN == Internet Access

WAN 1
PPPoE | PPPoA MPoA (RFC1483/2684) IPv6
) Enable ® Disable WAN Connection Detection
Mode
DSL Modem Settings
Multi-PVC channel [Channel 2 v MTU
Encapsulation [1483 Bridged IP LLC v] [ Path MTU Discovery |
VPI D (Max:1500) e
VCI RIP Routing
Modulation Multimode A ] Enable rRIP
IP Network Settings Bridge Mode

(0 Obtain an IP address automatically
More Options a
@ Specify an IP address

[ Enable Bridge Mode

Bridge Subnet

Subnet Mask I:I @® Default MAC Address
Gateway IP Address I:I () Use the following MAC Address
— 00 [:|1D :]AA:|54 |:|A3 [:[F9
| WAN IP Alias |
DNS Server IP Address
Primary Server 8888
Secondary Server §.544
Note:

1.VPN feature may be affected when the value of MTU is changed, please also check your value of VPN mss

by using "VPN mss set" command.

We recommend to put the same decreased value on VPN mss. For example, reducing the MTU from 1500 -
> 1400, then it will need to reduct 100 from mss value.

VI N

.If enable firewall in bridge mode, IPve connection type would be change to DHCPv6 mode.
.Bridge Subnet cannot be selected by Multi-WAN Interface at the same time.
If both Bridge Mode and Firewall are enabled, the settings under User Management will be ignored.

| OK | | Cancel |

Available settings are explained as follows:

Item

Description

Enable/Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

DSL Modem Settings

Set up the DSL parameters required by your ISP. These
settings configured here are specified for ADSL only.

Multi-PVC channel - The selections displayed here are
determined by the page of Internet Access >>
Multi-PVC/VLAN. Select M-PVCs Channel means no selection
will be chosen.

Encapsulating Type - Drop down the list to choose the type
provided by ISP.

VPI - Type in the value provided by ISP.
VCI - Type in the value provided by ISP.

Modulation -Default setting is Multimode. Choose the one
that fits the requirement of your router.
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Multirmode

IP Network Settings

Obtain an IP address automatically - Click this button to
obtain the IP address automatically.

More Options - Click it to display router name and domain
name items.

® Router Name - Type in the router name provided by
ISP.

® Domain Name - Type in the domain name that you have
assigned.

® DHCP Client Identifier* - Check the box to specify
username and password as the DHCP client identifier
for some ISP.

® Username: Type a name as username. The maximum
length of the user name you can set is 63 characters.

® Password: Type a password. The maximum length of
the password you can set is 62 characters.

Specify an IP address - Click this radio button to specify

some data.

® |P Address - Type in the private IP address.

® Subnet Mask - Type in the subnet mask.

® Gateway IP Address - Type in gateway IP address.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 32 public IP addresses other
than the current one you are using. Notice that this setting is
available for WAN1 only. Type the additional WAN IP address
and check the Enable box. Then click OK to exit the dialog.

DNS Server IP Address

Enter the primary IP address for the router if you want to use
Static IP mode. If necessary, type in secondary IP address
for necessity in the future.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect or Always On or

Strict ARP Detect for the system to execute for WAN

detection. If you choose Ping Detect as the detection mode,

you have to type required settings for the following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging. With the IP address(es)
pinging, Vigor router can check if the WAN connection is
on or off.

@ TTL (Time to Live) - Set TTL value of PING operation.
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@ Ping Interval - Type the interval for the system to
execute the PING operation.

@ Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

It means Max Transmit Unit for packet.

RIP Routing

Routing Information Protocol is abbreviated as RIP (RFC1058 )
specifying how routers exchange routing tables information.
Click Enable RIP for activating this function.

Bridge Mode

Enable Bridge Mode - If the function is enabled, the router
will work as a bridge modem.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

Bridge Subnet - Make a bridge between the selected LAN
subnet and such WAN interface.

MAC Address

Default MAC Address - You can use Default MAC Address or
specify another MAC address by typing on the boxes of MAC
Address for the router.

Use the following MAC Address - Enter the MAC address for
the router manually.

After finishing all the settings here, please click OK to activate them.
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[1-1-2-3 Details Page for PPPoE in Etherenet WAN

To choose PPPoE as the accessing protocol of the Internet, please select PPPoE from the
WAN>>Internet Access >>WANL1 page. The following web page will be shown.

WAN => Internet Access

WAN 2
PPPoE Static or Dynamic IP PPTPIL2TP IPv6
® Enable O Disable PPP/MP Setup
A stion [PAPICHAPIMS-CHAP/IMS-CHAPY2 v |
ISP Access Setup uthentication
Username [84005657 @hinet net | Idle Timeout -1 second(s)
Password | P - _
Assignment ) static ® Dynamic
Maore Options | (IPCP)
Fixed IP |
WAN Connection Detection Address
Mode PPP Detect v [ WAN IP Alias |
MTU 1492 (Max:1500) Dial-Out Schedule
Index{1-15) in Schedule Setup:
[None v |== | None v
== [None ~|== [None ~|
TTL
Change the TTL value
® pefault MAC Address
O Use the following MAC Address
00 [} 1D |;|AA {54 [|A3 |FA
[ oK | | Cancel |
Note:

WPN feature may be affected when the value of MTU is changed, please also check your value of VPN
mss by using "VPN mss set" command.

We recommend to put the same decreased value on VPN mss. For example, reducing the MTU from
1500 -= 1400, then it will need to reduct 100 from mss value.

Available settings are explained as follows:

Item

Description

Enable/Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

ISP Access Setup

Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Username - Type in the username provided by ISP in this
field.

The maximum length of the user name you can set is 63
characters.

Password - Type in the password provided by ISP in this field.

The maximum length of the password you can set is 62

characters.

More Options - Click it to display router name and domain

name items.

®  Service Name - Enter the description of the specific
network service.
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WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect for the system to

execute for WAN detection. If you choose Ping Detect as the

detection mode, you have to type required settings for the

following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging. With the IP address(es)
pinging, Vigor router can check if the WAN connection is
on or off.

@ TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

It means Max Transmit Unit for packet.

PPP/MP Setup

PPP Authentication - Select PAP only or PAP or CHAP for
PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

PPP/MP Setup

PPP Authentication - Select PAP only or PAP or CHAP for
PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Assignment (IPCP)- Usually ISP dynamically assigns IP
address to you each time you connect to it and request. In
some case, your ISP provides service to always assign you the
same IP address whenever you request. In this case, you can
fill in this IP address in the Fixed IP field. Please contact your
ISP before you want to use this function.

Fixed IP Address - Type in a fixed IP address.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 32 public IP addresses other
than the current one you are using. Type the additional WAN
IP address and check the Enable box. Then click OK to exit
the dialog.

Dial-Out Schedule

Index (1-15) in Schedule Setup - You can type in four sets of
time schedule for your request. All the schedules can be set
previously in Applications >> Schedule web page and you
can use the number that you have set in that web page.

TTL

Change the TTL value - Enable or disable the TTL (Time to
Live) for a packet transmitted through Vigor router.

Enable - TTL value will be reduced (-1) when it passess
through Vigor router. It will cause the client, accessing
Internet through Vigor router, be blocked by certain ISP
when TTL value becomes “0”.

Disable - TTL value will not be reduced. Then, when a packet
passes through Vigor router, it will not be cancelled. That is,
the client who sends out the packet will not be blocked by
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ISP.

Default MAC Address - You can use Default MAC Address or
specify another MAC address by typing on the boxes of MAC

Address for the router.

Specify a MAC Address - Type the MAC address for the router

manually.

After finishing all the settings here, please click OK to activate them.

[I-1-2-4 Details Page for Static or Dynamic IP in Etherenet WAN

For static IP mode, you usually receive a fixed public IP address or a public subnet, namely
multiple public IP addresses from your DSL or Cable ISP service providers. In most cases, a
Cable service provider will offer a fixed public IP, while a DSL service provider will offer a

public subnet. If you have a public subnet, you could assign an IP address or many IP address

to the WAN interface.

To use Static or Dynamic IP as the accessing protocol of the internet, please click the Static
or Dynamic IP tab. The following web page will be shown.

WAN == Internet Access

WAN 2
PPPoE

Static or Dynamic IP

PPTP/L2TP IPvG

O Enable
IP Network Settings

More Options ]
() Specify an IP address

® Disable

@ Obtain an IP address automatically

IP Address |

Subnet Mask |

Gateway IP Address |

[ WAN IP Alias |

DNS Server IP Address
Primary Server

Secondary Server

Mode

MTU

Note:

WPM feature may be affected when the value of MTU is changed, please also check your value of VPN

WAN Connection Detection

ARP Detect v

mss by using "WPM mss set" command.
We recommend to put the same decreased value on VPN mss. For example, reducing the MTU from

1500 -» 1400, then it will need to reduct 100 from mss value.

Keep WAN Connection
[ Enable PING to keep alive

PING to the IP | |

Dminute{s)

PING Interval

TTL
Change the TTL value

RIP Routing
[l Enable RIP

Bridge Mode
[l Enable Bridge Mode
Bridge Subnet

LAN 1 ~

MAC Address

@ Default MAC Address

() Use the following MAC Address
00 1D :|AAJz54 A3 [|FA

[ ok

| | Cancel |

Available settings are explained as follows:

Item

Description

Enable / Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.
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IP Network Settings

This group allows you to obtain an IP address automatically
and allows you type in IP address manually.

Obtain an IP address automatically - Click this button to
obtain the IP address automatically if you want to use
Dynamic IP mode.

More Options - It shows optional settings for configuration.
® Router Name: Type in the router name provided by ISP.

® Domain Name: Type in the domain name that you have
assigned.

® Enable DHCP Client Identifier: Check the box to
specify username and password as the DHCP client
identifier for some ISP.

® Username: Type a name as username. The maximum
length of the user name you can set is 63 characters.

® Password: Type a password. The maximum length of
the password you can set is 62 characters.

Specify an IP address - Click this radio button to specify

some data if you want to use Static IP mode.

@® |P Address: Type the IP address.

® Subnet Mask: Type the subnet mask.

® Gateway IP Address: Type the gateway IP address.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 32 public IP addresses other
than the current one you are using.

DNS Server IP Address

Enter the primary IP address for the router if you want to use
Static IP mode. If necessary, type in secondary IP address for
necessity in the future.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect or Always On or

Strict ARP Detect for the system to execute for WAN

detection. If you choose Ping Detect as the detection mode,

you have to type required settings for the following items.

@ Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging. With the IP address(es)
pinging, Vigor router can check if the WAN connection is
on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

It means Max Transmit Unit for packet.

Keep WAN Connection

Normally, this function is designed for Dynamic IP
environments because some ISPs will drop connections if
there is no traffic within certain periods of time. Check
Enable PING to keep alive box to activate this function.
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PING to the IP - If you enable the PING function, please
specify the IP address for the system to PING it for keeping
alive.

PING Interval - Enter the interval for the system to execute
the PING operation.

TTL

Change the TTL value - Enable or disable the TTL (Time to
Live) for a packet transmitted through Vigor router.

Enable - TTL value will be reduced (-1) when it passess
through Vigor router. It will cause the client, accessing
Internet through Vigor router, be blocked by certain ISP
when TTL value becomes “0”.

Disable - TTL value will not be reduced. Then, when a packet
passes through Vigor router, it will not be cancelled. That is,
the client who sends out the packet will not be blocked by
ISP.

RIP Routing

Routing Information Protocol is abbreviated as RIP (RFC1058 )
specifying how routers exchange routing tables information.
Click Enable RIP for activating this function.

Bridge Mode

Enable Bridge Mode - If the function is enabled, the router
will work as a bridge modem.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

Bridge Subnet - Make a bridge between the selected LAN
subnet and such WAN interface.

MAC Address

Default MAC Address: Click this radio button to use default
MAC address for the router.

Specify a MAC Address: Some Cable service providers
specify a specific MAC address for access authentication. In
such cases you need to click the Specify a MAC Address and
enter the MAC address in the MAC Address field.

After finishing all the settings here, please click OK to activate them.
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[1-1-2-5 Details Page for PPTP/L2TP in Etherenet WAN

To use PPTP/L2TP as the accessing protocol of the internet, please click the PPTP/L2TP tab.
The following web page will be shown.

WAN == Internet Access

WAN 2
PPPoE Static or Dynamic IP PPTPIL2TP IPvb
OEnable PPTP O Enable L2TP @ Disable  |PPP Setup
Server Address |Max: 63 characters | [PPP [PAPICHAP/IMS-CHAP/MS-CHAPV2 v |
. Authentication
specify Gatewa\irlfapléf?rjss_ o | Idle Timeout -1 second(s)
fEX B CNAratiErE IP Address Assignment Method (IPCP)
| WAN IP Alias |
ISP Access Setup . ® . . .
Username |8400565?@hinet.net | FEXEd IP: 10 Yes 1@ HNo (Dynamic IP)
Fixed IP | |
Password | | Address
Schedule Profile: WAN [P Network Settings
[None v|==[Nene v| ® obtain an IP address automatically
=> [ None ~|=> [None v O sSpecify an 1P address
IP Address | |
MTU 1460 (Max:1460) Subnet Mask | |
| oK | | Cancel |
Note:

VPN feature may be affected when the value of MTU is changed, please zlso check your value of VEN
mss by using "VPN mss set" command.

We recommend to put the same decreased value on VPN mss. For example, reducing the MTU from
1500 -» 1400, then it will need to reduct 100 from mss value.

Available settings are explained as follows:

Item Description

PPTP/L2TP Enable PPTP- Click this radio button to enable a PPTP client
to establish a tunnel to a DSL modem on the WAN interface.

Enable L2TP - Click this radio button to enable a L2TP client
to establish a tunnel to a DSL modem on the WAN interface.
Disable - Click this radio button to close the connection
through PPTP or L2TP.

Server Address - Specify the IP address of the PPTP/L2TP
server if you enable PPTP/L2TP client mode.

Specify Gateway IP Address - Specify the gateway IP address
for DHCP server.

ISP Access Setup Username -Type in the username provided by ISP in this
field. The maximum length of the user name you can set is 63
characters.

Password -Type in the password provided by ISP in this field.
The maximum length of the password you can set is 62
characters.

Schedule Profile - You can type in four sets of time schedule
for your request. All the schedules can be set previously in
Application >> Schedule web page and you can use the
number that you have set in that web page.

MTU It means Max Transmit Unit for packet.
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PPP Setup

PPP Authentication - Select PAP only or PAP or CHAP for
PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address Assignment
Method(IPCP)

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN [P Alias. You can set up to 32 public IP addresses other
than the current one you are using.

Fixed IP - Usually ISP dynamically assigns IP address to you
each time you connect to it and request. In some case, your
ISP provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function. Click Yes to use this function
and type in a fixed IP address in the box.

Fixed IP Address -Type a fixed IP address.

WAN IP Network Settings

Obtain an IP address automatically - Click this button to
obtain the IP address automatically.

Specify an IP address - Click this radio button to specify
some data.

@® |P Address - Type the IP address.
® Subnet Mask - Type the subnet mask.

After finishing all the settings here, please click OK to activate them.

[1-1-2-6 Details Page for 3G/4G USB Modem (PPP mode) in USB WAN

To use 3G/4G USB Modem (PPP mode) as the accessing protocol of the internet, please
choose Internet Access from WAN menu. Then, select 3G/4G USB Modem (PPP mode) for
WANS. The following web page will be shown.
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WAN == Internet Access

WAN 3

3G/4G USEB Modem(PPP mode)

)

3G/AG USB Modem{DHCP mode) IPvG
| Modem Support List |

SIM PIM code
Modem Initial String

APM Name
Modem Initial String2
Modem Dial String

Service Name
PPP Username
PPP Password

PPP Authentication
Schedule Profile:

3G/4G USB Modem({PPP mode)

®Enable O Disable

|AT&FE0V1X18D28C150=0 |
(Default: ATRFEOV1X1&D2&C1S0=0)

| | [ Apply
|aT |
[ATDT-992 |

(Default: ATDT=099%, CDMA:ATDT=777, TD-
SCDOMA:ATDT*98%1=)

| (Optional)

| (Optional)

| (Optional)

PAP or CHAP v

[ None ~|== [None v|== [None v |== [None v
WAN Connection Detection
Mode
OK | | Cancel | | Default

Available settings are explained as follows:

Item

Modem Support List

Description
It lists all of the modems supported by such router.
@ 192.168.1.80/doc/pppsuptisthtm - Google Chrome [=[=] =
A T2 | 192.168.1.80/doc/pppsuptisthtm 7]
3G/4G Modem Support List{PPP mode)
The following compatibility test lists 3.5G/LTE modems supported by Vigor router under certain
environment or countries. If the LTE medem you have is en the list but cannot work properly, please
write an e-mail to support@draytek.com or consult your dealer for further information.
Brand Model LTE Status
Aiko Aiko 83D Y
Alcatel Alcatel L100V ] Y
Alcatel Alcatel W100 @ Y
BandRich Bandluxe C170 Y
BandRich Bandluxe C270 Y
BandRich Bandluxe C321 Y
BandRich Bandluxe C330 Y
BandRich Bandluxe C331 Y
BandRich Bandluxe C502 Y
D-Link D_LINK DWM221 B1 Q Y
D-Link D_LINK DWM222 @ Y -

3G /4G USB Modem (PPP
mode)

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

SIM PIN code

Type PIN code of the SIM card that will be used to access
Internet.

The maximum length of the PIN code you can set is 15
characters.

Modem Initial String

Such value is used to initialize USB modem. Please use the
default value. If you have any question, please contact to
your ISP.

The maximum length of the string you can set is 47
characters.
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APN Name

APN means Access Point Name which is provided and
required by some ISPs. Type the name and click Apply.

The maximum length of the name you can set is 43
characters.

Modem Initial String2

The initial string 1 is shared with APN.

In some cases, user may need another initial AT command to
restrict 3G band or do any special settings.

The maximum length of the string you can set is 47
characters.

Modem Dial String

Such value is used to dial through USB mode. Please use the
default value. If you have any question, please contact to
your ISP.

The maximum length of the string you can set is 31
characters.

Service Name

Enter the description of the specific network service.

PPP Username

Type the PPP username (optional). The maximum length of
the name you can set is 63 characters.

PPP Password

Type the PPP password (optional). The maximum length of
the password you can set is 62 characters.

PPP Authentication

Select PAP only or PAP or CHAP for PPP.

Schedule Profile

You can type in four sets of time schedule for your request.
All the schedules can be set previously in Application >>
Schedule web page and you can use the number that you
have set in that web page.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through PPP Detect or Ping Detect.

Mode - Choose PPP Detect or Ping Detect for the system to

execute for WAN detection. If you choose Ping Detect as the

detection mode, you have to type required settings for the

following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

After finishing all the settings here, please click OK to activate them.
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[I-1-2-7 Details Page for 3G/4G USB Modem (DHCP mode) in USB WAN

To use 3G/4G USB Modem (DHCP mode) as the accessing protocol of the internet, please

choose Internet Access from WAN menu. Then, select 3G/4G USB Modem (DHCP mode) for
WAN3/WAN4. The following web page will be shown.

WAN >> Internet Access o

WAN 3
3G/4G USB Modem(PPP mode) 3G/4G USB Modem(DHCP mode) IPw6
| Modem Support List |

®Enable O Disable authentication | PAP or CHAP v

Usarname | |(0ptiona|]

SIM PIN code | |

Network Mode |4G/3GI2G w | (Default:4G/3G/2G)

APN Name | |

Password | |(Optiona|]

[J pisable Auto &PN
LTE hardware version ---

WAN Connection Detection

Mode ARP Detect hd

Schedule Profile:
[ None v == [None v

=> [None ~|== [None v

MTU 1500 (Default:1500)
Path MTU Discovery Choose IP

Note:

1. Please note that in some case USB port connection will be terminated temporarily to activate the new
configuration.

2. VPN feature may be affectad when the value of MTU is changed, please also check your value of VPN mss by
using "WPN mss set" command.

We recommend to put the same decreased value on VPN mss. For example, reducing the MTU from 1500 ->
1400, then it will need to reduct 100 from mss valuea.

| QK | | Cancel

Available settings are explained as follows:

Item Description
Modem Support List It lists all of the modems supported by such router.
@ 192 1681 80/doc/pppsuptlst htm - Google Chrome [=[=] =
A T2 | 192.168.1.80/doc/pppsuptisthtm B

3G/G Modem Support List{PPP mode)

The following compatibility test lists 3.5G/LTE modems supported by Vigor router under certain

environment or countries. If the LTE medem you have is en the list but cannot work properly, please

write an e-mail to support@draytek.com or consult your dealer for further information.

Brand Model LTE Status

Aiko Aiko 83D Y

Alcatel Alcatel L1OOV @ Y

Alcatel Alcatel W100 ] ¥

BandRich Bandluxe C170 Y

BandRich Bandluxe C270 Y

BandRich Bandluxe C321 Y

BandRich Bandluxe C330 Y

BandRich Bandluxe C331 Y

BandRich Bandluxe C502 Y

D-Link D_LINK DWM221 B1 ] Y

D-Link D_LINK DWM222 @ Y A
Enable / Disable Click Enable for activating this function. If you click Disable,

this function will be closed and all the settings that you
adjusted in this page will be invalid.
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SIM PIN code

Type PIN code of the SIM card that will be used to access
Internet.

The maximum length of the PIN code you can set is 19
characters.

Network Mode

Force Vigor router to connect Internet with the mode
specified here. If you choose 4G/3G/2G as network mode,
the router will choose a suitable one according to the actual
wireless signal automatically.

APN Name

APN means Access Point Name which is provided and
required by some ISPs. Type the name and click Apply.

The maximum length of the name you can set is 47
characters.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect or Strict ARP

Detect for the system to execute for WAN detection. If you

choose Ping Detect as the detection mode, you have to type

required settings for the following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging. With the IP address(es)
pinging, Vigor router can check if the WAN connection is
on or off.

@ TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

Schedule Profiles

Set the wireless LAN to work at certain time interval only.
You may choose up to 4 schedules out of the 15 schedules
pre-defined in Applications >> Schedule setup. The default
setting of this field is blank and the function will always
work.

MTU

It means Max Transmit Unit for packet.

Authentication

Select PAP only or PAP or CHAP for PPP authentication.

Username - Type the username for authentication
(optional).

Password - Type the password for authentication (optional).

After finishing all the settings here, please click OK to activate them.

[1-1-2-8 Details Page for IPv6 — Offline in WAN1/WAN2/WAN3/WAN4

When Offline is selected, the IPv6 connection will be disabled.

[1-1-2-9 Details Page for IPv6 — PPP in WAN1/WAN2

During the procedure of IPv4 PPPOE connection, we can get the IPv6 Link Local Address
between the gateway and Vigor router through IPv6CP. Later, use DHCPv6 or accept RA to
acquire the IPv6 prefix address (such as: 2001:B010:7300:200::/64) offered by the ISP. In
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addition, PCs under LAN also can have the public IPv6 address for Internet access by means of

the generated prefix.

No need to type any other information for PPP mode.

WAN == Internet Access

.

WAN 1
PPPoE / PPPoA MPoA | Static or Dynamic IP IPvG
Internet Access Mode
Connection Type | PPP ~
WAN Connection Detection
Mode

Ping IP/Hostname
TTL{1-255,0:Auto)

RIPng Protocol

[ Enable

Note:

T

IPv4 WAN setting should be PPPoE [ PPPoA client.

| OK | | Cancel

Available settings are explained as follows:

Item Description
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

RIPng Protocol

RIPng (RIP next generation) offers the same functions and
benefits as IPv4 RIP v2.

Below shows an example for successful IPv6 connection based on PPP mode.

Vigor2832 Series User’s Guide



Online Status

Physical Connection System Uptime: 0:2:32
1Pv4 IPvG

LAN Status
IP Address

2001:B010:7300:201: 210 AAFF FEAG: 2568/64 (Global)
FEBD::2 1D AAFFIFEAG: 2568/64 (Link)

X Packets BX Packets TX Bytes EX Bytes
7 4 590 328
WANZ2 IPvG Status =z Drop PPP
Enable Mode Up Time
Yas PFP 0:02:08
P Gateway IP

2001:B010:7300:201: 210 A8FF FEAG: 29647128 (Global) FES0::90:1400:242: 4052
FEBO:: 10:AAFFFEAG: 2564/128 (Link)

DNS IP

2001:B0O00:168::1
2001:B0O00:168::2

TX Packets BX Packets TX Bytes FX Bytes
g e 544 1126
Info At present, the IPv6 prefix can be acquired via the PPPoE mode connection which is

available for the areas such as Taiwan (hinet), the Netherlands, Australia and UK.

[1-1-2-10 Details Page for IPv6 — TSPC in WAN1/WAN2/WAN3/WAN4

Tunnel setup protocol client (TSPC) is an application which could help you to connect to IPv6
network easily.

Please make sure your IPv4 WAN connection is OK and apply one free account from hexago
(http://gogonet.gogo6.com/page/freenet6-account ) before you try to use TSPC for network
connection. TSPC would connect to tunnel broker and requests a tunnel according to the
specifications inside the configuration file. It gets a public IPv6 IP address and an IPv6 prefix
from the tunnel broker and then monitors the state of the tunnel in background.

After getting the IPv6 prefix and starting router advertisement daemon (RADVD), the PC
behind this router can directly connect to IPv6 the Internet.
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WAN == Internet Access d

WAN 1
PPPoE | PPPoA MPoA [ Static or Dynamic IP IPvG
Internet Access Mode
Connection Type
TSPC Configuration
Username |I.lsx G |

Password |I.ls>< f

Tunnel Broker | |

WAN Connection Detection

Mode

Ping IP/Hostname

|
TTL(1-255,0:Auto) o ]

| OK | | Cancel |

Available settings are explained as follows:

Item Description

Username Type the name obtained from the broker. It is suggested for
you to apply another username and password for
http://gogonet.gogo6.com/page/freenet6-account.

The maximum length of the name you can set is 63

characters.
Password Type the password assigned with the user name.
The maximum length of the name you can set is 19
characters.
Tunnel Broker Type the address for the tunnel broker IP, FQDN or an
optional port number.
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

@ Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.
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[1-1-2-11 Details Page for IPv6 — AICCU in WAN1/WAN2/WAN3/WAN4

WAN == Internet Access

o

WAN 1
PPPcE | PPPoA MPoA | Static or Dynamic IP IPv6
Internet Access Mode
Connection Type

AICCU Configuration
[J Always On
Username
Password
Tunnel Broker
Tunnel ID

Subnet Prefix

Mode
Ping IP/Hostname
TTL(1-255,0:Auto)

Note:

| Max: 63 characters

3 characters

WAN Connection Detection

|
O

If "Always On" is not enabled, AICCU connection would only retry three times.

| OK | | Cancel |

Available settings are explained as follows:

Item Description

Always On Check this box to keep the network connection always.

Username Type the name obtained from the broker. Please apply new
account at http://www.sixxs.net/. It is suggested for you to
apply another username and password.
The maximum length of the name you can set is 19
characters.

Password Type the password assigned with the user name.

The maximum length of the password you can set is 19
characters.

Tunnel Broker

It means a server of AICCU. The server can provide IPv6
tunnels to sites or end users over IPv4.

Type the address for the tunnel broker IP, FQDN or an
optional port number.

Tunnel ID

One user account may have several tunnels. And, each
tunnel shall have one specified tunnel ID (e.g., T115394).

Type the ID offered by Tunnel Broker.

Subnet Prefix

Type the subnet prefix address obtained from service
provider.

The maximum length of the prefix you can set is 128
characters.
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WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection.

@ Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.
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[1-1-2-12 Details Page for IPv6 — DHCPv6 Client in WAN1/WAN2

DHCPv6 client mode would use

WAN >> Internet Access

WAN 1
PPPGE / PPPoA

DHCPv6 protocol to obtain IPv6 address from server.

o

MPoA [ Static or Dynamic IP IPvB

Internet Access Mode

Connection Type

DHCPv6 Client Configuration
[AID (Identity Association ID)
DUID (DHCP Unigue ID)
Authentication Protocol

WAN Connection Detection
Mode

Ping IP/Hostname
TTL({1-255,0:Auto)

RIPng Protocol

[JEnable

(DHCP Client )

(44178403
00030001001daa54a3fo

T

Bridge Mode
[J Enable Bridge Mode
Bridge Subnet

| OK | | Cancel |

Available settings are explained as follows:

Item

Description

DHCPv6 Client
Configuration

IAID - Type a number as IAID.

DUID - Display the DHCP unique ID used by such WAN
interface.

Authentication Protocol - Such protocol will be used for the
client to be authenticated by DHCPv6 server before
accessing into Internet. There are three types can be
specified, Reconfigure Key, Delayed and None. In general,
the default setting is None.

@ Reconfigure Key - During the connection process,
DHCPv6 server will authenticate the client automatically.

@ Delayed - During the connection process, DHCPv6 server
will authenticate and identify the client based on the key
ID, realm and secret information specified in these fields.

Key ID - Type a value (range from 1 to 65535) which will
be used to generate HMAC-MD5 value.

Realm - The name (1 to 31 characters) typed here will
identify the key which generates HMAC-MD5 value.

Secret - Type a text (1 to 31 characters) as s a unique
identifier for each client on each DHCP server.
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WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through NS Detect or Ping Detect.

Mode - Choose Always On, Ping Detect or NS Detect for the
system to execute for WAN detection. With NS Detect mode,
the system will check if network connection is established or
not, like IPv4 ARP Detect. Always On means no detection

will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

Bridge Mode Enable Bridge Mode - If the function is enabled, the router
will work as a bridge modem.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

Bridge Subnet - Make a bridge between the selected LAN
subnet and such WAN interface.

After finished the above settings, click OK to save the settings.

Vigor2832 Series User’s Guide



[1-1-2-13 Details Page for IPv6 — Static IPv6 in in WAN1/WAN2

This type allows you to setup static IPv6 address for WAN interface.

WAN == Internet Access .0
WAN 1
PPPoE [ PPPoA MPoA | Static or Dynamic IP IPv6
Internet Access Mode
Connection Type | Static IPvE ]

Static IPv6 Address Configuration
IPvE Address / Prefix Length

|7 | [ Add | [Update | [ Delete

Current IPv6 Address Table

Index IPve Rddress/Prefix Length Scope

Static IPv6 Gateway configuration
IPvH Gateway Address

WAN Connection Detection

Mode

Ping IP/Hostname

T

TTL(1-255,0:Auto)

RIPng Protocol

[JEnable
Bridge Mode
[J Enable Bridge Mode
Bridge Subnet

| OK | | Cancel

Available settings are explained as follows:

Item Description
Static IPv6 Address IPv6 Address - Type the IPv6 Static IP Address.
Configuration Prefix Length - Type the fixed value for prefix length.

Add - Click it to add a new entry.
Delete - Click it to remove an existed entry.

Current IPv6 Address Display current interface IPv6 address.

Table

Static IPv6 Gateway IPv6 Gateway Address - Type your IPv6 gateway address
Configuration here.

WAN Connection Such function allows you to verify whether network
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Detection

connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect or NS Detect for
the system to execute for WAN detection. Always On means
no detection will be executed. The network connection will
be on always.

@ Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

Bridge Mode

Enable Bridge Mode - If the function is enabled, the router
will work as a bridge modem.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

Bridge Subnet - Make a bridge between the selected LAN
subnet and such WAN interface.

After finished the above settings, click OK to save the settings.

[I-1-2-14 Details Page for IPv6 — 6in4 Static Tunnel in WAN1 / WAN2

This type allows you to setup 6in4 Static Tunnel for WAN interface.

Such mode allows the router to access IPv6 network through IPv4 network.

However, 6in4 offers a prefix outside of 2002::0/16. So, you can use a fixed endpoint rather

than anycast endpoint. The mode has more reliability.

WAN >> Internet Access

WAN 1
PPPoE / PPPoA MPoA | Static or Dynamic IP

o

Internet Access Mode
Connection Type Gind Static Tunnel *

Gind Static Tunnel
Remote Endpoint IPv4 Address
Gin4 IPv6 Address /|64
LAaM Routed Prefiz /64
Tunnel TTL 265 (default:255)

WAN Connection Detection
Mode Pirg Detect *
Ping IP/Hostname
TTL(1-255,0: Auta) 0

8] Zancel

(default:64)
(default:64)
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WAN == Internet Access

WAN 1
PPPoE / PPPoA

MPoA [ Static or Dynamic IP IPv6

Internet Access Mode

Connection Type

6ind Static Tunnel
Remote Endpoint IPv4 Address
Gin4 IPvG Address
LAN Routed Prefix
Tunnel TTL

WAN Connection Detection
Mode
Ping IP/Hostname
TTL(1-255,0:Auta)

Gind 3tatic Tunnel v

|
| /]84
|

|{default:64}
|/ |54 [(default:64)
255 (default:255)
|
[ oK | | Cancel |

Available settings are explained as follows:

Item

Description

Remote Endpoint IPv4
Address

Type the static IPv4 address for the remote server.

6in4 IPv6 Address

Type the static IPv6 address for IPv4 tunnel with the value
for prefix length.

LAN Routed Prefix

Type the static IPv6 address for LAN routing with the value
for prefix length.

Tunnel TTL Type the number for the data lifetime in tunnel.
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.

Below shows an example for successful IPv6 connection based on 6in4 Static Tunnel mode.
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Online Status

Physical Connection
IPv4

System Uptime: Oday 0:4:16

LAN Status
IP Address

2001:4DD0:FF00:83E4:21D:AAFF:FE83:11B4/64 (Global)

FEB0::21D:AAFF:FE83:11B4/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

14 80 1244 6815
WAN1 IPv6 Status

Enable Mode Up Time

Yes 6in4 Static Tunnel 0:04:07

IP Gateway IP

2001:4DD0:FF10:83E4::2131/64 (Global) e

FES0::CO0A8:651D/128 (Link)

TX Packets RX Packets TX Bytes RX Bytes

3 26 211 2302
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[I-1-2-15 Details Page for IPv6 — 6rd in WAN1 / WAN2

This type allows you to setup 6rd for WAN interface.

WAN == Internet Access d

WAN 1
PPPoE | PPPoA MPoA [ Static or Dynamic IP IPvG

Internet Access Mode

Connection Type Grd v

6rd Settings
6rd Mode ® auto 6rd O Static 6rd

WAN Connection Detection

Mode Ping Detect v

Ping IP/Hostname |

TTL(1-255,0:Auto) o ]
Mote:

Please setup IPv4 WAM as "DHCP" for Auto 6rd connection.

[ ok | | cancel |

Available settings are explained as follows:

Item Description

6rd Mode Auto 6rd - Retrieve 6rd prefix automatically from 6rd service
provider. The IPv4 WAN must be set as "DHCP".

Static 6rd - Set 6rd options manually.

IPv4 Border Relay Type the IPv4 addresses of the 6rd Border Relay for a given
6rd domain.
IPv4 Mask Length Type a number of high-order bits that are identical across all

CE IPv4 addresses within a given 6rd domain.
It may be any value between 0 and 32.

6rd Prefix Type the 6rd IPv6 address.

6rd Prefix Length Type the IPv6 prefix length for the 6rd IPv6 prefix in number
of bits.

WAN Connection Such function allows you to verify whether network

Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.

Below shows an example for successful IPv6 connection based on 6rd mode.
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Online Status

Physical Connection

System Uptime: Oday 0:9:15

IPv4d IPvE

LAN Status

IP Address

2001:E41:A865:1D00:21D:AAFF:FE83:11B4/64 (Global)

FE80::21D:AAFF:FE83:11B4/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

15 113 1354 18040
WAN1 IPv6 Status

Enable Mode Up Time

Yes ord 0:09:06

IP Gateway IP

2001:E41:A865:1D01:21D:AAFF:FE83:11B5/128 sz2
(Global)

FE80::C0A8:651D/128 (Link)

TX Packets RX Packets TX Bytes RX Bytes

13 29 967 2620
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I1-1-3 Multi-PVC/VLAN

Multi-PVC/VLAN lets you configure multiple permanent virtual circuits (PVCs) and ATM QoS
for channels using ADSL.

Channel 1 to 4 have the following fixed assignments and cannot be altered.
® Channel 1: ADSL on WANL1.

® Channel 2: Ethernet on WAN2.

®  Channel 3: USB1 (WAN3).

Channels 5 through 10 can be bridged to one or more of the 3 LAN ports P2 through P4. In
addition, Channels 5 through 7 can be configured as virtual WANs (WAN5 through WAN7).

General

The system allows you to set up to eight channels which are ready for choosing as the first
PVC line that will be used as multi-PVC.

WAN == Multi-PVC/VLAN d

Multi-PVCIVLAN

General Advanced

Channel Enable WAN Type VPIVCI VLAN Tag Port-based Bridge

1 ADSL{WAN1) 0/33 MNone

2 Ethernet{WANZ) Mone

5. WANS O ADSL 1/45 MNone Enable P1 P2 P3 P4
6. WANS O ADSL 1/46 MNone Enable P1L /P2 P3 P4
1. WAN7 O ADSL 1/47 None Enable | /P11 /p2| P3| P4
8. (] ADSL 1/48 Mone Enable P1 P2 P23 P4
9. O ADSL 1/49 None Enable = 'P1 P2 P3 P4
10. (] ADSL 1/50 Mone Enable | 'P1| P2 P3| P4

Note:
Channel 3 and channel 4 are reserved for USB WAN.

| ok | | Cancel |

Available settings are explained as follows:

Item Description

Channel Display the number of each channel.

Channels 1 and 2 are used by the Internet Access web user
interface and can not be configured here.

Channels 5 ~ 10 are configurable.

Enable Display whether the settings in this channel are enabled
(Yes) or not (No).

WAN Type Displays the physical medium that the channel will use.

VPI/VCI Display the value for VPI and VCI.

VLAN Tag Displays the VLAN tag value that will be used for the packets

traveling on this channel.
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Port-based Bridge

The network traffic flowing on each channel will be
identified by the system via their VLAN Tags. Channels using
the same WAN type may not configure the same VLAN tag
value.

Enable - Check this box to enable the port-based bridge
function on this channel.

P1 ~ P4 - Check the box(es) to build bridge connection on
LAN.

Click any index (8~10) to get the following web page:

WAN >> Multi-PVC/VLAN == Channel &

Enable Channel 8:
WAN Type :
General Settings ATM QoS
VPI QoS Type
Protocol SCR \CI
Encapsulation MBS \:I
[Jadd VLAN Header
VLAMN Tag 0
Priority 0
Bridge mode
[JEnable
Physical Members
P1 Pz P3 P4

[ ok | | Cancel |

Available settings are explained as follows:

Item

Description

Multi-VLAN Channel 8~10

Enable - Click it to enable the configuration of this channel.
Disable -Click it to disable the configuration of this channel.

WAN Type

The connections and interfaces created in every channel may
select a specific WAN type to be built upon. In the
Multi-VLAN application, only the Ethernet WAN type is
available. The user will be able to select the physical WAN
interface the channel shall use here.

General Settings

VPI - Type in the value provided by your ISP.

VCI - Type in the value provided by your ISP.

Protocol - Select a proper protocol for this channel.
Encapsulation - Choose a proper type for this channel. The
types will be different according to the protocol setting that
you choose.

Add VLAN Header - Check the box to enable the following
two options.

VLAN Tag - Type the value as the VLAN ID number. Valid
settings are in the range from 1 to 4095. The network traffic

flowing on each channel will be identified by the system via
their VLAN Tags. Channels using the same WAN type may not
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configure the same VLAN tag value.

Priority - Choose the number to determine the packet
priority for such VLAN. The range is from 0 to 7.

Bridge mode

Enable - Click it to enable Bridge mode for such channel.

Physical Members - Group the physical ports by checking the
corresponding check box(es) for applying the bridge
connection.

WAN links for Channel 5, 6 and 7 are provided for router-borne application such as TR-069.
The settings must be applied and obtained from your ISP. For your special request, please
contact with your ISP and then click WAN link of Channel 5, 6 or 7 to configure your router.

WAN == Multi-PVC/VLAN == Channel 5

Enable Channel 5:

Physical Members
P1 P2 P3 P4

WAN Connection Detection

Mode

WaN Type :

General Settings ATM QoS
VPI QoS Type
Protocol SCR D
Encapsulation MBS D
[Jadd VLAN Header
VLAM Tag 0
Pricrity 0

[]Open Port-based Bridge Connection for this Channel

[]Open WAN Interface for this Channel
WAN Application: Management IPTV

PPPoE/PPPoA Client
ISP Access Setup

ISP Name

Username

Password

PPP Authentication
Always On

-

Idle Timeout
IP Address From ISP

Fixed IF Address

Fixed IP Yes No (Dynamic IP) DNS Server IP Address

MPoA (RFC1483/2684)

Obtain an IP address automatically
Router Name Vigor
Domain Name
*: Required for some ISPs

Specify an IP address
IP Address

second(s) Subnet Mask

Gateway IP Address

Primary IP Address 8.8.5.

8.8
Secondary IP Address 5644

| OK | | Cancel |

Available settings are explained as follows:

Item

Description

Multi-VLAN Channel 5/6/7

Enable - Click it to enable the configuration of this channel.
Disable -Click it to disable the configuration of this channel.

WAN Type

The connections and interfaces created in every channel may
select a specific WAN type to be built upon. In the Multi-PVC
application, only the Ethernet WAN type is available. The
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user will be able to select the physical WAN interface the
channel shall use here.

General Settings

VPI - Type in the value provided by your ISP.

VCI - Type in the value provided by your ISP.

Protocol - Select a proper protocol for this channel.
Encapsulation - Choose a proper type for this channel. The

types will be different according to the protocol setting that
you choose.

Add VLAN Header - Check the box to enable the following
two options.

VLAN Tag - Type the value as the VLAN ID number. Valid
settings are in the range from 1 to 4095. The network traffic
flowing on each channel will be identified by the system via
their VLAN Tags. Channels using the same WAN type may not
configure the same VLAN tag value.

Priority - Choose the number to determine the packet
priority for such VLAN. The range is from 0 to 7.

ATM Oo0S

Such function is available only when ADSL is selected as WAN
Type.

QoS Type - Select a proper QoS type for the channel.

Type the values for PCR, SCR and MBS respectively.

Open Port-based Bridge
Connection for this
Channel

The settings here will create a bridge between the LAN ports
selected and the WAN. The WAN interface of the bridge
connection will be built upon the WAN type selected using
the VLAN tag configured.

Physical Members - Group the physical ports by checking the
corresponding check box(es) for applying the port-based
bridge connection.

Open WAN Interface for
this Channel

Check the box to enable relating function.
WAN Application -

® Management - It can be specified for general
management (Web configuration/telnet/TR069). If you
choose Management, the configuration for this VLAN
will be effective for Web configuration/telnet/TR069.

® |PTV - The IPTV configuration will allow the WAN
interface to send IGMP packets to IPTV servers.

WAN Connection Detection - It is available when Open WAN
Interface for this Channel is enabled.

It allows you to verify whether network connection is alive or
not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect for the system to

execute for WAN detection. If you choose Ping Detect as the

detection mode, you have to type required settings for the

following items.

® ARP Detect - The router broadcasts an ARP request
every 5 seconds. If no response is received within 30
seconds, the WAN connection is deemed to have failed.

® Ping Detect - The router sends an ICMP (Internet
Control Message Protocol) echo request every second to
the host, whose address is specified in the Ping IP field,
to verify the WAN connection. If the remote host does
not respond within 30 seconds, the WAN connection is
deemed to have failed.
B Primary/Secondary Ping IP - If you choose Ping
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Detect as detection mode, you have to type
Primary or Secondary IP address in this field for
pinging.

B Ping Gateway IP - If you choose Ping Detect as
detection mode, you also can enable this setting
to use current WAN gateway IP address for

pinging.

With the IP address(es) pinging, Vigor router can
check if the WAN connection is on or off.

B TTL-Time To Live, the maximum allowed number
of hops to the ping destination. Valid values range
from 1 to 255.

®  Ping Interval - Type the interval for the system to
execute the PING operation.

B Ping Retry - Type the number of times that the

system is allowed to execute the PING operation
before WAN disconnection is judged.

PPPoOE/PPPOA Client ISP Enter your allocated username, password and authentication
Access Setup parameters according to the information provided by your
ISP.

ISP Name - PPP Service Name. Enter if your ISP requires this
setting; otherwise leave blank.

Username - Name provided by the ISP for PPPOE/PPPOA
authentication. Maximum length is 62 characters.

Password - Password provided by the ISP for PPPOE/PPPoA
authentication. Maximum length is 62 characters.

PPP Authentication -The protocol used for PPP
authentication.

®  PAP only- Only PAP (Password Authentication Protocol)
is used.

®  PAP or CHAP- Both PAP and CHAP
(Challenge-Handshake Authentication Protocol) can be
used for PPP authentication. Router negotiates with the
PPTP or L2TP server to determine which protocol to
use.

Always On - If selected, the router will maintain the

PPPOE/PPPOA connection.

Idle Timeout - Maximum length of time, in seconds, of idling

allowed (no traffic) before the connection is dropped.

ISP Address from ISP - Specifies how the WAN IP address of

the channel configured.

) Fixed IP

Yes - IP address entered in the Fixed IP Address field
will be used as the IP address of the virtual WAN.

No - Virtual WAN IP address will be assigned by the ISP’s

PPPOE/PPPOA server.
MPoA Obtain an IP address automatically - Select this option if the
router is to receive IP configuration information from a DHCP
server.

®  Router Name - Sets the value of DHCP Option 12, which
is used by some ISPs.

® Domain Name - Sets the value of DHCP Option 15,
which is used by some ISPs.

Specify an IP address - Select this option to manually enter
the IP address.
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® |P Address - Type in the IP address.
®  Subnet Mask - Type in the subnet mask.
® Gateway IP Address - Type in gateway IP address.

DNS Server IP Address - Enter in the primary IP address for
the router if you want to use Static IP mode. If necessary,
type in secondary IP address for necessity in the future.

After finished the above settings, click OK to save the settings and return to previous page.

Advanced

Such configuration is applied to upstream packets. Such information will be provided by ISP.
Please contact with your ISP for detailed information.

WAN >> Multi-PVC/VLAN d

Multi-PVC/VLAN

General Advanced
ATM QoS
Channel QoS Type PCR SCR MBS PVC to PVC Binding
1.  [uBR ~| o | |o 0
2, 0 0 0
5. 0 0 0
. 0 0 0
7. 0 0 0
8. 0 0 0
9. 0 0 0
10. 0 0 0
Note:

1.If the parameters in the ATM QoS settings are set to zere, then their default settings will be used.
Also, PCR(max)=ADSL Up Speed /53/8.

2. Multiple channels may use the same ADSL channel link through the PVC Binding configuration. The
PV C Binding coenfiguration is only supported for channels using ADSL, please make sure the channel
that you are binding to is using ADSL as its WAN type. The binding will work only under PPPoE and
MPoA 1483 Bridge mode.

3.Channel 3 and channel 4 are reserved for USBE WAM.

| oK | | Cancel |

Available settings are explained as follows:

Item Description

QoS Type Select a proper QoS type for the channel according to the
information that your ISP provides.

PCR It represents Peak Cell Rate. The default setting is “0”.

SCR It represents Sustainable Cell Rate. The value of SCR must be
smaller than PCR.

MBS It represents Maximum Burst Size. The range of the value is
10 to 50.

PVC to PVC Binding It allows the enabled PVC channel to use the same ADSL

connection settings of another PVC channel. Please choose
the PVC channel via the drop down list.

After finished the above settings, click OK to save the settings.
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l1-1-4 WAN Budget

This function is used to determine the data traffic volume for each WAN interface
respectively to prevent from overcharges for data transmission by the ISP. Please note that
the Quota Limit and Billing cycle day of month settings will need to be configured correctly
first in order for some period calculations to be performed correctly.

[1-1-4-1 General Setup

WAN >> WAN Budget o
General Setup Status
Index Enable Quota When gquota exceeded Time cycle Duration
WAN1 (] oME/OMB 0/00/00 00:00~0/00/00 00:00
WAN2 O OMB/OMB 0/00/00 00:00~0/00/00 00:00
WAN3 O OMB/OMB 0/00/00 00:00~0/00/00 00:00
WAN4 O oME/OMB 0/00/00 00:00~0/00/00 00:00
Note:

1.The budget traffic information provided here is for reference only, please consult your ISP for the actual
traffic usage and charges.

2.When hardware acceleration function is used, the monitored WAN traffic of Ethernet WAN interfaces may be
slightly inaccurate.

| ©OK | | Cancel |

Click WAN1/WAN2/WAN3/WAN4 link to open the following web page.
WAN => WAN Budget

WAN 1

[J Enable
Criterion and Action

Quota Limit: a | MB ~|
When quota exceeded : [J shutdown WAN interface

Using Notification Object

Set Mail Alert or SMS message.

Monthly Custom

Select the day of 3 month when your (cellular) data resets.

Data guota resets on day at

Note:
1. Please make sure the Time and Date of the router is configured.
2. SMS message and mail will be sent when the usage reaches 95% and 100% of quota.

[ OK | | Cancel |

Available settings are explained as follows:

Item Description
Enable Check the box to enable such function.
Quota Limit Type the data traffic quota allowed for such WAN interface.

There are two unit (MB and GB) offered for you to specify.

When quota exceeded Check the box(es) as the condition(s) for the system to
perform when the traffic has exceeded the budget limit.

Shutdown WAN interface - All the outgoing traffic through
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such WAN interface will be terminated.

® Using Notification Object - The system will send out a
notification based on the content of the notification
object.

®  Set Mail Alert - The system will send out a warning
message to the administrator when the quota is running
out. However, the connection charges will be
calculated continuously.

® Set SMS message - The system will send out SMS
message to the administrator when the quota is running
out.

Monthly Some ISP might apply for the network limitation based on the
traffic limit per month. This setting is to offer a mechanism
of resetting the traffic record every month.

Monthly Custom

Select the day of a month when your {cellular) data resets.
Data quota resets on day [1 ~|at|00:00 v|

Data quota resets on day ... - You can determine the starting
day in one month.

Custom This setting allows the user to define the billing cycle
according to his request. The WAN budget will be reset with
an interval of billing cycle.

Monthly is default setting. If long period or a short period is
required, use Custom. The period of cycle duration is
between 1 day and 60 days. You can determine the cycle
duration by specifying the days and the hours. In addition,
you can specify which day of today is in a cycle.

Use Cycle in hours -
Monthly Custom

® uUse Cycle in hours
) Use Cycle in days
Usage counter resets at the beginning of each cycle.

Cycle duration : days and hours
Today is day in the cycle.

@ Cycle duration: Specify the days and hours to reset the
traffic record. For example, 7 means the whole cycle is 7
days; 20 means the whole cycle is 20 days. When the time
is up, the router will reset the traffic record
automatically.

@ Today is day - Specify the day in the cycle as the starting
point which Vigor router will reset the traffic record. For
example, “3” means the third day of the cycle duration.

Use Cycle in days -
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Monthly Custom

O Use Cycle in hours

@® Use Cycle in days

Usage counter resets at the beginning of each cycle.

Cycle duration : days.

Today is day in the cycle and data quota resets at

® Cycle duration: Specify the days to reset the traffic
record. For example, 7 means the whole cycle is 7 days;
20 means the whole cycle is 20 days. When the time is up,
the router will reset the traffic record automatically.

@ Today is day - Specify the day and time for data quota
rest in the cycle as the starting point which Vigor router
will reset the traffic record. For example, “3” means the
third day of the cycle duration.

After finished the above settings, click OK to save the settings.
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[1-1-4-2 Status
The status page displays the status WAN budget, including the duration and the usage.

WAN >> WAN Budget a

General Setup Status

Refresh Min(s) : Refresh |

Interface: WAN2 Duration: 20140719 11:00~2014/08/07 11:00

1o0oMe

If the WAN budget is exhausted, a lock will be displayed on the page if Shutdown WAN
interface is selected. Which means no data transmission will be carried out. Moreover, the
system will send out a warning message to the administrator if Mail Alert is selected. Or, the
system will send out SMS message to the administrator if SMS message is selected.

WAN == WAN Budget o

General Setup Status

Refresh Min(s) : Refresh |

Interface: WaNzZ Duration: [2014/07/18 11:00~2014/02/07 11:00
2500MB
SME
250%
)
[+ |
1000ME
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Application Notes

A-1 How to configure settings for IPv6 Service in Vigor2832

Due to the shortage of IPv4 address, more and more countries use IPv6 to solve the problem.
However, to continually use the original rich resources of IPv4, both IPv6 and IPv4 networks
shall communicate for each other via intercommunication mechanism to complete the
shifting job from IPv4 to IPv6 gradually. At present, there are three common types of
intercommunication mechanisms:

® Dual Stack

The user can use both IPv4 and IPv6 techniques at the same time. That means adding an
IPv6 stack on the origin network layer to let the host own the communication capability of
IPv4 and IPv6.

® Tunnel

Both IPv6 hosts can communication for each other via existing IPv4 network environment.
The IPv6 packets will be encapsulated with the header of IPv4 first. Later, the packets will
be transformed and judged by IPv4 router. Once the packets arrive the border between
IPv4 and IPv6, the header of IPv4 on the packets will be removed. Then, the packets with
IPv6 address will be forwarded to the destination of IPv6 network.

® Translation

Such feature is active only for the user who uses IPv4 to communicate with other user
using IPv4 service.

Before configuring the settings on Vigor2832, you need to know which connection type that
your IPv6 service used.

1)

Info For the IPv6 service, you have to configure WAN/LAN settings before using
the service.

|. Configuring the WAN Settings
For the IPv6 WAN settings for Vigor2832, there are several connection types to be chosen.

1. Access into the web user interface of Viogr2832. Open WAN>> Internet Access. Choose
one of the WAN interfaces as the one supporting IPv6 service. Then, click the IPv6
button of the selected WAN.

WAN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

WAN1 ADSL | PPPoE / PPPoA ~| | Details Page || IPv6 |

WAN2 Ethernet [ Static or Dynamic IP ~] | Details Page | IPv6 |

WAN3 UsB [ None ~| [TPV6 |

WAN4 USB [None v| [1Pv6 |
Note:

1.Device on USB port 1 applies WAN3 configuration.
2.Device on USE port 2 applies WAN4 configuration.

| DHCP Client Option |
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(1)

Info Only one WAN interface support IPv6 service at one time. In this
example, WAN2 is chosen as the one supporting IPv6 service.

2. In the following figure, use the drop down list to choose a proper connection type.

WAN == Internet Access 0
WAN 2
PPPoE Static or Dynamic IP PPTPILZTP IPv6
Internet Access Mode
Connection Type
| OK | | Cancel |

Different connection types will bring out different configuration page. Refer to the
following:

@® PPP - Dual Stack application, IPv4 and IPv6 services can be utilized at the same time
Choose PPP and type the information for PPPoE of IPv4.

WAN == Internet Access

WAN 2
PPPoE Static or Dynamic IP PPTPILZTP IPv6
® Enable | O Disable PPP/MP Setup
Pep [PAP/CHAP/MS-CHAP/IMS-CHAPVZ |

ISP Access Setup uthentication
Username [73768635@hinet net | Idle Timeout -1 second(s)
Password |-mm- | Ip. . .
ssignment O static @ Dynamic
More Options | IPCP)
Fixed IP | |
WAN Connection Detection Address
Mode PPF Detect v WAN IP Alias
MTU 1492 (Max:1500) Dial-Out Schedule
Index(1-15) in Schedule Setup:
[None v |== [ None ~|
=> [None ~|== [None v
TTL

Change the TTL value

® Default MAC Address
O Use the following MAC Address
DO [:|1D |:|AA 2154 :|A3 :|FA

oK

| Cancel
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Access into the setting page for IPv6 service, it is not necessary for you to configure

anything.

WAN == Internet Access

9

WAN 2
PPPoE Static or Dynamic IP PPTP/L2TP IPv6
Internet Access Mode
Connection Type I PPP v I

Mode

RIPng Protocol
[JEnable

Note:

WAN Connection Detection

Always On v

IPv4 WAN setting should be PPPoE [ PPPoA client.

Click OK and open Online Status. If the connection is successful, you will get the IP

OK

| | Cancel |

address for IPv4 and IPv6 at the same time.

Online Status

Phiysical Connection

System Uptime: 0:1:17

| IPv4 | IPvE

LAN Status Primary DNS: 168 95.192.1 SecondaryDNS: 168.95.1.1
IP Address TX Packets FX Packets
T8 21681 ] 2085

WAN 1 Status == Dial PPPoE
Enable Line Name Mode Up Time
Yes ADSL PPPOE o0:00:00
P GWIP TX Packets TX Rate(Bps) FX Packets RX Rate{Bps)
- - ] ] 0 ]

WWAN 2 Status == Drop PPPoE
Enable Line Hame Maode Up Time
Yes Ethernet PPPoE 0:00:54
P GWIP TX Packets TX Rate{Bps) FX Packets RX Rate{Bps)
114.44.49.54 168.95.98.254 200 4701 821 6617

VAN 3 Status
Enable Line Name Maode Up Time Signal
fes JSB - oo0:00:00 -
IP GWIP TX Packets TX Rate{Bps) RX Packets RX Rate{Bps)
-— -— ] ] ] ]

Vigor2832 Series User’s Guide

105



Online Status

Physical Connection System Uptime; 0:2:32
1Pv4 | IPvG |
LAN Status
IP Address

RX Bytes
7 4 690 328
WANZ IPvG Status = Drop PPP
Enable Maode Up Time
fes PPP 0:02:08
IP Gateway IP

EIJDI:E-DID:?SDD:EDI:21D:MFF:FE.&5:255.¢.;’12EI (Global) FlEElD::‘:—JD:lADD:242:.¢.D52
FEaL 1D AAFRIFEAD Zana/ T2a (LInkK)

DNS IP

2001:6000:168::1
2001:6000:168::2

TX Packets RX Packets TX Bytes RX Bytes
7 9 944 1126
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® TSPC - Tunnel application, both IPv6 hosts communicate through IPv4 network

Choose TSPC and type the information for TSPC service.

1)

Info While using such mode, you have to make sure the IPv4 network
connection is normal.

(In the following figure, the TSPC information is obtained from http://gogo6.com/
after applied for the service.)

WAN => Internet Access o

WAN 2
PPPoE Static or Dynamic IP PPTPIL2TP IPvE

Internet Access Mode

Connection Type I TSPC ~ I

TSPC Configuration

Username |cacah9u |

Password

R |

Tunnel Broker |br0ker.freenet€.nel |

WAN Connection Detection

Mode Always On

I oK I Cancel

Click OK and open Online Status. If the connection is successful, the physical connection
will be shown as follows:

Online Status
Physical Connection System Uptime: 0:2:3
IPv4 IPv6
LAN Status
IP Address
39.9.} SEDH 150'_2'_ 'IZED 2%9 xi.i‘:Flj FIExiuS 1256864 (Glohal) |
e rA=mmy=ual;
TX Packets RX Packets TX Bytes RX Bytes
a8 121 15596 10249
WANZ IPvE Status
Enable Maode Up Time
fes TSPC 0:01:40
IP Gateway IP
[001:5C0:1400:8:: 1089128 (Glabal) |
FECD. T oooay L2 LUk
TX Packets RX Packets TX Bytes RX Bytes
127 =] Q9219 15866
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® AICCU - Tunnel application

Choose AICCU and type the information for AICCU of IPv6.

1)

Info While using such mode, you have to make sure the IPv4 network
connection is normal.

(In the following figure, the AICCU information is obtained from
https://www.sixxs.net/main/ after applied for the service.)

WAN == Internet Access d

WAN 2
PPPOE Static or Dynamic IP PPTPIL2TP [ IPv6 |
Internet Access Mode

Connection Type IAICCU A I

AICCU Configuration
[ always on
Username [JCR3-SIXXS

assaasas

Password

Tunnel ID |JCR
Subnet Prefix [2001:4DD0:FF00:5005::2

|
|
Tunnel Broker |tic.si}o<s.r|et |
|
|

WAN Connection Detection

Maode Always On v

Note:
If "Always On" is not enabled, AICCU connection would only retry three times.

| QK | | Cancel |

Click OK and open Online Status. If the connection is successful, the physical connection
will be shows as follows:

Online Status

Physical Connection System Uptime: 0:1:18
IPv4 IPvi

LAN Status
IP Adidress

| 2001:4DD0:FFO0:E3E4:2 1D AAFF FEAG: 2568/64 (Glabal) |
FER 210 OAFF FESD 2000, 0 [LINK]

TX Packets RX Packets TX Bytes RX Bytes

147 187 34205 19176
WAN2 IPvi Status

Enable Maode Up Time

Yes 0:00:48

IP Gateway IP

2001:40D0:FFO0;3E4::2/64 (Glohal)
o ] : 7 n
TX Packets RX Packets TX Bytes FX Bytes

186 137 16438 33093
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® DHCPv6 Client
Choose DHCPv6 Client. Click one of the identity associations and type the IAID number.

WAN == Internet Access o
WAN 2
PPPoE Static or Dynamic IP PPTPRI/L2TP IPvG
Internet Access Mode
Connection Type DHCPvE Client  w
DHCPv6 Client Configuration
[AID (Identity Association ID) 88356806
DUID (DHCFP Unigue ID) 00030001001daa54a3fo
Authentication Protocol
WAN Connection Detection
Mode Always On v
RIPng Protocol
[JEnable
Bridge Mode
[J Enable Bridge Mode
Bridge Subnet LAN 1
| OK | | Cancel |

Click OK and open Online Status. If the connection is successful, the physical connection
will be shows as follows:

Online Status
Physical Connection System Uptime: 0:0:50
1Pvd IPvi
LAN Status
IP Address
FEBOD:: 210 AAFF FEAG: 2568,/64 (Link) |
TX Packets RX Packets TX Bytes RX Bytes
5] 2 588 156
WAN2Z IPvi Status
Enable [ Up Time
fes 0:00:40
1P Gateway IP

2001:B010:7300:201: 210 AMFF FEAG: 25648 /64 (Glabal) | -

2001:1111:2222:5555: 210 A8FF FEAG: 2564,/64 (Globa
2001:1111:2222:3333::1111/128 (Global)

FEBD:: 210 AAFFFEAG: 256464 (Link)

DNS IP

2001:4860:4260::8288
2001:4860:4360::.8844

TX Packets RX Packets TX Bytes RX Bytes
14 =) 1174 694
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Static IPv6
Choose Static IPv6. Type IPv6 address, Prefix Length and Gateway Address.

WAN == Internet Access d

WAN 2
PPPoE Static or Dynamic IP PPTPIL2ZTP IPv6
Internet Access Mode

Connection Type I|Static IPvE vll

Static IPv6 Address Configuration
IPv6E Address [/ Prefix Length

| Add | [[Update | [ Delete

Current IPv6 Address Table
Index IPve Lddress/Prefix Length Scope
1 2001:BOL0:7300:201: 21D: ARFF: FEAG: 2564764 Global

Static IPv6 Gateway configuration
IPv6 Gateway Address

Click OK and open Online Status. If the connection is successful, the physical connection
will be shows as follows:

Online Status
Physical Connection System Uptime: 0:4:2
1Pv4 IPvi
LAN Status
IP Address
FESD:: 21D AAFF FEAG: 2568/564 (Link)
ACKELS ackels Bytes FX Bytes
4 o 312 0
WAN2Z IPv6 Status
Enable Mode Up Time
Yas 0:03:56
P Gateway IP
|2|JE|1:BDlD:?SDD:201:21D:MFF:FEﬂ6:256M64 (Global) |---
gl 1111, 200, 2 LU ARFF . FEAD, 2 aDefos [halopdl)
FESO:: 21D AAFF FEAG: 256464 (Link)
TX Packets FX Packets TX Bytes FX Bytes
2 2 aos 364
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® 6in4 Static Tunnel

Choose 6in4 Static Tunnel. Type remote endpoint IPv4 address, 6in4 IPv6 Address, LAN
Routed Prefix and Tunnel TTL.

WAN == Internet Access d

WAN 2
PPPoE Static or Dynamic IP PPTP/L2TP IPv6
Internet Access Mode

Connection Type | iGin4 Static Tunnel 1;|

6ipd_Static Tunnel

emote Endpoint IPv4 Address

|
hin4 IPvio Address | | / |E}4 |(defau|t:6
|

)
AN Routed Prefix |;‘|64 |{default:6 )
funnel TTL (default:255)
WAN Connection Detection
Mode Always On w
| oK | | Cancel |

Click OK and open Online Status. If the connection is successful, the physical connection
will be shows as follows:

Online Status
Physical Connection System Uptime: Oday 0:4:16
IPv4 IPv6
LAN Status
IP Address

3

FES0::21D:AAFF:FE83:11B4/64 (Link)

1B4/64 (Global)

TA Packets RX Packets TX Bytes RX Bytes

14 80 1244 6815
WAN1 IPv6 Status

Enable Mode Up Time

Yes |6in4 Static Tunnel |0:04:07

IP Gateway IP

2001:4DD0:FF10:83E4::2131/64 (Global) S
FEB0::COA8:651D/128 (link)

TX Packets RX Packets TX Bytes RX Bytes
3 26 211 2302
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érd
Choose 6rd. Type IPv4 Border Relay, IPv4 Mask Length, 6rd Prefix and 6rd Prefix Length.

WAN == Internet Access o

WAN 2
PPPoE Static or Dynamic IP PPTPIL2TP IPv6

Internet Access Mode

Connection Type Grd hd

6rd Settings
6rd Mode O auto 6rd @ Static 6rd

Static 6rd Settings

IPv4 Border Relay: [192.168.101.111 |
IPv4 Mask Length: |D |
6rd Prefix: [2001:E41:: |
6rd Prefix Length: |32 |

WAN Connection Detection

Mode Always On

| oK | | Cancel |

Click OK and open Online Status. If the connection is successful, the physical connection
will be shows as follows:

Online Status

Physical Connection System Uptime: Oday 0:9:15
IPv4 IPv6
LAN Status
IP Address
2001:E41:A865:1D00:21D:AAFF:FEB3:11B4/64 (Global)
FE80::21D:AAFF:FE83:11B4/64 (Link)
TA Packets RX Packets TA Bytes RX Bytes
15 113 1354 18040
WAN1 IPv6 Status
Enable Mode Up Time
Yes 6rd 0:09:06
1P Gateway IP
2001:E41:A865:1D01:21D:AAFF:FE83:11B5/128 =
Global)
FE80::C0A8:651D/128 (Link)
TX Packets RX Packets TX Bytes RX Bytes
13 29 967 2620
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II. Configuring the LAN Settings

After finished the WAN settings for IPv6, please configure the LAN settings to make the
router’s client get the IPv6 address.

1. Access into the web user interface of Vigor2832. Open LAN>> General Setup. Click the
IPv6 button.

In the field of DHCPv6 Server Configuration, when DHCPv6 service is enabled, you can
assign available IPv6 address for the client manually.

LAN »> General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup

LAN 1 IPv6 Setup
EEnable IPv6

WAN Primary Interface |WAN1 v

Static IPv6 Address
IPv5 Address

/ Prefix Length
| | /] | [ Add | [ Delete
Unique Local Address(ULA) configuration
of  ~]: /64
Current IPv6 Address Table
Index IPvé Rddress/Prefix Length Scope
1 FES0::21D0:RRFF:FES4:R3F8/64 Link

DNS Server IPv6 Address
Primary DNS Server
Secondary DNS Server

| Deploy when WAN is up V|
|2001:4860:4860::88858 |
[2001:4860:4860::6544

Management SLAAC(stateless) v

[J other option{O-bit)
DHCPv6 Server

| ® Enable Searer O Disable Server

[J 1Pv6 Address Random Allocation
Auto IPv6 range

Start IPv6 Address

End IPvE Address

Advance setting

—_—
Cdit

Info

When both mechanisms are enabled, the client can determine which
mechanism to be used (e.g., the default mechanism for Windows7 is
RADVD).
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lll. Confirming IPv6 Service Run Successfully

1. Make sure you have obtained the correct IPv6 IP address. Get into MS-DOS interface and
type the command of “ipconfig”. Refer to the following figure.

B CAWINDO WS\system32iemd exe ﬂﬂl x|

From the above figure we can see IPv6 IP address has been captured by the system.

2. Use the Ping command to ping any IPv6 address indicating an IPv6 website. For example,
www.kame.net is a website supporting IPv4 IP and IPv6 IP services. Its IPv6 address is
seen with a format of 2001:200:dff:fff1:216:3eff:febl:44d7.

B CAWINDOWStsystem?2\cmd exe ﬂg x|

After getting the above message, it means the IPv6 service has been activated
successfully.
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3.

Connect to the website for IPv6. Open a web browser and type an URL of IPv6, e.g.,
www.kame.net. If your computer accesses into the website by using IPv6 address, you
may see a turtle dancing on the screen. If not, only a steady turtle will be seen.

@ The KAME project - Windows Intermet Exploser g@1
@\:v e [t ame net | i:]'*"'_f'__x L« :P_-_
RO ERE BAD FHAEW TED NEO

NH- |G ¢ *

Ve S| @ The KAME project [_| & - - EEE® - G TRO -

)

The KAME project

1998.4 - 2006.3

Dancing kame by atelier momonga

=, arelier
¢l momonga

If you can see a turtle dancing on the screen, that means IPv6 service is ready for you to
access and utilize.
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[1-2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design of
network structure is related to what type of public IP addresses coming from your ISP.

The most generic function of Vigor router is NAT. It creates a private subnet of your own. As
mentioned previously, the router will talk to other public hosts on the Internet by using public
IP address and talking to local hosts by using its private IP address. What NAT does is to
translate the packets from public IP address to private IP address to forward the right packets
to the right host and vice versa. Besides, Vigor router has a built-in DHCP server that assigns
private IP address to each local host. See the following diagram for a briefly understanding.

=

Public IP Address

Private Subnet
Router |IP Address: 192.168.1.1

=

2 et

192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13

|

In some special case, you may have a public IP subnet from your ISP such as 220.135.240.0/24.
This means that you can set up a public subnet or call second subnet that each host is
equipped with a public IP address. As a part of the public subnet, the Vigor router will serve
for IP routing to help hosts in the public subnet to communicate with other public hosts or
servers outside. Therefore, the router should be set as the gateway for public hosts.

=

Public IP Address:
220.135.240.207 sl

Private Subnet
Router IP Address: 192.168.1.1 Public Subnet

192.168.1.22  192.168.1.11 220.135.240.210 220.135.240.209
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What is Routing Information Protocol (RIP)

Vigor router will exchange routing information with neighboring routers using the RIP to
accomplish IP routing. This allows users to change the information of the router such as IP
address and the routers will automatically inform for each other.

What is Static Route

When you have several subnets in your LAN, sometimes a more effective and quicker way for
connection is the Static routes function rather than other method. You may simply set rules

to forward data from one specified subnet to another specified subnet without the presence
of RIP.

What are Virtual LANs and Rate Control

You can group local hosts by physical ports and create up to 8 virtual LANs. To manage the
communication between different groups, please set up rules in Virtual LAN (VLAN) function
and the rate of each.

192.168.1.11  192.168.1.10 192.168.1.13 192.168.1.12
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Web User Interface

[I-2-1 General Setup

This page provides you the general settings for LAN. Click LAN to open the LAN settings page
and choose General Setup.

There are several subnets provided by the router which allow users to divide groups into
different subnets (LAN1 - LANG6). In addition, different subnets can link for each other by
configuring Inter-LAN Routing. At present, LAN1 setting is fixed with NAT mode only. LAN2 -
LANG6 can be operated under NAT or Route mode. IP Routed Subnet can be operated under
Route mode.

LAN == General Setup

General Setup

Index Enable DHCP IP Address

LAN 1 v - 192.168.1.80 Details Page | [1Pv6 ]

LAN 2 192.168.2.1 IPv6

LAN 3 192.168.3.1 IPv6

LAN 4 192.168.4.1 IPv6
IP Routed Subnet O 192.168.0.1

DHCP Server Option

Note:
Please enable LAN 2 - 4 on LAN == VLAN page before configure them.

Enable DMZ port will make the LAM Port 1 be deselectad in setting on VLAN page, LAN Port 1 will
become the DMZ Port.

[JForce router to use "DNS server IP address" settings specified in LANT ~
Inter-LAN Routing
Subnet LAN 1 LAN 2 LAN 3 LAN 4
LAN 1
LAN 2
LAN 3
LAN 4
Available settings are explained as follows:
Item Description
General Setup Allow to configure settings for each subnet respectively.

Index - Display all of the LAN items.
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Enable- Basically, LAN1 status is enabled in default.

LAN2 -LANG6 and IP Routed Subnet can be observed by
checking the box of Status.

DHCP- LAN1 is configured with DHCP in default. If required,
please check the DHCP box for each LAN.

IP Address - Display the IP address for each LAN item. Such
information is set in default and you can not modify it.
Details Page - Click it to access into the setting page. Each
LAN will have different LAN configuration page. Each LAN
must be configured in different subnet.

IPv6 - Click it to access into the settings page of IPv6.

DHCP Server Option

DHCP packets can be processed by adding option number and
data information when such function is enabled.

For detailed information, refer to later section.

Force router to use DNS
server IP address .....

Force Vigor router to use DNS servers configured in
LAN1/LAN2/LAN3/LAN4 instead of DNS servers given by the
Internet Access server (PPPoE, PPTP, L2TP or DHCP server).

Inter-LAN Routing

Check the box to link two or more different subnets (LAN and
LAN).

Inter-LAN Routing allows different LAN subnets to be
interconnected or isolated.

It is only available when the VLAN functionality is enabled.
Refer to section II-2-2 VLAN on how to set up VLANSs.

In the Inter-LAN Routing matrix, a selected checkbox means
that the 2 intersecting LANs can communicate with each
other.

When you finish the configuration, please click OK to save and exit this page.

1)

Info To configure a subnet, select its Detials Page button to bring up the LAN

Details Page.
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[I-2-1-1 Details Page for LAN1 — Ethernet TCP/IP and DHCP Setup

There are two configuration pages for LAN1, Ethernet TCP/IP and DHCP Setup (based on IPv4)
and IPv6 Setup. Click the tab for each type and refer to the following explanations for

detailed information.

LAN == General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup

LAN 11Pv6 Setup

Network Configuration
For NAT Usage

DHCP Server Configuration
O Disable ®@Enable Server () Enable Relay Agant

1P Address [192.168.1.80 | |start 1p Address [192.168.1.10 |
Subnet Mask [2562552860/24 | 1P Pool Counts |2OD (max. 1021)
Gateway IP Address |192.168.1 .80 |
RIP Protocol Control __Disahle v
Lease Time |864OD |(s}

Clear DHCP lease for inactive clients periodically

DNS Server IP Address
Primary IP Address | |

Secondary IP Address | |

Lok |

Available settings are explained as follows:

Item

Description

Network Configuration

For NAT Usage,

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

RIP Protocol Control,

Disable - deactivate the RIP protocol. It will lead to a
stoppage of the exchange of routing information between
routers. (Default)

Enable - activate the RIP protocol.

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network
so it automatically dispatches related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

If you want to use another DHCP server in the network other
than the Vigor Router’s, you can let Relay Agent help you to
redirect the DHCP request to the specified location.

Enable Server - Let the router assign IP address to every host
in the LAN.

® Start IP Address - Enter a value of the IP address pool for
the DHCP server to start with when issuing IP addresses.
If the 1st IP address of your router is 192.168.1.1, the
starting IP address must be 192.168.1.2 or greater, but
smaller than 192.168.1.254.

® |P Pool Counts - Enter the maximum number of PCs that
you want the DHCP server to assign IP addresses to. The
default is 50 and the maximum is 253.

® Gateway IP Address - Enter a value of the gateway IP
address for the DHCP server. The value is usually as same
as the 1st IP address of the router, which means the
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router is the default gateway.

® | ease Time - Enter the time to determine how long the
IP address assigned by DHCP server can be used.

® Clear DHCP lease for inactive clients periodically -
Whenever a DHCP client requests an IP address from the
LAN DHCP server, the server will give out an IP to this
client for a certain amount of time (e.g., 1 day).
However, even if this client only uses the IP for say 5
minutes, the server still "reserves" 1 day for that client.
Because a DHCP server only has a limited number of IPs
to lease to its DHCP clients, soon enough all the IPs will
be used out and then no one will be able to get any IPs
from this server anymore. Therefore, this feature is used
to get the IP back from inactive clients (i.e. doesn't use
the IP but the server still reserves the IP for him).

Enable Relay Agent -Specify which subnet that DHCP server
is located the relay agent should redirect the DHCP request
to.

® DHCP Server IP Address - It is available when Enable
Relay Agent is checked. Set the IP address of the DHCP
server you are going to use so the Relay Agent can help to
forward the DHCP request to the DHCP server.

Disable Server - Let you manually assign IP address to every
host in the LAN.

DNS Server IP Address

DNS stands for Domain Name System. Every Internet host
must have a unique IP address, also they may have a
human-friendly, easy to remember name such as
www.yahoo.com. The DNS server converts the user-friendly
name into its equivalent IP address.

Primary IP Address -You must specify a DNS server IP address
here because your ISP should provide you with usually more
than one DNS Server. If your ISP does not provide it, the
router will automatically apply default DNS Server IP
address: 194.109.6.66 to this field.

Secondary IP Address - You can specify secondary DNS server
IP address here because your ISP often provides you more
than one DNS Server. If your ISP does not provide it, the
router will automatically apply default secondary DNS Server
IP address: 194.98.0.1 to this field.

The default DNS Server IP address can be found via Online
Status:

Online Status

Physical Connection System Uptime: 22:22:45
IPv4 IPv6
LAN Status Primary DNS: &.8.8.8 Secondary DNS: 8.8.4.4
IP Address TX Packets RX Packets
192.168.1.1 o] 41533

If both the Primary IP and Secondary IP Address fields are left
empty, the router will assign DNS servers obtained from WAN
interface to local users as a DNS proxy server and maintain a
DNS cache. If there is no DNS servers available, router will
use its own IP address instead.

If the IP address of a domain name is already in the DNS
cache, the router will resolve the domain name immediately.
Otherwise, the router forwards the DNS query packet to the
external DNS server by establishing a WAN (e.g. DSL/Cable)
connection.
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When you finish the configuration, please click OK to save and exit this page.

[I-2-1-2 Details Page for LAN1~ LAN4 — IPv6 Setup

There are two configuration pages for each LAN port, Ethernet TCP/IP and DHCP Setup (based
on IPv4) and IPv6 Setup. Click the tab for each type and refer to the following explanations
for detailed information. Below shows the settings page for IPv6.

LAN == General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup

LAN 1IPv6 Setup

EEnable IPv6
WAN Primary Interface |WAN1 v

Static IPv6 Address
IPv5 Address

1 FES0::21D:AAFF:FES4:L43F8/64

/ Prefix Length
| /] | [ Add | [ Delete
Unique Local Address(ULA) configuration
= /64
Current IPv6 Address Table
Index IPvé Rddress/Prefix Length Scope

Link

DNS Server IPv6 Address | Deploy when WAN is up V|

Primary DNS Server |2DU1:4860:486I}::8888

Secondary DNS Server |2DU1:4860:486I}::8844

Management SLAAC(stateless) v

[J other option{0-bit)

DHCPv6 Server
® Enable Server C Disable Server
[J 1Pv6 Address Random Allocation
Auto IPv6 range

Start IPv6 Address

End IPv6 Address

Advance setting
Advance setting

It provides 2 daemons for LAN side IPv6 address configuration. One is SLAAC(stateless) and
the other is DHCPv6 Server (Stateful).

Available settings are explained as follows:

Item Description

Enable IPv6 Check the box to enable the configuration of LAN 1 IPv6
Setup.

WAN Primary Interface

Use the drop down list to specify a WAN interface for IPv6.

Static IPv6 Address

IPv6 Address -Type static IPv6 address for LAN.

Prefix Length - Type the fixed value for prefix length.
Add - Click it to add a new entry.

Delete - Click it to remove an existed entry.

Unique Local Address

Such feature is used for the host without assigned 1Pv6
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(ULA) configuration

address to obtain IPv6 address automatically or have an IPv6
address specified manually via ULA configuration. It is
convenient for communication among different subnets.

Off M4
Off

Il st LILA Prefix
Manually LILA Prefix

Auto ULA Prefix - The system will generate the required IPv6
address.

Manually ULA Prefix - A user can type the ULA IPv6 address
manually.

Current IPv6 Address
Table

Display current used IPv6 addresses.

DNS Server IPv6 Address

Deploy when WAN is up - The RA (router advertisement)
packets will be sent to LAN PC with DNS server information
only when network connection by any one of WAN interfaces
is up.

Enable - The RA (router advertisement) packets will be sent
to LAN PC with DNS server information no matter WAN
connection is up or not.

® Primary DNS Sever - Type the IPv6 address for Primary
DNS server.

® Secondary DNS Server -Type another IPv6 address for
DNS server if required.

Disable - DNS server will not be used.

Management

Host under LAN can be assigned IP address from Vigor router
via the following method.

SLAAC(stateless) (v

SLAAC(stateless)
DHCPvE(stateful)
| off

® SLAAC(stateless) - The IP address (with Prefix) of the
host shall be formed according to RA transmitted by Vigor
router.

® DHCPv6(stateful) - The IP address of the host shall be
assigned after communicating with DHCPv6 server for
answering the request of client.

® Off - No IP address is assigned.

Other Option (O-bit) - Check this box to enable the O-bit for
obtaining additional information (e.g., DNS) from DHCPv6.

DHCPv6 Server

Enable Server -Click it to enable DHCPv6 server. DHCPv6
Server could assign IPv6 address to PC according to the
Start/End IPv6 address configuration.

Disable Server -Click it to disable DHCPv6 server.

IPv6 Address Random Allocagtion - Check it to assign the
DHCPv6 IP address randomly to prevent the attacks from the
IPv6 reconnaissance techniques.

Auto IPv6 range - After check the box, Vigor router will
assign the IPv6 range automatically.

Start IPv6 Address / End IPv6 Address -Type the start and
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end address for IPv6 server.

Advance setting - Click the Edit button to configure
advanced IPv6 settings for DHCPv6 server.

LAN >> General Setup

DHCPv6 Server
Authentication Protocol Naone v

Prefiz Delegation Enahle @® Disable
Prefix l

DHCPvS Prefix Delegation

Mew Prefix : : : e
Suffix : : :

MNew Prefix Length (0~64)

Client Link Local Address

Client DUID{option)

Add

Prefix Prefix Length Link Local DUID

oK Cancel

Advance setting

More options are offered under the Advance setting. Click
Edit to open the pop-up window.

D Router Advertisement Configuration - Goagle Chrome [=[E] = J
A T2 | 182168.1.1/doc/enetedithtm B

Router Advertisement Configuration

@ Enable O Disable

Hop Limit

Min Interval Time(sec)

Max Interval Time(sec)

Default Lifetime(sec) (High Availability secondary is Q)
Default Preference

MTU B auto

0

RIPng Protocol
@ Enable
Extension WAN

Available WAN Selected WAN
WAN2

Router Advertisement Configuration - Click Enable to
enable router advertisement server. The router
advertisement daemon sends Router Advertisement
messages, specified by RFC 2461, to a local Ethernet LAN
periodically and when requested by a node sending a Router
Solicitation message. These messages are required for IPv6
stateless auto-configuration.

Disable - Click it to disable router advertisement server.

Hop Limt - The value is required for the device behind the
router when IPv6 is in use.

Min/Max Interval Time (sec) - It defines the interval
(between minimum time and maximum time) for sending RA
(Router Advertisement) packets.

Default Lifetime (sec) -Within such period of time,
Vigor2832 can be treated as the default gateway.

Default Preference - It determines the priority of the host

behind the router when RA (Router Advertisement) packets
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are transmitted.
MTU - It means Max Transmit Unit for packet. If Auto is
selected, the router will determine the MTU value for LAN.

Extension WAN - Not only the IP address can be obtained
from the primary WAN, but also the prefix for IPv6 LAN IP
address can be assigned by extension WAN specified here.

When you finish the configurati

on, please click OK to save and exit this page.

[1-2-1-3 Details Page for LAN2 ~ LAN4

LAN == General Setup

LAN 2 Ethernet TCP / IP and DHCP $

etup LAN 2 IPv6 Setup

Network Configuration

DHCP Server Configuration

Enable ® Disable O Disable @ Enable Server () Enable Relay
® For NAT Usage JFor Routing Usage Agent

IP Address [192.168.21 |[Start 1P Address [192.168.2.10 |
Subnet Mask [266.255256.0/24 ~|  |IP Pool Counts (max. 1021)

Gateway IP Address |192.168.2.1
[259200

Clear DHCP lease for inactive clients
periodically.

Lease Time

DNS Server IP Address
Primary IP Address |

Secondary IP
Address

oK

Available settings are explained as follows:

Item

Description

Network Configuration

Enable/Disable - Click Enable to enable such configuration;
click Disable to disable such configuration.

For NAT Usage - Click this radio button to invoke NAT
function.

For Routing Usage - Click this radio button to invoke this
function.

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network
so it automatically dispatch related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

Enable Server - Let the router assign IP address to every host
in the LAN.

Disable Server - Let you manually assign IP address to every
host in the LAN.

Enable Relay Agent - If you want to use another DHCP server
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in the network other than the Vigor Router’s, you can let
Relay Agent help you to redirect the DHCP request to the
specified location.

DHCP Server IP Address - It is available when Enable Relay
Agent is checked. Set the IP address of the DHCP server you
are going to use so the Relay Agent can help to forward the
DHCP request to the DHCP server.

Start IP Address - Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addresses. If the
1st IP address of your router is 192.168.1.1, the starting IP
address must be 192.168.1.2 or greater, but smaller than
192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that you
want the DHCP server to assign IP addresses to. The default is
50 and the maximum is 253.

Gateway IP Address - Enter a value of the gateway IP
address for the DHCP server. The value is usually as same as
the 1st IP address of the router, which means the router is
the default gateway.

Lease Time - Enter the time to determine how long the IP
address assigned by DHCP server can be used.

Clear DHCP lease for inactive clients periodically -
Whenever a DHCP client requests an IP address from the LAN
DHCP server, the server will give out an IP to this client for a
certain amount of time (e.g., 1 day). However, even if this
client only uses the IP for say 5 minutes, the server still
"reserves" 1 day for that client. Because a DHCP server only
has a limited number of IPs to lease to its DHCP clients, soon
enough all the IPs will be used out and then no one will be
able to get any IPs from this server anymore. Therefore, this
feature is used to get the IP back from inactive clients (i.e.
doesn't use the IP but the server still reserves the IP for him.

DNS Server IP Address

Enter the IP address of the DNS server you want to use for
DNS forwarding.

When you finish the configuration, please click OK to save and exit this page.
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[1-2-1-4 Details Page for IP Routed Subnet

LAN == General Setup

TCP/IP and DHCP Setup for IP Routed Subnet

Network Configuration

DHCP Server Configuration

(O Enable @® Disable Start IP Address | |
For Routing Usage 1P Pool Counts D (max. 32)
IP Address |192.168.0.1 | Lease Time 255200 (&
Subnet Mask (2662852850124 ~| | [ oo Lan port P1 @ P2

RIP Protocol Control

Use MAC Address

Index Matched MAC Address  given IP Address

MAC Address :

CHH I H

| Add | | Delete | | Edit| | Cancel |

| Ok |

Available settings are explained as follows:

Item

Description

Network Configuration

Enable/Disable - Click Enable to enable such configuration;
click Disable to disable such configuration.

For Routing Usage,

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

RIP Protocol Control,

Disable - deactivate the RIP protocol. It will lead to a
stoppage of the exchange of routing information between
routers. (Default)

Enable - activate the RIP protocol.

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network
so it automatically dispatch related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

If you want to use another DHCP server in the network other
than the Vigor Router’s, you can let Relay Agent help you to
redirect the DHCP request to the specified location.

Start IP Address - Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addresses. If the
1st IP address of your router is 192.168.1.1, the starting IP
address must be 192.168.1.2 or greater, but smaller than
192.168.1.254.
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IP Pool Counts - Enter the maximum number of PCs that you
want the DHCP server to assign IP addresses to. The default is
50 and the maximum is 253.

Lease Time - Enter the time to determine how long the IP
address assigned by DHCP server can be used.

Use LAN Port - Specify an IP for IP Route Subnet. If it is
enabled, DHCP server will assign IP address automatically for
the clients coming from P1. Please check the box of P1.

Use MAC Address - Check such box to specify MAC address.
MAC Address: Enter the MAC Address of the host one by one
and click Add to create a list of hosts which can be assigned,
deleted or edited from above pool. Set a list of MAC Address
for 2" DHCP server will help router to assign the correct IP
address of the correct subnet to the correct host. So those
hosts in 2™ subnet won’t get an IP address belonging to 1%
subnet.

Add - Type the MAC address in the boxes and click this button
to add.

Delete - Click it to delete the selected MAC address.
Edit - Click it to edit the selected MAC address.

Cancel - Click it to cancel the job of adding, deleting and
editing.

When you finish the configuration, please click OK to save and exit this page.

128 Vigor2832 Series User’s Guide



l1-2-2 VLAN

With the 6-port Gigabit switch on the LAN side, Vigor router provides extremely high speed
connectivity for the highest speed local data transfer of any server or local PCs. On the
Wireless-equipped models (e.g., Vigor2832n), each of the wireless SSIDs can also be grouped
within one of the VLANSs.

Tagged VLAN

The tagged VLANs (802.1qg) can mark data with a VLAN identifier. This identifier can be
carried through an onward Ethernet switch to specific ports. The specific VLAN clients can
also pick up this identifier as it is just passed to the LAN. You can set the priorities for
LAN-side QoS. You can assign each of VLANs to each of the different IP subnets that the router
may also be operating, to provide even more isolation. The said functionality is tag-based
multi-subnet.

Port-Based VLAN

Relative to tag-based VLAN which groups clients with an identifier, port-based VLAN uses
physical ports (P1 ~ P4) to separate the clients into different VLAN group.

Virtual LAN function provides you a very convenient way to manage hosts by grouping them
based on the physical port. The multi-subnet can let a small businesses have much better
isolation for multi-occupancy applications. Go to LAN page and select VLAN. The following
page will appear. Click Enable to invoke VLAN function.

Below is an example page in Vigor2832n:

LAN == VLAN Configuration a

VLAN Configuration

Enable
LAN Wireless LAN VLAN Tag
P1 P2 P3 P4 SSID1 SSID2 SSID3  SSID4  Subnet Enable vID Priority

VLANO O O O O O 0
VLAN1 O O O O 0
VLAN2 O O O 0
VLAN3 O O 0
VLAN4 ] 0
VLANS [ O O O O O O O O 0
VLANG [ O O O O O O O O 0
VLANT (0 O O O 0O O O O O 0

Permit untagged device in P1 to access router

1. For each WLAN row, if enable is checked for the VLAN Tag then the corresponding VID will be applied to wired LAN
traffic.

2. Wireless LAN traffic is always untagged, but will still be a member of the VLAN group selected.
3. Each VID must be unique.

| ok | | Clear

| Cancel |

1)

Info Settings in this page only applied to LAN port but not WAN port.

Available settings are explained as follows:

Item Description
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Enable

Click it to enable VLAN configuration.

LAN

P1 - P4 - Check the LAN port(s) to group them under the
selected VLAN.

Wireless LAN

SSID1 - SSID4 - Check the SSID boxes to group them under the
selected VLAN.

Subnet

Choose one of them to make the selected VLAN mapping to
the specified subnet only. For example, LAN1 is specified for
VLANO. It means that PCs grouped under VLANO can get the
IP address(es) that specified by the subnet.

VLAN Tag

Enable - Check the box to enable the function of VLAN with
tag.

The router will add specific VLAN number to all packets on
the LAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by LAN.

VID - Type the value as the VLAN ID number. The range is
form 0 to 4095.

Priority - Type the packet priority number for such VLAN.
The range is from 0 to 7.

Permit untagged device in
P1 to access router

It can help users to communicate with the router still even
though configuring wrong VLAN tag setting. It is
recommended to enable the management port (LAN 1) to
ensure the data transmission is unimpeded.

1)

Info Leave one VLAN untagged at least to prevent from not connecting to Vigor
router due to unexpected error.

Inter-LAN Routing

The Vigor router supports up to 8 VLANs. Each VLAN can be set up to use one or more of the
Ethernet ports and wireless LAN Service Set Identifiers (SSIDs). Within the grid of VLANs
(horizontal rows) and LAN interfaces (vertical columns),

®  all hosts within the same VLAN (horizontal row) are visible to one another

® all hosts connected to the same LAN or WLAN interface (vertical column) are visible to

one another if

- they belong to the same VLAN, or
- they belong to different VLANs, and inter-LAN routing (LAN>>General Setup) between
them is enabled (see below).
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B Force router to use "DNS server IP address” settings specified in
Inter-LAN Routing

Subnet LAN 1 LAN 2 LAN 3 LAN 4
LAN 1
LAN 2
LAN 3
LAN 4

Inter-LAN Routing allows different LAN subnets to be interconnected or isolated. It is
only available when the VLAN functionality is enabled. In the Inter-LAN Routing matrix,
a selected checkbox means that the 2 intersecting LANs can communicate with each
other.

Vigor2832 Series features a hugely flexible VLAN system. In its simplest form, each of the
Gigabit LAN ports can be isolated from each other, for example to feed different companies
or departments but keeping their local traffic completely separated.

Configuring port-based VLAN for wireless and non-wireless clients

1.  All the wire network clients are categorized to group VLANO in subnet 192.168.1.0/24
(LAN1).

2. All the wireless network clients are categorized to group VLANL in subnet
192.168.2.0/24 (LAN2).

3.  Open LAN>>VLAN Configuration. Check the boxes according to the statement in step 1
and Step 2.

LAN == VLAN Configuration o

VLAN Configuration

EEnable
LAN Wireless LAN VLAN Tag

P1 P2 P3 P4 SSID1 SSID2 SSID3  SSID4 Subnet Enable VvID Priority
VLANO O O O O O 0 0 v
VLAN1 O 0
VLAN2 O O O 0 v
VLAN3 O O O O 0
VIANA O O O O O O O O O 0 v
VIANS O O O O O O O O O 0
VIANé (O O O O O O O O O 0 v
VIANT O O O O O O O O O 0

Permit untagged device in P1 to access router

1. For each WLAN row, if enable is checked for the VLANM Tag then the corresponding VID will be applied to wired LAN
traffic.

2. Wireless LAN traffic is always untagged, but will still be a member of the VLAN group selected.
3. Each VID must be unigue.

OK | [ Clear

| Cancel

4. Click OK.

Open LAN>>General Setup. If you want to let the clients in both groups communicate
with each other, simply activate Inter-LAN Routing by checking the box between LAN1
and LAN2.
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B Force router to use "DNS server IP address” settings specified in
Inter-LAN Routing

Subnet LAN 1 LAN 2 LAN 3 LAN 4
LAN 1
LAN 2
LAN 3 (] O
LAMN 4 O (] O
[ ok |

Vigor router supports up to six private IP subnets on LAN. Each can be independent
(isolated) or common (able to communicate with each other). This is ideal for
departmental or multi-occupancy applications.

1)

Info As for the VLAN applications, refer to “Appendix I: VLAN Application on
Vigor Router” for more detailed information.

I1-2-3 Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthening control in
network. When this function is enabled, all the assigned IP and MAC address binding together
cannot be changed. If you modified the binding IP or MAC address, it might cause you not
access into the Internet.

Click LAN and click Bind IP to MAC to open the setup page.
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LAN == Bind IP to MAC

Bind IP to MAC

C Enable @ Disable
Strict Bind
Apply Strict Bind to Subnet

ARP Table | Select All | Sort | Refresh | Add/Update to IP Bind List

IF Lddress HOST ID 1P Address |

1%2.168.1.1

192.168.1.10 MECAddFESSDDDDDD
192.168.1.11 Comment  [Max: 12 characters

| Add | |Update | | Delete |

IP Bind List { Limit: 1024 entries )

| SelectAll | Sort |

Index IF RAddress Mac

Zddress Host ID Comment

Backup IP Bind List : | Backup

Upload From File: | EEEE |5Fﬂ-EE_fé$ [ Restore

Note:

1. IP-MAC binding presets DHCP Allocations.
2. If Strict Bind is enabled, unspecified LANM clients in the selected subnets cannot access the Internet.
3. Comment can not contain characters " and "

| oK
Available settings are explained as follows:

Item Description

Enable Click this radio button to invoke this function. However,
IP/MAC which is not listed in IP Bind List also can connect to
Internet.

Disable Click this radio button to disable this function. All the
settings on this page will be invalid.

Strict Bind Check the box to block the connection of the IP/MAC which is

not listed in IP Bind List.

LAN clients will be assigned IP addresses according to the
MAC-to-IP address associations on this page. LAN client
whose MAC address has not been bound to an IP address will
be denied network access.

Note: Before selecting Strict Bind, make sure at least one
valid MAC address has been bound to an IP address.
Otherwise no LAN clients will have network access, and it
will not be possible to connect to the router to make changes
to its configuration.

Apply Strict Bind to Subnet - Choose the subnet(s) for
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applying the rules of Bind IP to MAC.

Apply Strict Bind to Subnet:
| SelectAll || Clear All |

Subnet IP Address
[ LamM1 192.168.1.80
[ Lanz 192.168.2.1
[ Lamnz 192.168.3.1
[ Lang 192.168.4.1
[J IP Routed Subnet 192.168.0.1
| ©OK | | Close |
ARP Table This table is the LAN ARP table of this router. The
information for IP and MAC will be displayed in this field.
Each pair of IP and MAC address listed in ARP table can be
selected and added to IP Bind List by clicking Add below.
Select All Click this link to select all the items in the ARP table.
Sort Reorder the table based on the IP address.
Refresh Refresh the ARP table listed below to obtain the newest ARP

table information.

Add / Update

IP Address - Type the IP address that will be used for the
specified MAC address.

Mac Address - Type the MAC address that is used to bind
with the assigned IP address.

Comment - Type a brief description for the entry.

Show Comment - Check this box to display the comment on
IP Bind List box.

Add It allows you to add the one you choose from the ARP table or
the IP/MAC address typed in Add and Edit to the table of IP
Bind List.

Update It allows you to edit and modify the selected IP address and
MAC address that you create before.

Delete You can remove any item listed in IP Bind List. Simply click
and select the one, and click Delete. The selected item will
be removed from the IP Bind List.

IP Bind List It displays a list for the IP bind to MAC information.

Backup Store the configuration for Bind IP to MAC as a file.

Restore Restore the previously stored configuration file and apply to

such page.

1)

Info

Before you select Strict Bind, you have to bind one set of IP/MAC address for
one PC. If not, no one of the PCs can access into Internet. And the web user
interface of the router might not be accessed.

When you finish the configuration, click OK to save the settings.
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[1-2-4 LAN Port Mirror

LAN port mirror can be applied for the users in LAN. Generally speaking, this function copies
traffic from one or more specific ports to a target port. This mechanism helps manager track
the network errors or abnormal packets transmission without interrupting the flow of data
access the network. By the way, user can apply this function to monitor all traffics which user
needs to check.

There are some advantages supported in this feature. First, it is more economical without
other detecting equipments to be set up. Second, it may be able to view traffic on one or
more ports within a VLAN at the same time. Third, it can transfer all data traffics to be
mirrored to one analyzer connecting to the mirroring port. Last, it is more convenient and
easy to configure in user’s interface.

LAN == LAN Port Mirror

LAN Port Mirror
Port Mirror:

) Enable ® pisable

Portl Port2 Port3 Port4 WAN1 WAN2
Mirrer Port
Mirrored Tx Port
Mirrored Rx Port

Note:
The mirrored WAN1 is a software mirror, it will lead to a substantial decline in performance.

ok |
Available settings are explained as follows:
Item Description
Port Mirror Check Enable to activate this function. Or, check Disable to
close this function.
Mirror Port Select a port to view traffic sent from mirrored ports.
Mirrored Tx Port Select which ports are necessary to be mirrored for

transmitting the packets.

Mirrored Rx Port Select which ports are necessary to be mirrored for receiving
the packets.

After finishing all the settings here, please click OK to save the configuration.

[1-2-5 Wired 802.1x

IEEE 802.1x is an IEEE Standard for port-based Network Access Control (PNAC). It is part of the
IEEE 802.1 group of networking protocols. It provides an authentication mechanism for the
device that is attached to a LAN or WLAN.

Wired 802.1x provides authentication for one network device on each LAN port. The RADIUS
Server settings must be configured before enabling 802.1x because the EAP (Extensible
Authentication Protocol) Authenticator relies on the RADIUS Server in its authentication
process. Each LAN port with Wired 802.1x configured will only forward 802.1x packets and
block all other packets until the authentication has successfully completed.
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LAN == Wired 802.1X

Wired 802.1X
LAM 802,1X:
B Enable

Authentication Type: |External RADIUS ~

802.1X ports:
Cpi Cpz Cez Cp4

Note:

1. 802.1X enabled LAN ports only support a single attached device using EAPOL authentication. To
authenticate multiple devices through a LAN port you need an 802.1X-capable switch. Then
configure 802.1X on the attached switch instead.

2. Please configure External RADIUS or Local 802.1X for authentication.
3. Authentication by External RADIUS supports PEAP, EAP-TLS and EAP-TTLS.

| oK |
Available settings are explained as follows:
Item Description
Enable Check the box to enable LAN 802.1x function.
Authentication Type Use the drop down list to choose which server (External
RADIUS or Local 802.1x) will be used for authenticating LAN
user.
802.1X ports After enabling the function, simply specify the LAN port(s) to
apply such function.

After finishing all the settings here, please click OK to save the configuration.
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[1-3 Hardware Acceleration

Hardware Acceleration is also called PPA in DrayTek for it is based on Protocol Processing

Engine (PPE) of Infineon. It can only support 128 sessions for network traffic (IN & OUT) with
implementing three kinds of modes - Disable, Auto and Manual.

o

Info Such feature is only supported by certain firmware version.

When the data traffic is heavy and data transmission is getting slowly and slowly, you can
configure this page to accelerate the data streaming by hardware itself. Open Hardware
Acceleration to access into the following page:

Hardware Acceleration =» Setup

Mode: Manual w

Protocol: TCcp [ upp

Option: ® Accelerate heaviest traffic sessions
O specific Hosts:
Dest Port Dest Port .
Index Enable start End Private IP
1 0 0
2 0 0
3 D 0
4 0 0
5 D 0
WAN Information:
Status ™ RX
WAMN1-ADSL Enable -- --
WAN2-Ethernet Enable -- v
Status ™ RX
WAMN1-ADSL Disable -- --
WAN2-Ethernet Enable v \"

Note:
1.If Hardware Acceleration is enabled, the accelerated sessions will bypass Traffic Graph.
2.Hardware Acceleration and WAN(Ethernet WAN) Budget can't be enabled simultaneously.

3. Hardware Acceleration only support WAN == Internet Access "PPPoE" and "Static or Dynamic IP"
mode

[ ok || Clear |

Available settings are explained as follows:

Item Description

Mode Disable - The default setting.

Auto - When the hardware acceleration is configured with
the Auto mode, the sessions with the heaviest loading and
the lower latency traffic will be added into PPA. However,
the Auto mode does not support UDP protocol by designed.

Manual - The Manual mode implements three sub-items--
Accelerate most heavy traffic sessions, Apply the Class Rule
in Quality of Service, and Specific Hosts. Each of these
sub-items can support TCP and UDP protocol.
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Protocol There are two types supported by this function, TCP and
UDP.
Option Accelerate heaviest traffic sessions - Such option is

available in Auto Mode, too. But the UDP protocol is only

supported in this sub-item.

Specific Hosts - This sub-item provides 5 hosts for adding

NAT sessions into the PPA. For the PPA only supports 128

sessions, these hosts will share these sessions. Therefore,

the performance will be lower than only one host.

Choose this option to specify certain PCs on LAN to apply the

hardware acceleration.

® Enable - Check the box to make PC(s) specified in the
selected index entry to be applied.

®  Dest Port Start - Type the starting port for the PC(s) in
LAN.

® Dest Port End - Type the ending port for the PC(s) in
LAN.

®  Private IP/Choose PC - Type the IP address as the

selected host. Or click the Choose PC button to specify
one IP address from the pop-up window.

Checking the PPA status

For checking whether the rule of PPA is working or not, a user can login to Vigor2862 series by
using telnet. User can view how many sessions are transferring in each direction of PPA table

after entering “ppa —v”.

Auto

Manwal <{traffic?

18
255

AN Acceleration session

Bession — Src_ip:Src_port

3030 oo 3eE e eI Jef e e 3o 3eE - oo 3eE eI 3e e oo 3eE 3o e 3ek e e 3 3eE - e e 3e e e 3e e e e 3e I eI 3e e e - Je e e - o3I e o3I e e 3e e eI e e

B - 192 168. 1. 18: 2938 - 1419.236.454.122: 5598 — 192.168. 3. 1A:52524
Src_mac:@0P:22:15:8f:85:59 ——— Dest_mac:-@A:58:7f:37:cB:4c

1 - 192 168. 1. 1@: 2952 — 493. 88. 6. 13:336033 - 192_.168. 3. 1A:52538
Src_mac:@AA:22:15:8f:85:59 ——— Dest_mac:-@A:50:7f:37:cB:4c

Dest_ip:Dest_port —— HNat_ip:Mat_port
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l1-4 NAT

Usually, the router serves as an NAT (Network Address Translation) router. NAT is a
mechanism that one or more private IP addresses can be mapped into a single public one.
Public IP address is usually assigned by your ISP, for which you may get charged. Private IP
addresses are recognized only among internal hosts.

When the outgoing packets destined to some public server on the Internet reach the NAT
router, the router will change its source address into the public IP address of the router,
select the available public port, and then forward it. At the same time, the router shall list an
entry in a table to memorize this address/port-mapping relationship. When the public server
response, the incoming traffic, of course, is destined to the router’s public IP address and the
router will do the inversion based on its table. Therefore, the internal host can communicate
with external host smoothly.

The benefit of the NAT includes:

®  Save cost on applying public IP address and apply efficient usage of IP address. NAT
allows the internal IP addresses of local hosts to be translated into one public IP address,
thus you can have only one IP address on behalf of the entire internal hosts.

® Enhance security of the internal network by obscuring the IP address. There are
many attacks aiming victims based on the IP address. Since the attacker cannot be
aware of any private IP addresses, the NAT function can protect the internal network.

Info On NAT page, you will see the private IP address defined in RFC-1918.
Usually we use the 192.168.1.0/24 subnet for the router. As stated before,
the NAT facility can map one or more IP addresses and/or service ports into
different specified services. In other words, the NAT function can be
achieved by using port mapping methods.
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Web User Interface

[1-4-1 Port Redirection

Port Redirection is usually set up for server related service inside the local network (LAN),
such as web servers, FTP servers, E-mail servers etc. Most of the case, you need a public IP
address for each server and this public IP address/domain name are recognized by all users.
Since the server is actually located inside the LAN, the network well protected by NAT of the
router, and identified by its private IP address/port, the goal of Port Redirection function is
to forward all access request with public IP address from external users to the mapping
private IP address/port of the server.

Destined to
220.135.240.207

ﬂ

W W/

DMZ FTP Server Web Server
192.168.1.22 192.168.1.11 192.168.1.12 192.168.1.13
Port 21 Port 80

The port redirection can only apply to incoming traffic.

To use this function, please go to NAT page and choose Port Redirection web page. The Port
Redirection Table provides 40 port-mapping entries for the internal hosts.
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NAT == Port Redirection

Port Redirection | Set to Factory Default |
Index Enable Service Name In::?f:ce Protocol Public Port Source IP Private IP

1. O All Any

2. O All Any

&k O All Any

4. O All Any

% O All Any

6. O All Any

1. O All Any

8. O All Any

2s O All Any

10. O All Any

110 [ 11-20 | 21-30 | 31-40 == Next ==

| oK | | Cancel |

Mote:

The port number values set in this page might be invalid due to the same values configured for Management
Port Setup in System Maintenance>>Management, Open VPN and_SSL VPN.

Each item is explained as follows:

Item Description

Index Display the number of the profile.

Enable Check the box to enable the port redirection profile.

Service Name Display the description of the specific network service.

WAN Interface Display the WAN IP address used by the profile.

Protocol Display the transport layer protocol (TCP or UDP).

Public Port Display the port number which will be redirected to the
specified Private IP and Port of the internal host.

Source IP Display the IP object of the source IP.

Private IP Disp_lay the IP address of the internal host providing the
service.

Press any number under Index to access into next page for configuring port redirection.
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MNAT == Port Redirection

Index No. 1
[J Enable
Mode
Service Name |
Protocol
WAN Interface ALL  w

Public Port
Source IP
Private IP
Private Port

ny

bl

Note:

In "Range" Mode the End IP will be calculated automatically once the Public Port and Start IP have been

entered.

OK | | Clear | [ Cancel |

Available settings are explained as follows:

Item Description
Enable Check this box to enable such port redirection setting.
Mode Two options (Single and Range) are provided here for you to

choose. To set a range for the specific service, select Range.
In Range mode, if the public port (start port and end port)
and the starting IP of private IP had been entered, the
system will calculate and display the ending IP of private IP
automatically.

Service Name

Enter the description of the specific network service.

Protocol

Select the transport layer protocol (TCP or UDP).

WAN Interface

Select the WAN IP used for port redirection. There are eight
WAN IP alias that can be selected and used for port
redirection. The default setting is All which means all the
incoming data from any port will be redirected to specified
range of IP address and port.

Public Port

Specify which port can be redirected to the specified Private
IP and Port of the internal host. If you choose Range as the
port redirection mode, you will see two boxes on this field.
Type the required number on the first box (as the starting
port) and the second box (as the ending port).

Source IP

Use the drop down list to specify an IP object. Or click IP
Object link to create a new one for applying.

Private IP

Specify the private IP address of the internal host providing
the service. If you choose Range as the port redirection
mode, you will see two boxes on this field. Type a complete
IP address in the first box (as the starting point). The second
one will be assigned automatically later.

Private Port

Specify the private port number of the service offered by the
internal host.

After finishing all the settings here, please click OK to save the configuration.

Note that the router has its own built-in services (servers) such as Telnet, HTTP and FTP etc.
Since the common port numbers of these services (servers) are all the same, you may need to
reset the router in order to avoid confliction.
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For example, the built-in web user interface in the router is with default port 80, which may
conflict with the web server in the local network, http://192.168.1.13:80. Therefore, you
need to change the router’s http port to any one other than the default port 80 to avoid
conflict, such as 8080. This can be set in the System Maintenance >>Management Setup. You
then will access the admin screen of by suffixing the IP address with 8080, e.g.,

http://192.168.1.1:8080 instead of port 80.

System Maintenance >> Management

IPv4 Management Setup IPv6 Management Setup LAN Access Setup

o

Router Mame DrayTek

[JDefault:Disable Auto-Logout

[J Enable validation Code in Internet/LAN Access

Note: IES and below version does NOT support Dray0OS
CAPTCHA auth code.

Internet Access Control
[Jallow management from the Internet
Domain name allowed
FTP Server
HTTP Server Enforce HTTPS Access
HTTPS Server
Telnet Server
TROG9 Server
SSH Server
SMMP Server
B Disable PING from the Internet
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Management Port Setup
® uUser Define Ports O Default Ports

Telnet Port (Default: 23)
HTTP Port (Default: 80)
HTTPS Port (Default: 443)
FTP Port (Default: 21)
TRO69 Port (Default: 8069)
SSH Port (Default: 22)
Note:

Ports 8001 and 8043 are used for Hotspot Web Portal.

Brute Force Protection

[JEnable brute force login protection
[CJFTe Server
[JHTTP Server
[JHTTPS Server
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11-4-2 DMZ Host

As mentioned above, Port Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP address/port of host in the LAN. However, other IP
protocols, for example Protocols 50 (ESP) and 51 (AH), do not travel on a fixed port. Vigor
router provides a facility DMZ Host that maps ALL unsolicited data on any protocol to a single
host in the LAN. Regular web surfing and other such Internet activities from other clients will
continue to work without inappropriate interruption. DMZ Host allows a defined internal user
to be totally exposed to the Internet, which usually helps some special applications such as
Netmeeting or Internet Games etc.

Destined to
220.135.240.207
Protocol: Any
Port: Any

=
DMZ FTP Server Web Server
192.168.1.22 192.168.1.11 192.168.1.12 192.168.1.13
Port 21 Port 80

The security properties of NAT are somewhat bypassed if you set up DMZ host. We suggest
you to add additional filter rules or a secondary firewall.

Click DMZ Host to open the following page. You can set different DMZ host for each WAN
interface. Click the WAN tab to switch into the configuration page for that WAN.

NAT == DMZ Host Setup

DMZ Host Setup

WAN1 WAN2 WAN3 WAN4
WAN 1
Private IP
Available settings are explained as follows:
Item Description
WAN1 Choose Private IP or None.
Private IP Enter the private IP address of the DMZ host, or click Choose
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PC to select one.

Choose IP

Click this button and then a window will automatically pop
up, as depicted below. The window consists of a list of private
IP addresses of all hosts in your LAN network. Select one
private IP address in the list to be the DMZ host.

(@ch. [=]E] % ]
A Fz2 | 192..

192.165.1.1
192.165.1.10
192.1658.1.11

-

When you have selected one private IP from the above dialog,
the IP address will be shown on the screen. Click OK to save

the setting.

DMZ Host for WAN2, WAN3, or WAN4 is slightly different with WANL1.

See the following figure.

NAT => DMZ Host Setup

DMZ Host Setup

WAN1 WAN2 WAN3 WAN4
WAN 2
Enable Private IP
O 0000
oK |

If you previously have set up WAN Alias for PPPoE or Static or Dynamic IP mode in WAN2
interface, you will find them in Aux. WAN IP for your selection.

Available settings are explained as follows:

Item Description
Enable Check to enable the DMZ Host function.
Private IP

Enter the private IP address of the DMZ host, or click Choose
PC to select one.
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Choose IP Click this button and then a window will automatically pop

up, as depicted below. The window consists of a list of
private IP addresses of all hosts in your LAN network. Select
one private IP address in the list to be the DMZ host.

@ch. [=13] & ]|
A == | 192...

192.168.1.1
192.168.1.10
192.165.1.11

-

When you have selected one private IP from the above

dialog, the IP address will be shown on the screen. Click OK
to save the setting.

After finishing all the settings here, please click OK to save the configuration.
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11-4-3 Open Ports

Open Ports allows you to open a range of ports for the traffic of special applications.

Common application of Open Ports includes P2P application (e.g., BT, KaZaA, Gnutella,
WinMX, eMule and others), Internet Camera etc. Ensure that you keep the application
involved up-to-date to avoid falling victim to any security exploits.

Click Open Ports to open the following page:

NAT == QOpen Ports

Open Ports Setup | Setto Factory Default |

Index Enable Comment WAN Interface Source IP Local IP Address

Any

Any

Any

Any

Any

Any

Any

Any

e e O A - T | B

Any

=
=

Any

=
]
£
=
W

= 1-10 | 11-20 | 21-30 | 31-40 ==

| OK | | Cancel |

Note:
The port number values set in this page might be invalid due to the same values configured for

Available settings are explained as follows:

Item Description

Index Indicate the relative number for the particular entry that you
want to offer service in a local host. You should click the
appropriate index number to edit or clear the corresponding

entry.

Enable Check the box to enable the open port profile.

Comment Specify the name for the defined network service.

WAN Interface Display the WAN interface used by such index.

Aux. WAN IP Display the IP alias setting used by such index. If no IP alias
setting exists, such field will not appear.

Source IP Display the name of the IP object.

Local IP Address Disp_lay the private IP address of the local host offering the
service.

Status Display the state for the corresponding entry. X or V is to

represent the Inactive or Active state.

To add or edit port settings, click one index nhumber on the page. The index entry setup page
will pop up. In each index entry, you can specify 10 port ranges for diverse services.

Vigor2832 Series User’s Guide 147



148

NAT == Open Ports == Edit Open Ports

Index No. 1

Enable Open Ports

Comment | |

WAN Interface

Source IP

Private IP | | [ Choose IP |

Protocol Start Port End Port Protocol Start Port End Port
1. [TcPUDP~| |0 | o | 2. [TCcRUDP~| |0 | o |
3. [TcPwDP~] |0 | [0 | 4. [TCPUDPv| [0 | o |
s. [TcPuDP~| |0 | o | s [TCPUDP~v| [0 | [o |
7. [TcPwpr~| o | o | s [TCRUDPv| [0 | o |
9. [TCPUDP~| |0 | o | 10. [TCPUDP~v| [0 | [o |
| OK | | Clear | [ Cancel |

Available settings are explained as follows:

Item Description

Enable Open Ports Check to enable this entry.

Comment Make a name for the defined network application/service.

WAN Interface Specify the WAN interface that will be used for this entry.

Source IP Use the drop down list to specify an IP object. Or click IP
Object link to create a new one for applying.

WAN IP Specify the WAN IP address that will be used for this entry.
This setting is available when WAN IP Alias is configured.

Private IP Enter the private IP address of the local host or click Choose
PC to select one.
Choose IP - Click this button and, subsequently, a window
having a list of private IP addresses of local hosts will
automatically pop up. Select the appropriate IP address of
the local host in the list.

Protocol Specify the transport layer protocol. It could be TCP, UDP,
or ----- (none) for selection.

Start Port Specify the starting port number of the service offered by
the local host.

End Port Specify the ending port number of the service offered by the
local host.

After finishing all the settings here, please click OK to save the configuration.

lI-4-4 Port Triggering

Port Triggering is a variation of open ports function.

The key difference between "open port" and "port triggering" is:

® Once the OK button is clicked and the configuration has taken effect, "open port" keeps

the ports opened forever.
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® Once the OK button is clicked and the configuration has taken effect, "port triggering"
will only attempt to open the ports once the triggering conditions are met.

® The duration that these ports are opened depends on the type of protocol used. The
"default" durations are shown below and these duration values can be modified via

telnet commands.
TCP: 86400 sec.
UDP: 180 sec.
IGMP: 10 sec.

TCP WWW: 60 sec.
TCP SYN: 60 sec.

NAT == Port Triggering

Port Triggering

| Setto Factory Default |

Index Enable Comment

ol N e e B N

=
=

Triggering Source Triggering Incoming Incoming
Protocol IP Port Protocol Port

Any
Any
Any
Any
Any
Any
Any
Any
Any
Any

=10 OO oo oot

-
=
=]
-
]
=
W

=
el
3¢
=
W

| OK | | Cancel |

Available settings are explained as follows:

Item Description

Comment Display the text which memorizes the application of this
rule.

Enable Check the box to enable the Port Triggering profile.

Comment Display the text which memorizes the application of this

rule.

Triggering Protocol

Display the protocol of the triggering packets.

Source IP

Display the name of the IP object.

Triggering Port

Display the port of the triggering packets.

Incoming Protocol

profile.

Display the protocol for the incoming data of such triggering

Incoming Port

Display the port for the incoming data of such triggering
profile.

Click the index number link to open the configuration page.
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NAT => Port Triggering

No. 1

[l Enable
Service
Comment | |
Source IP Any -

Triggering Protocol

Triggering Port | |

Incoming Protocol

Incoming Port | |

Note:

The Triggering Port and Incoming Port should be input like this :
123-456,777-789 {legal),123-456,789 (legal), but 123-456-789 (illegal).

[ ok | | Clear | | Cancel |

Available settings are explained as follows:

Item Description

Enable Check to enable this entry.

Service Choose the predefined service to apply for such trigger
profile.

Comment Type the text to memorize the application of this rule.

Source IP Use the drop down list to specify an IP object. Or click IP

Object link to create a new one for applying.

Triggering Protocol

Select the protocol (TCP, UDP or TCP/UDP) for such
triggering profile.

Triggering Port

Type the port or port range for such triggering profile.

Incoming Protocol

When the triggering packets received, it is expected the
incoming packets will use the selected protocol. Select the
protocol (TCP, UDP or TCP/UDP) for the incoming data of
such triggering profile.

Incoming Port

Type the port or port range for the incoming packets.

After finishing all the settings here, please click OK to save the configuration.
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11-4-5 ALG

ALG means Application Layer Gateway. There are two methods provided by Vigor router,
RTSP (Real Time Streaming Protocol) ALG and SIP (Session Initiation Protocol) ALG, for
processing the packets of voice and video.

RTSP ALG makes RTSP message, RTCP message, and RTP packets of voice and video be
transmitted and received correctly via NAT by Vigor router.

However, SIP ALG makes SIP message and RTP packets of voice be transmitted and received
correctly via NAT by Vigor router.

NAT == ALG
ALG (Application Layer Gateway) | Setto Factory Default |
[J Enable ALG
Enable Protocol Listen Port TCP upp
SIP 5060 (1~65535)
RTSP 554 (1~65535)
| oK |

Available settings are explained as follows:

Item Description

Enable ALG Check to enable such function.

Listen Port Type a port number for SIP or RTSP protocol.

TCP Check the box to make correspond protocol message packet

from TCP transmit and receive via NAT.

UDP Check the box to make correspond protocol message packet
from UDP transmit and receive via NAT.
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Dynamic DNS

The ISP often provides you with a dynamic IP address when you connect to the Internet via
your ISP. It means that the public IP address assigned to your router changes each time you
access the Internet. The Dynamic DNS feature lets you assign a domain name to a dynamic
WAN IP address. It allows the router to update its online WAN IP address mappings on the
specified Dynamic DNS server. Once the router is online, you will be able to use the registered
domain name to access the router or internal virtual servers from the Internet. It is
particularly helpful if you host a web server, FTP server, or other server behind the router.

Before you use the Dynamic DNS feature, you have to apply for free DDNS service to the DDNS
service providers. The router provides up to three accounts from three different DDNS service
providers. Basically, Vigor routers are compatible with the DDNS services supplied by most
popular DDNS service providers such as www.dyndns.org, www.no-ip.com, www.dtdns.com,
www.changeip.com, www.dynamic- nameserver.com. You should visit their websites to
register your own domain name for the router.

LAN DNS / DNS Forwarding

The LAN DNS lets the network administrators host servers with privacy and security. When the
network administrators of your office set up FTP, Mail or Web server inside LAN, you can
specify specific private IP address (es) to correspondent servers. Thus, even the remote PC is
adopting public DNS as the DNS server, the LAN DNS resolution on Vigor2832 Series will
respond the specified private IP address.

Schedule

The Vigor router has a built-in clock which can update itself manually or automatically by
means of Network Time Protocols (NTP). As a result, you can not only schedule the router to
dialup to the Internet at a specified time, but also restrict Internet access to certain hours so
that users can connect to the Internet only during certain hours, say, business hours. The
schedule is also applicable to other functions.

RADIUS/TACACS+

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

LDAP /Active Directory Setup

Lightweight Directory Access Protocol (LDAP) is a communication protocol for using in TCP/IP
network. It defines the methods to access distributing directory server by clients, work on
directory and share the information in the directory by clients. The LDAP standard is
established by the work team of Internet Engineering Task Force (IETF).

As the name described, LDAP is designed as an effect way to access directory service without
the complexity of other directory service protocols. For LDAP is defined to perform, inquire
and modify the information within the directory, and acquire the data in the directory
securely, therefore users can apply LDAP to search or list the directory object, inquire or
manage the active directory.
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UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT routers,
the major feature of UPnP on the router is “NAT Traversal”. This enables applications inside
the firewall to automatically open the ports that they need to pass through a router.

Wake on LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake up
a specified PC through the router, he/she must type correct MAC address of the specified PC
on this web page of Wake on LAN (WOL) of this router.

In addition, such PC must have installed a network card supporting WOL function. By the way,
WOL function must be set as “Enable” on the BIOS setting.
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Web User Interface

Applications

[I-5-1 Dynamic DNS

Enable the Function and Add a Dynamic DNS Account

1. Assume you have a registered domain name from the DDNS provider, say
hostname.dyndns.org, and an account with username: test and password: test.

2.  Open Applications>>Dynamic DNS.
3.  Check Enable Dynamic DNS Setup.

Applications => Dynamic DNS Setup

Dynamic DNS Setup | Set to Factory Default |
[J Enable Dynamic DNS Setup
Auto-Update interval Min(s) (180~14400)
Accounts:
Index Enable WAN Interface Domain Name

1. O WAN1 First

2. O WAN1 First

&b O WAN1 First

4, O WAN1 First

5. O WAN1 First

6. O WAN1 First

[ oK | [ Clearal

Available settings are explained as follows:

Item Description

Enable Dynamic DNS | Check this box to enable DDNS function.

Setup

Set to Factory Clear all profiles and recover to factory settings.
Default

View Log Display DDNS log status.
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Force Update

Force the router updates its information to DDNS server.

Auto-Update
interval

Set the time for the router to perform auto update for DDNS
service.

Index

Click the number below Index to access into the setting page
of DDNS setup to set account(s).

Enable

Check the box to enable such account.

WAN Interface

Display the WAN interface used.

Domain Name

Display the domain name that you set on the setting page of

DDNS setup.

Select Index number 1 to add an account for the router. Check Enable Dynamic DNS

Account, and choose correct Service Provider: dyndns.org, type the registered

hostname: hostname and domain name suffix: dyndns.org in the Domain Name block.
The following two blocks should be typed your account Login Name: test and Password:

test.

Applications == Dynamic DNS Setup => Dynamic DNS Account Setup

Index : 1
Enable Dynamic DNS Account
WAN Interface
Service Provider |dyn.com {www.dyn.com) V|
Service Type
Domain Mame [chronicB653 | dyndns.org
Login Name |chronic6653 |
Password sressasnaas |
[ wildeards
O Backup MX
Mail Extender |
Determine WAN IP [WANIP  +]
| OK | | Clear | | Cancel |

If User-Defined is specified as the service provider, the web page will be changed

slightly as follows:

¥ Enable Dynamic DNS Account
WAN Interface WAN1 First v

User-Defined d

changeip.org

Service Provider

Provider Host

Service APL /dynamic/dns/ update . asp?
u=] oM <p= ) o Ri—
md=updatesoffline=0

Auth Type basic ¥

Connection Type |Hitp ¥
Server Response
Legin Name chronichBs3

Password
wildcards
Backup MX

Mail Extender

Determine WAN

Internst IF ¥
IF

shostname=j @ . changeip . orgsip=### IP###c

OK | Clear Cancel

Available settings are explained as follows:
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Item

Description

Enable Dynamic DNS
Account

Check this box to enable the current account. If you did
check the box, you will see a check mark appeared on the
Active column of the previous web page in step 2).

WAN Interface

WAN1/WAN2/WAN3/WAN4 First - While connecting, the
router will use WAN1/WAN2/WAN3/WAN4 as the first

channel for such account. If WAN1/WAN2/WAN3 /WAN4
fails, the router will use another WAN interface instead.

WAN1/WAN2/WAN3/WAN4 Only - While connecting, the
router will use WAN1/WAN2/WAN3/WAN4 as the only
channel for such account.

Service Provider

Select the service provider for the DDNS account.

Service Type

Select a service type (Dynamic, Custom or Static). If you
choose Custom, you can modify the domain that is chosen in
the Domain Name field.

Domain Name

Type in one domain name that you applied previously. Use
the drop down list to choose the desired domain.

Login Name

Type in the login name that you set for applying domain.

Password

Type in the password that you set for applying domain.

Provider Host

Type the IP address or the domain name of the host which
provides related service.

Note that such option is available when Customized is
selected as Service Provider.

Service API

Type the API information obtained from DDNS server.

Note that such option is available when Customized is
selected as Service Provider.

(e.o:
/dynamic/dns/update.asp?u=jo***&p=jo********& hostname=j*
***_changeip.org&ip=###IP### &cmd=update&offline=0)

Auth Type

Two types can be used for authentication.

Basic - Username and password defined later can be shown
from the packets captured.

URL - Username and password defined later can be shown in
URL.

(e.g., http://nsl.vigorddns.com/ddns.php?username=xxxx&
password=xxxx&domain=xxxx.vigorddns.com)

Note that such option is available when Customized is
selected as Service Provider.

Connection Type

There are two connection types (HTTP and HTTPs) to be
specified. Note that such option is available when
Customized is selected as Service Provider.

Server Response

Type any text that you want to receive from the DDNS
server.

Note that such option is available when Customized is
selected as Service Provider.

Wildcard and
Backup MX

The Wildcard and Backup MX (Mail Exchange) features are
not supported for all Dynamic DNS providers. You could get
more detailed information from their websites.

Mail Extender

If the mail server is defined with another name, please type
the name in this area. Such mail server will be used as

Vigor2832 Series User’s Guide



backup mail exchange.

Determine WAN IP If a Vigor router is installed behind any NAT router, you can

enable such function to locate the real WAN IP.

When the WAN IP used by Vigor router is private IP, this
function can detect the public IP used by the NAT router and
use the detected IP address for DDNS update.

There are two methods offered for you to choose:

® WANIP - If it is selected and the WAN IP of Vigor router
is private, DDNS update will take place right away.

® Internet IP - If it is selected and the WAN IP of Vigor
router is private, it will be converted to public IP
before DDNS update takes place.

5. Click OK button to activate the settings. You will see your setting has been saved.

DrayDDNS Settings

DrayDDNS, a new DDNS service developed by DrayTek, can record multiple WAN IP (IPv4) on
single domain name. It is convenient for users to use and easily to set up. Each Vigor Router is
available to register one domain name.

Choose DrayTek Global as the service provider, the web page will be displayed as follows:

Service Provider

Status

Domain Name

Determine WAN IP
WAN Interfaces

¥/ Enable Dynamic DNS Account

DrayDDNS (Global) v Wizard
Activated [Start Date:2017-10-12 Expire Date:2018-10-12]

.drayddns.com Sync demain
Diomain not exists! Re-establish on MyVigor website.

WANIP v | ¥ 1pvq IPvE

WAN 1 WAN 2 WAN 2 WAN 4
0K Clear Cancel

0K Clear Cancel

Available settings are explained as follows:

Item

Description

Enable Dynamic DNS
Account

Check this box to enable the current account. If you did check the
box, you will see a check mark appeared on the Active column of
the previous web page in step 2).

Service Provider

Choose DrayDDNS (Global) as the service provider.

Wizard - This button is available when DrayTek Global is selected as
Service Provider. To activate the DrayTek’s DDNS service, click it to
enable license issued by DrayTek through Wizards>>Service
Activation Wizard.

Refer to secion A-1 How to use DrayDDNS? for detailed
information.

Status

Display if the license is actvtaed or not.

Determine WAN IP

If a Vigor router is installed behind any NAT router, you can enable
such function to locate the real WAN IP.

When the WAN IP used by Vigor router is private IP, this function
can detect the public IP used by the NAT router and use the
detected IP address for DDNS update.

There are two methods offered for you to choose:
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® WAN IP - If it is selected and the WAN IP of Vigor router is
private, DDNS update will take place right away.

® Internet IP - If it is selected and the WAN IP of Vigor router is
private, it will be converted to public IP before DDNS update
takes place.

WAN Interfaces WAN1/WAN2/WAN3 or LTE/WAN4 - While connecting, the router
will use WAN1/WAN2/WANS3 or LTE /WAN4 as the channel for such
account.

Disable the Function and Clear all Dynamic DNS Accounts

Uncheck Enable Dynamic DNS Setup, and click Clear All button to disable the function and
clear all accounts from the router.

Delete a Dynamic DNS Account

Click the Index number you want to delete and then click Clear All button to delete the
account.
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11-5-2 LAN DNS / DNS Forwarding

The LAN DNS lets the network administrators host servers with privacy and security. When the
network administrators of your office set up FTP, Mail or Web server inside LAN, you can
specify specific private IP address (es) to correspondent servers. Thus, even the remote PC is
adopting public DNS as the DNS server, the LAN DNS resolution on Vigor2832 Series will
respond the specified private IP address.

Applications => LAN ONS

Profile Index : 1
| Enable

Profie: seres
Comain Mame: server yourdoman com

1P Address L

A private IP address mapped to the
Domain Name.

192.168.1.x 140.186.223.x

Pub-iic DNS Server
server.yourdomain.com

eEssaTuas

1
|
I
L]
I
|
!
[
v

N 210.139.175.223
Private IP = Public IP
192.168.1.100 ___| 210.139.175.223

server.yourdomain.com

Simply click Application>>LAN DNS / DNS Forwarding to open the following page.

Applications =>> LAN DNS / DNS Forwarding o
LAN DNS Resolution / Conditional DNS Forwarding | Setto Factory Default |
Index Enable Profile Domain Name Type DNS Server

1 O

2. O

3. O

4. O

5. O

6. O

T O

8. O

9. O

10. O

Each item is explained as follows:
Item Description
Set to Factory Default Clear all profiles and recover to factory settings.
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Index Click the number below Index to access into the setting
page.

Enable Check the box to enable the selected profile.

Profile Display the name of the LAN DNS profile.

Domain Name Display the domain name of the LAN DNS profile.

Forwarding Display that such profile is conditional DNS forwarding or
not.

DNS Server Display the IP addres of the DNS Server.

To configure a LAN DNS profile, click on its index to bring up the configuration page.

Applications >> LAN DNS / DNS Forwarding

Profile Index : 1

Enable

Profie(123 |
Type: | LAN DNS v
Damain Name:ltestlest

Note:
1. Support wildcard subdomain, ex: *.example.com
2. One domain Name has only one IPv4 address and |PvE address in the same subnet.

CNAME(Alias Domain Name):

IP Address List (Max. 40 entries)
Index IF Address Same Subnet Reply

OK Clear

Or,

Applications == LAN DNS / DNS Forwarding

Profile Index : 1

Enable

Type: | DNS Forwarding v

Domain Name:|

Note:

1. Support wildcard subdomain, ex: *.example.com

2. Support full wildcard, ex: *

3. Full wildcard will not save to DNS cache table, and DNS server field only support [P
DNS Server IP/Host Nama:

Ok Clear
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Available settings are explained as follows:

Item Description

Enable Check this box to enable such profile.

Profile Type a name for such profile.
Note: If you type a name here for LAN DNS and click OK to
save the configuration, the name also will be applied to
conditional DNS forwarding automatically.

Type Select LAN DNS or DNS Forwarding

If LAN DNS is selected

Domain Name - Enter the domain name for the router to look
for in DNS queries to intercept and reply to. Wildcards in the
form of asterisks (*) can be used to match a domain level. For
example, *.draytek.com will match domain names such as
www.draytek.com and ftp.draytek.com, whereas
www.draytek.* will match domain names such as
www.draytek.com and www.draytek.co.uk.

CNAME - Click Add to add an domain name alias for the
domain name. Click Delete next to an alias entry to delete it.
IP Address List - The IP address listed here will be used for
mapping with the domain name specified above. In general,
one domain name maps with one IP address. If required, you
can configure two IP addresses mapping with the same
domain name.

Add -Click Add to bring up the Add IP Address dialog box:

@ Host's IP Address - Google Chrome [=[=] & ]
A =% | 192.168.1.1/doc/landnshost.htm 53]
Host's IP Address
[CJonly use this record for responding to DNS queries if the sender's IP
Address (client making the request) is in the same subnet as the host's
IP Address.
| ok || Close |

) Host’s IP Address - Enter the IP address to be returned
in response to a DNS query for the configured domain
names and aliases.

®  Only responds to the DNS.... - Select to use this IP
address only if the IP address of the source of the DNS
query belongs to the same subnet as the host IP address
entered above.

After changes have been made, click OK to save and dismiss
the dialog box, or Close to discard the changes and dismiss
the dialog box.

Delete -To delete an IP address, click on it and then click
Delete.

If DNS Forwarding is
selected

Domain Name - Enter the domain name for the router to look
for in DNS queries to intercept and reply to. Wildcards in the
form of asterisks (*) can be used to match a domain level. For
example, *.draytek.com will match domain names such as
www.draytek.com and ftp.draytek.com, whereas
www.draytek.* will match domain names such as
www.draytek.com and www.draytek.co.uk.
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DNS Server IP / Host Name - Enter the IP address of the DNS
server or the host name you want to use for DNS forwarding.

To save changes made to the LAN DNS profile, click OK. To clear the profile and restore the
factory default blank values, click Clear.

11-5-3 DNS Security

DNS security is able to ensure that the incoming data is not falsified and the source of the
data is secure and correct to prevent from DNS attack by someone.

[1-5-3-1 General Setup

All of WAN interfaces of Vigor router can be configured with DNS Security enabled
respectively.

Application == DNS Security J

DNS Security

General Setup Domain Diagnosis Refresh
Interface Enable Primary DNS Secondary DNS Bogus DNS Reply
WAN1L ]
WANZ ] -
WAN3 O =
WAN4 O

Note:
i The DMS server supports DNSSEC

% The DMS server does not support DNSSEC, function may not work as expected even if it is enabled
L ok |

Available settings are explained as follows:

Item Description

Interface There are four WAN interfaces allowed to be set with DNS
security enabled.

Enable Check the box to enable the DNS security management.

Primary DNS Display the IP address of primary DNS obtained from DHCP

server or specified by Static WAN.

Secondary DNS

Display the IP address of secondary DNS obtained from DHCP
server or specified by Static WAN.

Bogus DNS Reply

Sometime, Vigor router might encounter packets from bogus
DNS inquiry. There are two ways to reply such DNS inquiry.

Drop - Discard the packets.

Pass - Accept the packets and let them pass through Vigor
router.

162

Vigor2832 Series User’s Guide



[1-5-3-2 Domain Diagnose
This page is used to configure settings for manually detecting if the domain is secure not.

Application == DNS Security 4

DNS Security

General Setup Domain Diagnosis DNS Cache
Domain: | | ®1pva O1pve
Interface:
DM5S Server: | |
[ Diagnose |
Note:

If the domain has not been queried before, it will take a few seconds to process.

Result Clear |

Domain Name IP RZddress Interface Verify Result

Available settings are explained as follows:

Item Description

Domain Type the domain name or IP address (IPv4/IPv6) that you
want to query.

Interface Specify the interface required for executing diagnose.

DNS Server Type the IP address of the DNS Server which will diagnose the
domain specified above.

Diagnose Click it to perform the diagnosis for the domain.

Result The diagnosed information will be displayed on such field.
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[1-5-4 Schedule

The Vigor router has a built-in clock which can update itself manually or automatically by
means of Network Time Protocols (NTP). As a result, you can not only schedule the router to
dialup to the Internet at a specified time, but also restrict Internet access to certain hours so
that users can connect to the Internet only during certain hours, say, business hours. The
schedule is also applicable to other functions.

You have to set your time before set schedule. In System Maintenance>> Time and Date
menu, press Inquire Time button to set the Vigor router’s clock to current time of your PC.
The clock will reset once if you power down or reset the router. There is another way to set
up time. You can inquiry an NTP server (a time server) on the Internet to synchronize the
router’s clock. This method can only be applied when the WAN connection has been built up.

Applications >> Schedule

Schedule : Current System Time | 2000 Jan 6 Thu 22 :55:12 | | System time set | Setto Factory Default
Index Enable Comment Time Frequency
Sun.
o
- Sun.
S
Sun.
- | -
- Sun.
v
Sun.
: |«
- Sun.
£
Sun.
: |-
- Sun.
£
Sun.
i
o Sun.
oY
Sun.
~ | =
- Sun.
®oH
Sun.
il
- Sun.
®oY
Sun.
il
Bl Force on Force down
Available settings are explained as follows:
Item Description
Current System Time Display the time Vigor router used.

System time set

Click it to acess into the time setup page (System
Maintenance>>Time and Date).

Set to Factory Default Clear all profiles and recover to factory settings.
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Index

Click the number below Index to access into the setting page
of schedule.

Enable Check the box to enable such schedule profile.

Comment Display the name of the time schedule.

Time Display the valid time period by time bar.

Frequency Display which day(s) will be always on and which day(s) will

be always off of the schedule profile by color boxes.
- If it lights in green, it means such schedule is active.

You can set up to 15 schedules. Then you can apply them to your Internet Access or VPN and
Remote Access >> LAN-to-LAN settings.

To add a schedule:

1. Click any index, say Index No. 1.

2. The detailed settings of the call schedule with index 1 are shown below.

Applications => Schedule

Index No. 1 Current System Time |2000 Jan 6 Thu 22 : 55 : 1 | System time set |

Enable Schedule Setup

Comment

Action

How Often

' Once

Start Date (yyyy-mm-dd)  [2000 v {1 ~|[1 ~]
Start Time (hh:mm) :
Duration Time (hh:mm) :

End Time (hh:mm} 00 :| 00

® weekdays

Force On  w

O sun Mon Tue Wed Thu Fri [ sat
O Monthly, on date
) Cycle duration: days (Cycle will start on the Start Date.)
Note:
Comment can only contain A-Z 3-z0-9, . { F-_() s ~"|

[ oK || Clar || Cancel |

Available settings are explained as follows:

Iltem Description

Enable Schedule Check to enable the schedule.

Setup

Comment Type a short description for such schedule.
Start Date Specify the starting date of the schedule.
(yyyy-mm-dd)

Start Time (hh:mm)

Specify the starting time of the schedule.

Duration Time
(hh:mm)

Specify the duration (or period) for the schedule.

End Time (hh:mm)

It will be calculated automatically when Start Time and
Duration Time are configured well.
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Action Specify which action Call Schedule should apply during the

period of the schedule.
Force On -Force the connection to be always on.
Force Down -Force the connection to be always down.

How Often Specify how often the schedule will be applied.

® Once -The schedule will be applied just once

® Weekdays -Specify which days in one week should
perform the schedule.

@® Monthly, on date - The router will only execute the
action applied such schedule on the date (1 to 28) of a
month.

® Cycle duration - Type a number as cycle duration.

Then, any action applied such schedule will be
executed per several days. For example, “3” is selected
as cycle duration. That means, the action applied such
schedule will be executed every three days since the
date defined on the Start Date.

3. Click OK button to save the settings.

Example

Suppose you want to control the PPPOE Internet access connection to be always on (Force On)
from 9:00 to 18:00 for whole week. Other time the Internet access connection should be

disconnected (Force Down).

Office 11z 1
Hour: "’__T 2
9 3
(Force On) - o
Mon - Sun 9:00 am to
1.
2.
3.
4.

6:00 pm

Make sure the PPPoE connection and Time Setup is working properly.
Configure the PPPoE always on from 9:00 to 18:00 for whole week.
Configure the Force Down from 18:00 to next day 9:00 for whole week.

Assign these two profiles to the PPPOE Internet access profile. Now, the PPPOE Internet

connection will follow the schedule order to perform Force On or Force Down action

according to the time plan that has been pre-defined in the schedule profiles.

[1-5-5 RADIUS/TACACS+

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

[1-5-5-1 External RADIUS
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The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

Vigor router can be operated as a RADIUS client. This web page is used to configure settings
for external RADIUS server. Then LAN users of Vigor router will be authenticated and
accounted by such server for network application.

Applications == RADIUS/TACACS+

External RADIUS Internal RADIUS

External TACACS+

CJIEnable

Comments: Max: 23 characters

RADIUS Request Interval 2

Primary Server

Primary Server
Secret
Authentication Port

Retry
Secondary Server

Secondary Server
Secret
Authentication Port

Retry

sec (2~30)

2 times(1~3)

2 times(1~3)

RADIUS Server Status Log

OK | | Clear | | Cancel |

Refresh | Clear |

Available settings are explained as follows:

Item Description
Enable Check to enable RADIUS client feature.
Comments Enter a brief description.

RADIUS Request Interval

Set a timeout value for the router waiting for a response
from the RADIUS server. If no response, Vigor router will send
the authentication request again.

Primary Server

Primary Server - Enter the IP address of RADIUS server.

Secret - The RADIUS server and client share a secret that is
used to authenticate the messages sent between them. Both
sides must be configured to use the same shared secret. The
maximum length of the shared secret you can set is 36
characters.

Authentication Port - The UDP port number that the RADIUS
server is using. The default value is 1812, based on RFC 2138.

Retry - Enter a times number for sending the access request
to the RADIUS server. When reaching the threshold of retry
number, Vigor system will switch and send the request to the
other RADIUS server (e.g., secondary server).
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Secondary Server

Secondary Server - Enter the IP address of RADIUS server.

Secret - The RADIUS server and client share a secret that is
used to authenticate the messages sent between them. Both
sides must be configured to use the same shared secret. The
maximum length of the shared secret you can set is 36
characters.

Authentication Port - The UDP port number that the RADIUS
server is using. The default value is 1812, based on RFC 2138.

Retry - Enter a times number for sending the access request
to the RADIUS server. When reaching the threshold of retry
number, Vigor system will switch and send the request to the
primary RADIUS server.

RADIUS Server Status Log

Display the record of current status of RADIUS server.

After finished the above settings, click OK button to save the settings.

11-5-5-2 Internal RADIUS

Except for being a built-in RADIUS client, Vigor router also can be operated as a RADIUS server
which performs security authentication by itself. This page is used to configure settings for
internal RADIUS server. Then LAN user of Vigor router will be authenticated by Vigor router

directly.

Applications >>= RADIUSITACACS+

External RADIUS

Internal RADIU S

External TACAC S+

[J Enable
Authentication Port 1812
RADIUS Client Access List

Index Enable Shared Secret

2 Max: 31 ¢
3 Max: 31 ¢
4

Max: 31 ¢

1 Max: 31 character

IP Address IP Mask IPv6 Address IPv6 Length
0.0.0.0 0.0.0.0 " 0

r 10.0.0.0 0.0.0.0 .. 0

r| 10.0.0.0 0.0.0.0 :: 0

r| 10.0.0.0 0.0.0.0 0

Authentication

Method

802.1X Method

Support 802.1X Method
EAP_TTLS/PAP
EAP_PEAP/MSCHAPv2

EAP_TTLS/MSCHAP

EAP_TTLS/MSCHAPv2

User Profile

Available List

Authentication List

[Jsynchronize Internal RADIUS user list to Local 802.1X user list.

Note:

Available settings are explained as follows:
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Item Description

Enable Check to enable internal RADIUS client feature.

Authentication Port Set a port number for internal RADIUS server.

RADIUS Client Access List | Allow to configure that clients under specified domain (IPv4
and IPv6) must be authenticated with the specified shared
secret.

Enable - Check to enable RADIUS client feature.

Shared Secret - The RADIUS server and client share a secret
that is used to authenticate the messages sent between
them. Both sides must be configured to use the same shared
secret. The maximum length of the shared secret you can set
is 36 characters.

IP Address - Type the IP addres of the wired/wireless
client.

IP Mask - Type the subnet mask required for the IP address.

IPv6 Address - Type the IPv6 address of the wired/wireless
client.

IPv6 Length - Type the prefix length required for the IPv6
address.

Authentication Specify the way to authenticate the wireless client.

PAP Only / PAP/CHAP/MS-CHAP/MS-CHAPV2 - Choose PAP
Only. Or choose the one which supports PAP, CHAP, MS-CHAP
and MS-CHAPv2.

Support 802.1X Method - The built in RADIUS server offered
by Vigor router can act as the AAA server. Check the box to
enable the function of authentication mechanism.

User Profile During the process of security authentication, user account
and user password will be required for identity
authentication. Before configuring such page, create at least
one user profile in User Management>>User Profile first.

Select All - Click it to select all of the user profiles in

Available List.
Clear All- Click to remove all of the user profiles in Available
List.

Available List - The user profiles without RADIUS server
enabled in User Management >> User Profile will be listed
in this field.

Authentication List -The user profiles with RADIUS server
enabled in User Management >> User Profile will be listed

in this field.
Synchronize Internal Users can be authenticated by RADIUS server and local
RADIUS user list to Local 802.1X to get certain network service. It is not necessary to
802.1X user list create new user profiles (containing user accounts and user

passwords) for RADIUS and local 802.1X respectively.

Simply check this box; all of the user profiles (prepared for
RADIUS server authentication) listed in Authentication List
will be synchronized for local 802.1X user authentication.

After finished the above settings, click OK button to save the settings.
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11-5-5-3 External TACACS+

It means Terminal Access Controller Access-Control System Plus. It works like RADIUS does.
Click the TACACS+ Setup to open the following page:

Applications >> RADIUS/ITACACS+

External RADIUS Internal RADIUS External TACACS+

EEnable
Server IP Address |'-.'Ia:<: 15 characters
Destination Port
Type
Shared Secret |'-;Ia:<: 36 characters |
Confirm Shared Secret |'-:Ia:<: 36 characters |

| oK || Clear | | Cancel |

Available settings are explained as follows:

Item Description

Enable Check to enable TACACS+ feature.

Server IP Address Enter the IP address of TACACS+ server.

Destination Port The UDP port number that the TACACS+ server is using.
Shared Secret The TACACS+ server and client share a secret that is used to

authenticate the messages sent between them. Both sides
must be configured to use the same shared secret.

Confirm Shared Secret Re-type the Shared Secret for confirmation.

After finished the above settings, click OK button to save the settings.
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lI-5-6 Active Directory/ LDAP

Lightweight Directory Access Protocol (LDAP) is a communication protocol for using in TCP/IP
network. It defines the methods to access distributing directory server by clients, work on
directory and share the information in the directory by clients. The LDAP standard is
established by the work team of Internet Engineering Task Force (IETF).

As the name described, LDAP is designed as an effect way to access directory service without
the complexity of other directory service protocols. For LDAP is defined to perform, inquire
and modify the information within the directory, and acquire the data in the directory
securely, therefore users can apply LDAP to search or list the directory object, inquire or
manage the active directory.

General Setup
This page allows you to enable the function and specify general settings for LDAP server.

Applications => Active Directory /[LDAP

General Setup Active Directory / LDAP Profiles | Setto Factory Default |
[JEnable
Bind Type
Server Address
Destination Port 389 Use SSL
Regular DM
Regular Password
| OK | | Cancel |
Available settings are explained as follows:
Item Description
Enable Check to enable such function.
Bind Type There are three types of bind type supported.

® Simple Mode - Just simply do the bind authentication
without any search action.

®  Anonymous - Perform a search action first with
Anonymous account then do the bind authentication.

® Regular Mode- Mostly it is the same with anonymous
mode. The different is that, the server will firstly check
if you have the search authority.

For the regular mode, you’ll need to type in the Regular DN
and Regular Password.

Server Address Enter the IP address of LDAP server.

Destination Port Type a port number as the destination port for LDAP server.
Use SSL Check the box to use the port number specified for SSL.
Regular DN Type this setting if Regular Mode is selected as Bind Type.
Regular Password Specify a password if Regular Mode is selected as Bind Type.
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After finished the above settings, click OK button to save the settings.

Active Directory / LDAP Profiles

You can configure eight AD/LDAP profiles. These profiles would be used with User
Management for different purposes in management.

Applications => Active Directory /[LDAP

General Setup

Active Directory / LDAP Profiles | Setto Factory Default |

Index Name

[l B Sl L el

Distinguished Name

Click any index number link to open the following page.

Applications == Active Directory (LDAP>>Server Profiles

Index No. 1

Mame
Common Name Identifier
Base Distinguished Name

Additional Filter

Group Distinguished Mame

Note:

Please type in your additional filter for BaseDN search request. For example, "gidMumber=500" for
OpenLDAP, and "msNPAllowDialin=TRUE" for AD.

| OK | | Cancel |

Available settings are explained as follows:

Item

Description

Name

Type a name for such profile. The length of the user name is
limited to 19 characters.

Common Name ldentifier

Type or edit the common name identifier for the LDAP server.
The common name identifier for most LDAP server is “cn”.

Base Distinguished Name
/ Group Distinguished
Name

Type or edit the distinguished name used to look up entries on
the LDAP server.

Sometimes, you may forget the Distinguished Name since it’s

too long. Then you may click the button to list all the
account information on the AD/LDAP Server to assist you finish
the setup.
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Additional Filter Type the condition for additional filter.

After finished the above settings, click OK to save and exit this page. A new profile has been
created.
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l1-5-7 UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT routers,
the major feature of UPnP on the router is “NAT Traversal”. This enables applications inside
the firewall to automatically open the ports that they need to pass through a router.

1)

Info UPNP is required for some applications such as PPS, Skype, eMule...and etc.
If you are not familiar with UPnP, it is suggested to turn off this function for
security.

Applications == UPnP

UPnP

Enable UPNP Service Default WAN »
[J Enable Connection Control Service
[ Enable Connection Status Service

Note:

To allow NAT pass-through to a2 UPnP enabled client the connection control service must also be
enabled.

| oK | | Clear | | Cancel |

Available settings are explained as follows:

Item Description

Enable UPNP Service Accordingly, you can enable either the Connection Control
Service or Connection Status Service.

Default WAN It is used to specify the WAN interface for applying such
function.

The reminder as regards concern about Firewall and UPnP:
Can't work with Firewall Software

Enabling firewall applications on your PC may cause the UPnP function not working properly.
This is because these applications will block the accessing ability of some network ports.

Security Considerations

Activating the UPnP function on your network may incur some security threats. You should
consider carefully these risks before activating the UPnP function.

® Some Microsoft operating systems have found out the UPnP weaknesses and hence you
need to ensure that you have applied the latest service packs and patches.

® Non-privileged users can control some router functions, including removing and adding
port mappings.

The UPnP function dynamically adds port mappings on behalf of some UPnP-aware
applications. When the applications terminate abnormally, these mappings may not be
removed.
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11-5-8 IGMP

IGMP is the abbreviation of Internet Group Management Protocol. It is a communication
protocol which is mainly used for managing the membership of Internet Protocol multicast
groups.

[1-5-8-1 General Setting

Applications => IGMP

General setting Working status

[JIGMP Proxy

IGMP Proxy acts as a multicast proxy for hosts on the LAN side. Enable IGMP proxy to access any multicast
group. This function takes no effect when Bridge Mode is enabled.

Interface WAN1 4
IGMP version

General Query Interval (seconds)
Add PPP header (]

(Encapsulate IGMP in PPPoE)
Enable IGMF syslog

[JIGMP Snooping
Enable: Forwards multicast traffic only to ports that are members of that group.
Disable: Treats multicast traffic the same as broadcast traffic.

IGMP Fast Leave

The router stops forwarding multicast traffic to a LAM port as soon as it receives a leave message from
that port.

Each LAN port should have no more than one IGMP host connected.
IGMP Accept List
Only allow the IP of the LAN device to be included in the specified object/group to use IGMP.

| oK | | Cancel |

Available settings are explained as follows:

Item Description

IGMP Proxy Check this box to enable this function. The application of
multicast will be executed through WAN /PVC/VLAN port.
In addition, such function is available in NAT mode.

Interface - Specify an interface for packets passing
through.

IGMP version - At present, two versions (v2 and v3) are
supported by Vigor router. Choose the correct version
based on the IPTV service you subscribe.

General Query Interval - Vigor router will periodically
check which IP obtaining IPTV service by sending query. It
might cause inconvenience for client. Therefore, set a
suitable time (unit: second) as the query interval to limit
the frequency of query sent by Vigor router.

Add PPP header - Check this box if the interface type for
IGMP is PPPOE. It depends on the specifications regulated
by each ISP. If you have no idea to enable or disable, simply
contact your ISP providers.

Enable IGMP syslog - Check the box to save the IGMP
record on Syslog.
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IGMP Snooping Check this box to enable this function. Multicast traffic will

be forwarded to ports that have members of that group.
Disabling IGMP snooping will make multicast traffic treated
in the same manner as broadcast traffic.

IGMP Fast Leave Check this box to make the router stop forwarding

multicast traffic to a LAN port as soon as it receives a leave
message from that port. Each LAN port should have one
IGMP host connected.

After finishing all the settings here, please click OK to save the configuration.

[1-5-8-2 Working Group
Applications == IGMP

General setting Working status

Multicast Group Table

Refresh |

Index Group ID P1 P2 P3 P4 I
IGMP Device Table
Index MAC Address IP Address Interface IGMP Version
Available settings are explained as follows:
Item Description
Refresh Click this link to renew the working multicast group status.
Group ID This field displays the ID port for the multicast group. The

239.255.255.254.

available range for IGMP starts from 224.0.0.0 to

P1 to P4 It indicates the LAN port used for the multicast group.
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[1-5-9 Wake on LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake up
a specified PC through the router, he/she must type correct MAC address of the specified PC
on this web page of Wake on LAN (WOL) of this router.

In addition, such PC must have installed a network card supporting WOL function. By the way,
WOL function must be set as “Enable” on the BIOS setting.

Applications »> Wake on LAN

Wake on LAN
wake by
IP Address:
MAC Address: CHH I H ] [ wekeupt |
Result
4
Note:

Wake on LAN integrates with Bind IP to MAC function; only bound PCs can wake up through IP.

Available settings are explained as follows:

Item Description

Wake by Two types provide for you to wake up the binded IP.

® [f you choose Wake by MAC Address, you have to type
the correct MAC address of the host in MAC Address
boxes.

® [f you choose Wake by IP Address, you have to choose
the correct IP address.

IP Address The IP addresses that have been configured in
Firewall>>Bind IP to MAC will be shown in this drop down
list. Choose the IP address from the drop down list that you
want to wake up.

MAC Address Type any one of the MAC address of the bound PCs.

Wake Up Click this button to wake up the selected IP. See the
following figure. The result will be shown on the box.
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[1-5-10 SMS / Mail Alert Service

The function of SMS (Short Message Service)/Mail Alert is that Vigor router sends a message to
user’s mobile or e-mail box through specified service provider to assist the user knowing the
real-time abnormal situations.

Vigor router allows you to set up to 10 SMS profiles which will be sent out according to
different conditions.

SMS Alert

This page allows you to specify SMS provider, who will get the SMS, what the content is and
when the SMS will be sent.

Applications => SMS | Mail Alert Service

SMS Alert Mail Alert | Setto Factory Default |
Index Enable SMS Provider Recipient Number Notify Profile Schedule(1-15)
1 [l
2 0
3 O
4 O
5 O
6 O
7 [l
3 O
9 O
10 O
Note:

All the SMS Alert profiles share the same "Sending Interval" setting if they use the same SMS Provider.

[ ok | | Cancel |

Available settings are explained as follows:

178

Item

Description

Enable

Check the box to enable such profile.

SMS Provider

Use the drop down list to choose SMS service provider.
You can click SMS Provider link to define the SMS server.

Recipient Number

Type the phone number of the one who will receive the
SMS.

Notify Profile

Use the drop down list to choose a message profile. The
recipient will get the content stated in the message profile.

You can click the Notify Profile link to define the content
of the SMS.

Schedule (1-15)

Enter the schedule number that the SMS will be sent out.

You can click the Schedule(1-15) link to define the
schedule.

After finishing all the settings here, please click OK to save the configuration.
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Mail Alert

This page allows you to specify Mail Server profile, who will get the notification e-mail, what
the content is and when the message will be sent.

Application >> SMS [ Mail Alert Service

SMS Alert Mail Alert | Set to Factory Default |
Index Enable Mail Service Mail Address Notify Profile Schedule(1-15)
1 [l
2 0
3 O
4 O
5 O
6 O
7 0
8 O
9 O
10 O
Note:

All the Mail Alert profiles share the same "Sending Interval” setting if they use the same Mail Server.

[ ok | | Cancel |

Available settings are explained as follows:

Item Description
Enable Check the box to enable such profile.
Mail Service Use the drop down list to choose mail service object. All of

the available objects are created in Object
Settings>>SMS/Mail Service Option. If there is no object
listed, click Mail Service link to define a new one with
specified service provider.

Mail Address Enter the e-mail address of the one who will receive the
notification message.

Notify Profile Use the drop down list to choose a message profile. The
recipient will get the content stated in the message profile.

You can click the Notify Profile link to define the content
of the mail message.

Schedule (1-15) Enter the schedule number that the notification will be
sent out.

You can click the Schedule(1-15) link to define the
schedule.

After finishing all the settings here, please click OK to save the configuration.
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11-5-11 Bonjour

Bonjour is a service discovery protocol which is a built-in service in Mac OS X; for Windows or
Linux platform, there is correspondent software to enable this function for free.

Usually, users have to configure the router or personal computers to use above services.
Sometimes, the configuration (e.g., IP settings, port number) is complicated and not easy to
complete. The purpose of Bonjour is to decrease the settings configuration (e.g., IP setting).
If the host and user’s computer have the plug-in bonjour driver install, they can utilize the
service offered by the router by clicking the router name icon. In short, what the
Clients/users need to know is the name of the router only.

To enable the Bonjour service, click Applications>>Bonjour to open the following page.
Check the box(es) of the server service(s) that you want to share to the LAN clients.

Applications == Bonjour d

Bonjour Setup

[J Enable Bonjour Service
HTTP Server
Telnet Server
FTP Server
S5H Server
LPR. Printer Server

| oK | | Cancel |

Below shows an example for applying the bonjour feature that Vigor router can be used as the
FTP server.

1. Here, we use Firefox and DNSSD to discover the service in such case. Therefore, just
ensure the Bonjour client program and DNSSD for Firefox have been installed on the
computer.

) Browser - Mozilla Firefox
File Edit View History Bookmarks Tools Help
| @ Mozilla Frefox Start Page = | L Browser |1 Browser * | L1 Browser

€ B3 | @ chrome:dnssdicontent/browser htm]
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2. Open the web browse, Firefox. If Bonjour and DNSSD have been installed, you can open
the web page (DNSSD) and see the following results.

chrome:/dnssd/content/browser.html ¢ ||B- Google
DNSSD for Firefox
Browser Caonfiguration Options Diagnostic Information

Interface Name Type Domain Service Info

2 DS1010F lus _http._tep local Select a service on the [eft to view
further details

2 DE1010Pus(WebDAY) _http_tcp local

2 HP Laserlet 1300 _ipp._tcp. local

2 tetseng-vitual-machine {b _udisks-ssh._tcp. local

2 tetseng-virtual-machine [00:0c:29:78:bc:24] _workstation_tcp local

2 tomkac-desktop [00:0c:29:26:02:5d] _winrkstation._tcp local

3. Open System Maintenance>>Management. Type a name as the Router Name and click

OK.
System Maintenance == Management o
IPv4 Management Setup IPv6 Management Setup LAN Access Setup
Router Mame DrayTek |
[ Default:Disable Auto-Logout Management Port Setup
[J Enable validation Code in Internet/LAN Access @® user Define Ports O Default Ports
Note: IES and below version does NOT support Dray0S Telnet Port (Default: 23)
CAPTCHA auth code. HTTP Port (Default: 80)
Internet Access Control HTTPS Port (Default: 443)
[Jallow management from the Internet FTP Port (Default: 21)
Domain name allowed TRO&9 Port 8069 (Default: 8069)
FTP Server SSH Port (Default: 22)
HTTP Server = Enforce HTTPS Access Note:
HTTPS Server Ports 8001 and 8043 are used for Hotspot Web Portal.

Telnet Server

4. Next, open Applications>>Bonjour. Check the service that you want to use via Bonjour.

Applications == Bonjour o

Bonjour Setup

Enable Bonjour Service
HTTP Server
Telnet Server

FTP Server

SSH Server

LPR Printer Server

< J << W)

| oK | | Cancel |

5. Open the DNSSD page again. The available items will be changed as the follows. It means
the Vigor router (based on Bonjour protocol) is ready to be used as a printer server, FTP
server, SSH Server, Telnet Server, and HTTP Server.
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| @ chrome /dnssd/content/browser. html

¢ | 8- Google

DNSSD for Firefox

Birowser Configuration Options

Diagnostic Infarmation

Interface Name

2 DS1010PIus

2 DE1010P lus(WWebDAY)

2 HP Laserlet 1300

2 Wigor Router

2 Wigor Router

2 “igor Router

2 Wigor Router

2 Wigor Router

2 tetseng-virtual-machine

2 tetsengvirtualmaching [00:0c:29:78: be:24]
2 tormkac-desktop [00:0c:29:26:09:54d]

Type Domain Service Info
_http._tep local. Select a service on the left to view
further details
_http_tep local
_ipp._tcp. local
_ftp_tep local
_http._tep local.
_printer._top. local.
_ssh._tcp. local.
_telnet._tcp local
0
hW) _udisks-zsh._tcp local
_wiorkstation._top. local.
_workstation._top. local.

6. Now, any page or document can be printed out through Vigor router (installed with a

printer).

Prinker
Mame Microsoft KPS Document YWriker Properties... ]
Stakus Auka HP Laserlet 1200 Series PCL on RD-KC
Auko Microsoft KPS Document Writer on RD-KC
Type Auka Microsaft %P5 Document ‘Writer an TIM-PiC
Lacation Wigar Router
Carnrnert
[ ] Prink ko file
Print range Copies
(&) &ll pages Mumber of copies -
(O Pages 1 =, =,
) | | [ 2 3 [ 2 3 Collate
Selection 1 1
Qpkions, ., [ (0] 4 l [ Zancel ] [ Help
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11-5-12 Local 802.1X General Setup

Such page allows you to configure general settings for Local 802.1X server built in Vigor router.
The local 802.X server can be used to authenticate wired and wireless LAN clients.

Applications => Local 802.1X General Setup

Local 802.1X General Setup

Enable

EAP_TTLS/PAP EAP_TTLS/MSCHAP EAP_TTLS/MSCHAPv2
EAP_PEAP/MSCHAPV2

User Profile

| Select All | | Clear All |
Available List Authentication List

[ ]
[ ]

Sync User Profile Setting to Internal Radius

Note:
1. Only the user profiles which is enabled in User Management => User Profile will be listed here.
2. Wireless LAN and Wired 802.1X used the same User Profile as its identity and password.

OK Cancel
| | | |
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Applications => Local 802.1X General Setup

Local 802.1X General Setup

[J Enable

[JEAP_TTLS/PAP

User Profile

Jeap_TTLS/MSCHAP [ JEAP_TTLS/MSCHAPVZ
CJEAP_PEAP/MSCHAPV2

| Selectall | | Clear Al |

Available List

Authentication List

L> |

Le |

[Jsync User Profile Setting to Internal Radius

Note:

1. Only the user profiles which is enabled in User Management == User Profile will be listed here.
2. Wireless LAN and Wired 802.1X used the same User Profile as its identity and password.

| oK | | cancel |

Available settings are explained as follows:

Item Description

Enable Click it to enable the built-in 802.1X server.
At present, such feature can be used for wireless and wired
802.1x authentication.

User Profile Select All - Click to add all User Profiles to the 802.1X server.

All profiles will appear under the Authentication List.

Clear All - Remove all user profiles from the 802.1X server.
All profiles will appear under Available List.

Sync User Profile ....

Make the enabling/disabling setting for both Internal RADIUS
and Local 802.1X synchronize for all of the user profiles
(User Management>>User Profile).

For example, if Local 802.1x is configured as Enabled
(checked), the Internal RADIUS will be configured as Enabled
too.

3. Internal Services
| @ Internal RaDIUS ¥ Local B0Z2.1x%

Note:

Internal Services means the account and passwaord of this user profile can be used by other
application.

QK Refresh Clear Cancel

If Local 802.1X is configured as Disabled (unchecked), the
Internal RADIUS will be changed as Disabled too, even if it is
enabled previously.

3. Internal Services
| Internal RADIUS Local 802.1%

Hote:

Internal Services means the account and password of this user profile can be used by other
application.

0K Refresh Clear Cancel
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OK Click it to save the settings.

Cancel Click it to give up all settings configuration.

When you finish the configuration, please click OK to save and exit this page.
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Application Notes

A-1 How to Implement the LDAP/AD Authentication for User Management?

For simplifying the configuration of LDAP authentication for User Access Management, we
implement “Group” feature.

There is no need to pre-configure user profile for each user on Vigor router anymore. We only
need to configure the Groups DN, then the Vigor router (e.g., Vigor2832 series) can pass the
authentication to LDAP server with the pre-defined Group path.

Below shows the configuration steps:
1. Access into the web user interface of the Vigor router.

2. Open Applications>>Active Directory /LDAP to get the following page for configuring
LDAP related settings.

Applications == Active Directory [LDAP

General Setup Active Directory / LDAP Profiles | Setto Factory Default |
Enable

Bind Type Regular Mode v

Server Address [172.16.2.8 |

Destination Port Cuse ssL

Regular DN |uid:‘.fpntest.ou:vpnuser.dFms.dc=dray‘tek |

Regular Password | |

| OK | | Cancel |

There are three types of bind type supported:
® Simple Mode - Just simply do the bind authentication without any search action.

® Anonymous - Perform a search action first with Anonymous account then do the
bind authentication.

® Regular Mode- Mostly it is the same with anonymous mode. The different is that,
the server will firstly check if you have the search authority.
For the regular mode, you’ll need to type in the Regular DN and Regular Password.

3. Create LDAP server profiles. Click the Active Directory /LDAP tab to open the profile
web page and click any one of the index number link.

If we have two groups “RD1” and “SHRD” on LDAP server, we can configure two LDAP
server profiles with different Group Distinguished Name.
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Applications => Active Directory [LDAP>>Server Profiles

Index No. 1
Mame |rd1 |
Common Name Identifier |uid |
Base Distinguished Name |ou=peopIe:dc=ms,de=draytek,dc=company | =
Additional Filter |cn:Shrd.ou:group,dc:ms:dc:draytek |
Group Distinguished Name | | =]
Note:

Please type in your additional filter for BaseDN search request. For example, "gidNumber=500" for
OpenLDAP, and "msNPAllowDialin=TRUE" for AD.

oK | | Cancel

and

Applications => Active Directory /LDAP>>Server Profiles

Index No. 2
Name |shrd |
Common Mame Identifier |uid |
Base Distinguished Name |0u=people,dc:ms.dc=draytek,dc=company | =]
Additional Filter |cn=shrd.ou=group,dc=ms:dc=draytek |
Group Distinguished Name | | =]
Note:

Please type in your additional filter for BaseDN search request. For example, "gidMumber=500" for
OpenlLDAPR, and "msNPAllowDialin=TRUE" for AD.

| oK | | Cancel |

4.  Click OK to save the settings above.

5.  Open User Management>>General Setup. Select User-Based as the Mode option.

User Management >> General Setup

General Setup

Mode Selection:

() Rule-Based is 3 management method based on IP address. Administrator may set
different firewall rules to different IP address.

@ User-Based is 3 management method based on user profiles. Administrator may set
different firewall rules to different user profiles.

Notice for User-Based mode:

+ In User-Based mode, Active Rules in Firewall will be applied to all LAN clients,
packets that matches the Active Rules will be blocked or pass immediately, no user
authentication is required.

* Only Inactive Rules in Firewall can be set for individual user profile. In User-Based
mode, packets that do not match Active Rules will need authentication, and the
Inactive Rule applied to the specific user profile will then take effect.

Authentication page:
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6.

Then open VPN and Remote Access>>PPP General Setup to check the profile(s) that

will be authenticated with LDAP server.

VPN and Remote Access == PPP General Setup

PPP General Setup

PPPIMP Protocol
Dial-In PFP
Authentication

Dial-In PPP
Encryption{MPPE

[ PAP/CHAP/MS-CHAPIMS-CHAPV2 v |

) | Optional MPPE v

Mutual Authentication (PAP} O ves @ No
Username | Max: 23 characters |
Password | Max: 19 characters |

IP Address Assignment for Dial-In Users when DHCP is
disabled.

Start IP Address IF Pool Counts

LAN 1[192.168.1.200 |50
LAN 2 |192.165.2.200 50
LAN 3| 192.165.3.200 50
LAN 4 192.165.4.200 50

PPP Authentication Methods
Remote Dial-in User
RADIUS

’n IR =N

Crd1
Cshrd

- RrEEs=

Note:

1.Please select 'PAP Only 'Dial-In PPP
Authentication',if you want to use AD/LDAP or
TACACS+ for PPP Authentication.

2. Default priority is Remote Dial-in User -
RADIUS -= AD/LDAP -> TACACS+.

3.Vigor router also supports Frame-IP-Address
from RADIUS server to assign IP address to
VPN client.

While using RADIUS or LDAP Authentication:

Assign IP from subnet: |LANT +

After above configurations, users belong to either “rd1” or “shrd” group can access Internet
after inputting their credentials on LDAP server.
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A-2 How to use DrayDDNS?

Vigor router supports various DDNS service providers, user can set up user-defined profile to
update the DDNS even the service provider is not on the list. Now, DrayTek starts to support
our own DDNS service - DrayDDNS. We will provide a domain name for each Vigor Router, this
single domain name can record IP addresses of all WAN.

Activate DrayDDNS License

1. Go to Wizards >> Service Activation Wizard, wait for the router to connect to MyVigor
server, then tick DT-DDNS and | have read and accept the above Agreement, click

Next.

Service Activation Wizard

Select the service type that you want to activate

Activation Date : 2017-02-23
Web Content Filter(WCF) Service :

BPiM License Agreement

This is a web content filter that is provided by the German government. 1t is a free service without any guarantee and will expire one
year after activation. You may re-activate the service after expiry.

Cyren 30-Days Free Trial License Agreement

This is a worldwide web content filter service. The free trail license can only be used once. At the end of the free trail period you may
purchase the offical one-year Cyren Web Content Filter from an authorized DrayTek reseller.

APP Enforcement{APPE) Service :
DT-APPE License Agreement
Upgrade APPE Signature automatically.

Dynamic DNS{DDNS) Service :

DT’DDNS License Agreement

This is a Dynamic Demain Name Service that is provided by DrayTek company. It is a free service will expire 1 year after activation.
You may re-active the service after expiry.

Domain Name : bl e 1 | .drayddns.com

* Please note that the DrayDDNS serivce is currently for internal use only.

[ have read and accept the above Agreement. (Please check this box).

2.  Confirm the information, then click Activate.

Service Activation Wizard

Please confirm your settings

Sevice Type : Trial version

Sevice Activated : pynamic DNS ( Lf=y8i a5 Ll : |.drayddns.com )

Please click Back to re-select service type you to activate.

<Back | | Activate | | Cancel |

3. MyVigor server will reply with the service activation information.
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DrayTek Service Activation

Service Mame Start Date Expire Date Status

Web Content filter --- - Mot Activated
APP Enforcement --- - Mot Activated
DDMNS 2017-02-23 2018-02-23 DT-DDMS

Please check if the license fits with the service provider of your signature. To ensure
normal operation for your router, update your signature again is recommended,

Configure DDNS Profile

1. Go to Applications >> Dynamic DNS Setup,
a. Tick Enable Dynamic DNS Setup
b. Click an available profile index
c. Tick Enable Dynamic DNS Account
d. Select DrayTek Global (www.drayddns.com) as Service Provider
e. Select the WAN you would like to upload the IP to DDNS server
f. Click Get domain

g. Click OK on the pop up notification window

Applications >> Dynamic DNS Setup

Dynamic DNS Setup Set to Factory Default
¥ Enable Dynamic DNS Setup I View Log Force Update
Auto-Update interval 1440 Min(s) (180~ 14400)
Accounts:
Index WAN Interface Applications >> Dynamic DNS Setup >> Dynamic DNS Account Setup
1 WAN1 Only
2. WAN1 First Index : 2
3. WAN1 First ;IEnable Dynamic DNS Account
4. WAN1 First Service Provider \ DrayTek Global (www.drayddns.com) v \l
5 WAN1 First Status Activated [Start Date:2017-02-23 Expire Date:2018-02-23]
6. WAN1 First Domain Name .drayddns.com Get domain
Determine Real WAM IP WANIP v
0K WAN 1
. WAN 2
Determine WAN IP WAN 3
WAN 4
| OK | | Clear | | Cancel |

192.168.193.10 says:

Mote: Router will automatically get the domain name from MyVigor server.
Please kindly wait fer a while, then check the config again.

Prevent this page from creating additional dialogs.
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Wait few seconds for router to get the domain name, then, we can click the profile to

check the information of license and domain name.

Applications >> Dynamic DNS Setup

Dynamic DNS Setup Set to Factory Default

¥/ Enable Dynamic DNS Setup View Log | ‘ Force Update
Auto-Update Interval [1440 | Min(s) (180~14400)
Accounts:
Index WAN Interface Domain Name Active
1. WAN1 Only Customized v
| 2 WAN 1/2/3/4 *_bmiiHiIn” drayddns.com | v
3 WAN1 First b
4 WANL First Applications >> Dynamic DNS Setup >> Dynamic DNS Account Setup
3. WAN1 First
8. WAN1 First
Index : 2
¥ Enable Dynamic DNS Account
Service Provider | DrayTek Global (www.drayddns.com) v
Status Activated [Start Date:2017-02-23 Expire Date:2018-02-23]
Domain Name |1'I:|'I'::-'=' 124 ‘.‘drayddns com | | Edit domain
Determine Real WAN IP WANIP v
WANT -
Determine WAM IP RIE
WAN 3
WAN 4 -
OK | ‘ Clear | | Cancel

Modify Domain Name

Currently, only the domain name is allowed to be modified MyVigor website. We will need to
register the router to MyVigor server, and log in to MyVigor website to modify it.

1.

Please visit https://myvigor.draytek.com/ or go to Applications >> Dynamic DNS Setup

>> DrayDDNS profile and click Edit domain.

Applications >> Dynamic DNS Setup >> Dynamic DNS Account Setup

Index : 2
¥ Enable Dynamic DNS Account
Service Provider |DrayTek Global (www.drayddns.com) v |
Status Activated [Start Date:2017-02-23 Expire Date:2018-02-23]
Domain Name |‘|"i:|'l'.""'=' 154 |.|drayddns.com ||| Edit domain ||
Determine Real WAN IP WANIP v
WAN 1 -
) WWAN 2
Determine WAN IP WAN 3
WAN 4 ~
| 0K | | Clear | | Cancel |

Log in to MyVigor Website, choose the profile, then click Edit DDNS settings.

My Infarmation - My Products

Device Information

Davice Name : Tl #&
Serial Number : | 1H 3240104
Model : Vigor2825 Series

Rename Transfer Back
Action Status Start Date Expired Date Note
¥ weF BRjM [ Activate ® 0n
= weF Cyren [ Trial & on
». APPE DT-AFPPE Activale @ On
~. DONS DT-DONS Renew @ on | 2017-02-23 2018-02-23 | Edit DDNS setings |
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3.

Input the desired Domain name (e.g., XXXX25) and click Update.

Edit DDNS Settings

Please note that the DrayDDNS serivce is currently for internal use only.

pomain Name rayddns com

Current IP 192.168.39.44 Get PC's Internet IP
P

Last Update 2017/2/24 14:27:20

Status Update success

Vigor router will get the modified domain name when the it performs next DDNS
updating. We can click Sync domain to accelerate this process.

Applications >> Dynamic DNS Setup >> Dynamic DNS Account Setup

Index : 2
¥ Enable Dynamic DNS Account
Service Provider DrayTek Global (www.drayddns.com) v
Status Activated [Start Date:2017-02-23 Expire Date:2018.02-23
Domain Name IIESTEHE 1124 .drayddns.com Sync domain
WAN Interfaces WANIP r
WAN 1
) WAN 2
Determine WAN IP WAN 3
WAN 4
| OK | | Clear | | Cancel |

After few seconds, the router will get the new domain name and print it on the profiles
list.
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Applications >> Dynamic DNS Setup

Dynamic DNS Setup

Set to Factory Default

¥ Enable Dynamic DNS Setup

Auto-Update interval 1440

Accounts:

Index WAN Interface

1 WAN1 Only
2. WAN 1/2/3/4
3. WAN1 First
EA WAN1 First
3. WANL First
6. WAM1 First

Min(s) (180~14400)

View Log | | Force Update

Domain Name

Customized

1k T =& drayddns.com

Active

® X X ox <

Applications >> Dynamic DNS Setup

Dynamic DNS Setup

Set to Factory Default

¥ Enable Dynamic DNS Setup
Auto-Update interval 1440

Accounts:

Index WAN Interface
WAN1 Only
WAN 1/2/3/4
WAMN1 First
WAM1 First
WAM1 First
WAN1 First

[

Min(s) (180~14400)

View Log ‘ | Force Update

v

Domain Name
Customnized

Ia%"525.drayddns.com

Active

x X X X <
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[I-6 Routing

194

Route Policy (also well known as PBR, policy-based routing) is a feature where you may need
to get a strategy for routing. The packets will be directed to the specified interface if they
match one of the policies. You can setup route policies in various reasons such as load balance,
security, routing decision, and etc.

Through protocol, IP address, port number and interface configuration, Route Policy can be
used to configure any routing rules to fit actual request. In general, Route Policy can easily
reach the following purposes:

Load Balance
You may manually create policies to balance the traffic across network interface.
Specify Interface

Through dedicated interface (WAN/LAN/VPN), the data can be sent from the source IP to the
destination IP.

Address Mapping

Allows you specify the outgoing WAN IP address (es) for an internal private IP address or a
range of internal private IP addresses.

Priority

The router will determine which policy will be adopted for transmitting the packet according
to the priority of Static Route and Route Policy.

Failover to/Failback

Packets will be sent through another Interface or follow another Policy when the original
interface goes down (Failover to). Once the original interface resumes service (Failback),
the packets will be returned to it immediately.

Other routing

Specify routing policy to determine the direction of the data transmission.

1)

Info For more detailed information about using policy route, refer to Support
>>FAQ/Application Notes on www.draytek.com.
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Web User Interface

[1-6-1 Static Route

Go to LAN to open setting page and choose Static Route. The router offers IPv4 and I1Pv6 for
you to configure the static route. Both protocols bring different web pages.

11-6-1-1 Static Route for IPv4

Routing == Static Route Setup

IPvd Set to Factory Default View Routing Table |
Index Enable Destination Address Index Enable Destination Address

1 (] 777 6. (] 777
2. O 277 i O 277
A U 277 8. O 277
4. O 777 9. O 777
5. ] 277 10. [ 277

<= 110 | 11-20 | 21-30 | 31-40 == Next ==

| 0] 4 | | Cancel

Available settings are explained as follows:

Item Description

Index The number (1 to 40) under Index allows you to open next
page to set up static route.

Enable Check the box to enable the profile.

Destination Address

Displays the destination address of the static route.

Set to Factory Default

Clear all of the settings and return to factory default
settings.

Viewing Routing Table

Displays the routing table for your reference.

Diagnostics => View Routing Table

IPv4
| Refresh

Key Destination Gateway Interface

Ces 192.168.1.@/ 255.255.255.0 directly connected LAN1
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lI-6-2 Load-Balance /Route Policy

It allows network administrator to manage the outbound traffic more specifically. The policy
set in Load-Balance/Route Policy always has higher priority than Default Route and Auto
Load Balance set in WAN >> Internet Access, and always has lower priority than the Firewall
Rules. Administrator may also define a priority to this policy.

[1-6-2-1 General Setup

General Setup lists all the policies and shows whether the policy is enabled/disabled, what
are the criteria to match, and through which the interface should the traffic to go if the
criteria are matched, and also its priority.

Routing »> Load-Balance/Route Policy d
Load-Balance/Route Policy rules per page | Setto Factory Default | Diagnose |
Index Enable Comment Protocol Interface Priority E;tcall_f S;;P D;::r_ip Dzitdlp I:IJ)::ESr‘tt Elgsrg‘f MUo;e g‘loo\'\;i
Start End
1 Od Any WAN1 200 Any Any Any Any Any  Any Down
2 O Any WAN1 200 Any Any Any Any Any  Any UP Down
3 Od Any WAN1 200 Any Any Any Any Any Any UP Down
4 O Any WAN1 200 Any Any Any Any Any Any UP Down
b Od Any WAN1 200 Any Any Any Any Any Any UP Down
6 O Any WAN1 200 Any Any Any Any Any Any UP Down
1 Od Any WAN1 200 Any Any Any Any Any Any UP Down
8 O Any WAN1 200 Any Any Any Any Any  Any UP Down
9 Od Any WAN1 200 Any Any Any Any Any Any UP Down
10 O Any WAN1 200 Any Any Any Any Any Any UP Down
<< 110 | 11-20 | 21-30 | 31-40 | 41-50 == Next ==

O Wwizard Mode: most frequently used settings in three pages

® advance Mode: all settings in one page

[ ok ]
Available settings are explained as follows:

Item Description

Index Click the number of index to access into the configuration
web page.

Enable Check this box to enable this policy.

Protocol Display the protocol used for this policy.

Interface Display the interface to send packets to once the policy is
matched.

Interface Address Display the WAN IP or WAN IP alias address which is used as
source IP of the outgoing packets.

Src IP Start Displays the IP address for the start of the source IP.

Src IP End Displays the IP address for the end of the source IP.

Dest IP Start Displays the IP address for the start of the destination IP.

Dest IP End Displays the IP address for the end of the destination IP.

Dest Port Start Displays the IP address for the start of the destination port.

Dest Port End Displays the IP address for the end of the destination port.

196 Vigor2832 Series User’s Guide



Move UP/Move Down Use Up or Down link to move the order of the policy.

Wizard Mode Allow to configure frequently used (simple and basic)
settings of route policy via three setting pages.

Advance Mode Allows to configure detailed settings of route policy.

To use Wizard Mode, simple do the following steps:

1. Click the Wizard Mode radio button.

2. Click Index 1. The setting page will appear as follows:

Routing >* Load-Balance/Route Policy

Index: 1 Criteria

Load-Balance/Route Policy applies to packets that meet the following criteria
Source IP @ Any
) src 1P Start Src IP End
Destination IP ) Any
@® Dpest IP Start Dest IP End
[192.168.15 | ~[192.165.1.65 |
[ Next> | | Cancel |
Available settings are explained as follows:
Iltem Description
Source IP Any - Any IP can be treated as the source IP.
Src IP Start - Type the source IP start for the specified WAN
interface.

Src IP End - Type the source IP end for the specified WAN
interface. If this field is blank, it means that all the source
IPs inside the LAN will be passed through the WAN
interface.

Destination IP Any - Any IP can be treated as the destination IP.
Dest IP Start- Type the destination IP start for the specified
WAN interface.

Dest IP End - Type the destination IP end for the specified
WAN interface. If this field is blank, it means that all the
destination IPs will be passed through the WAN interface.

3. Click Next to get the following page.

Routing >> Load-Balance/Route Policy

Index: 1 Interface

Load-Balance/Route Policy directs the packets to the interface below

Interface WAN1 w

| «Back | | Next> | | Cancel |

Available settings are explained as follows:
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Iltem Description

Interface Use the drop down list to choose an interface or VPN profile.
Packets match with the above criteria will be transferred to
the interface chosen here.

4. After specifying the interface, click Next to get the following page.

Routing == Load-Balance/Route Policy

Index: 1 NAT or Routing

Based on the settings in the previous pages, we guess you want to have: Force NAT
The current setting is:

® Force NAT

Force Routing

| <Back | | Next> | | cancel |
Available settings are explained as follows:
Iltem Description
Force NAT /Force It determines which mechanism that the router will use to
Routing forward the packet to WAN.

5. After choosing the mechanism, click Next to get the summary page for reference.

Routing > Load-Balance/Route Policy

Index: 1 Configuration Summary

Criteria

Source IP Any

Destination IP 192.168.1.6 ~ 192.168.1.65
Interface

WANL

More options

Force NAT

[ <Back | | Finish | | Cancel |

6. If there is no error, click Finish to complete wizard setting.

Routing => Load-Balance/Route Policy d
Load-Balance/Route Policy 10 w|rules per page | Setto Factory Default | Diagnose |
Src Dest Dest
Index Enable Comment Protocol Interface Priority Src1p 1P Dest IP Dest IP End Port Port Move Move
Start Start Up Down
End Start End
1 Any WAN1 200 Any Any 192.168.1.6 192.168.1.65 Any Any Down
2 O Any WAN1 200 Any  Any Any Any Any Any UP Down
3 O Any WAN1 200 Any Any Any Any Any Any UP Down
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To use Advance Mode, do the following steps:

1. Click the Advance Mode radio button.
2. Click Index 2 to access into the following page.

Routing >=> Load-Balance/Route Policy

Index: 1
Enable

Comment | || Delete |
Criteria
Protocol Any v
Destination IP Range v

Start:192.165.1.6 | End:[192.168.1.65
Destination Port Any v
Send via if Criteria Matched
Interface @ waN/LAN WANT v

Ovpn VPN 1777 w
Gateway ® Default Gateway

O Specific Gateway | |
Packet Forwarding to @ Force NAT
WAN/LANM via - .

() Force Routing
[ Failover to @ WAN/LAN Default WAN v

(PN VPN 1.777 w

O Route Policy

Gateway @® Default Gateway

O Specific Gateway |D.D.D.D
JPriority

| OK | | Clear | | Cancel | |Diagnose|

Available settings are explained as follows:

Iltem Description

Enable Check this box to enable this policy.

Comment Type a brief explanation for such profile.

Protocol Use the drop-down menu to choose a proper protocol for the
WAN interface.

Source Any - Any IP can be treated as the source IP.
IP Range - Define a range of IP address as source IP
addresses.

@ Start - Type an address as the starting IP for such profile.

® End - Type an address as the ending IP for such profile.

IP Subnet - Define a subnet containing IP address and mask
address.

® Network - Type an IP address here.

® Mask - Use the drop down list to choose a suitable mask
for the network.

IP Object / IP Group- Use the drop down list to choose a
preconfigured IP object/group.
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Destination Any - Any IP can be treated as the destination IP.

IP Range - Define a range of IP address as destination IP
addresses.

@ Start - Type an address as the starting IP for such profile.

® End - Type an address as the ending IP for such profile.

IP Subnet - Define a subnet containing IP address and mask
address.

® Network - Type an IP address here.

@ Mask - Use the drop down list to choose a suitable mask
for the network.

Domain Name - Specify a domain name as the destination.

@® Select - Click it to choose an existing domain name
defined in Objects Setting>>String Object.

® Delete - Remove current used domain name.

® Add - Create a new domain name as the destination.

IP Object / IP Group- Use the drop down list to choose a
preconfigured IP object/group.

Destination Port Any - Any port number can be treated as the destination
port.

Dest Port Range -

@ Start - Type the destination port start for the destination
IP.

® End - Type the destination port end for the destination IP.
If this field is blank, it means that all the destination
ports will be passed through the WAN interface.

Send to if criteria Interface - Use the drop down list to choose a WAN or LAN
matched interface or VPN profile. Packets match with the above
criteria will be transferred to the interface chosen here.

Gateway IP - Specific gateway is used only when you want to
forward the packets to the desired gateway. Usually, Default
Gateway is selected in default.

Packet Forwarding to WAN/LAN via - When you choose WAN
(e.g., WAN1) as the Interface for packet transmission, you
have to specify the way the packet forwarded to. Choose
Force NAT or Force Routing.

Failover to - Check this button to lead the data passing
through specific interface (WAN/LAN/VPN/Route Policy)
automatically when the selected interface (defined in Send
via if criteria matched) is down.

® WAN/LAN - Use the drop down list to choose an
interface as an auto failover interface.

® VPN - Use the drop down list to choose a VPN tunnel as
a failover tunnel.

® Route Policy - Use the drop down list to choose an
existed route policy profile.

® Default Gateway - Specific gateway is used only when
you want to forward the packets to the desired
gateway. Usually, Default Gateway is selected in
default.

Priority Packets will be transmitted based on all routes or Route
Policy. Vigor router will determine which rule will be
adopted for transmitting the packet according to the priority
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of Static Route and Route Policy.

The greater the value is, the lower the priority is. Default
value for route policy is “200” which means it has higher
priority than the default route.

3. When you finish the configuration, please click OK to save and exit this page.
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[1-6-2-2 Diagnose

With the analysis done by such page, possible path (static route, routing table or policy
route) of the packets sent out of the router can be traced.

Diagnostics >> Route Policy Diagnosis d
Test how the packets will be routed

Mode ® Analyze a single packet

Analyze multiple packets by uploading an input file

Packet Information

Protocol [Any v|
Src1p  |Specify an IP v| [192.168.1.2 |
DstIP  [Specify an P v| [192.188.16 |
Dst Port [ Any Port v|
| Analyze |
Analysis
\ l / ) The packet was sent via LAN1 according to the
the packet LAN \ ‘g LAN1 Static route "192.168.1.0/255.255.255.0 LAN1"
Vigor283z
Matched Route Matched Policy
Matched Priority, Matched Priority failovered
192.168.1.0/255.255.255.0 LAN1{ 150 Route Policy 1 200 No
| close |
or
Diagnostics >> Route Policy Diagnosis d
Test how the packets will be routed
Mode O Analyze a single packet
® Analyze multiple packets by uploading an input file
Input File
| EEEE |5F.5§§1=‘E‘=__I'§$ ( download an example input file)
[ Analyze |
Available settings are explained as follows:
Iltem Description
Mode Analyze how a packet will be sent - Choose such mode to

make Vigor router analyze how a single packet will be sent
by a route policy.

Analyze how multiple packets... - Choose such mode to
make Vigor router analyze how multiple packets in a
specified file will be sent by a route policy.

Packet Information Specify the nature of the packets to be analyzed by Vigor
router.

Protocol- Specify a protocol for diagnosis.
Src IP - Type an IP address as the source IP.
Dst IP - Type an IP address as the destination IP.
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Dst Port - Use the drop down list to specify the destination
port.

Analyze - Click it to perform the job of analyzing. The
analyzed result will be shown on the page. If required, click
export analysis to export the result as a file.

Input File Select - Click the download link to get a blank example
file. Then, click such button to select that blank “.csv” file
for saving the result of analysis.

Mode
O analyze how a packet will be sent

L

Inpuit File . R .
ml diagnose_example_input_file cav
RIS 3

402 B
Analyze
WTFE TH -

TE#iERS 7T Hrif

Analyze - Click it to perform the job of analyzing. The
analyzed result will be shown on the page. If required, click
export analysis to export the result as a file.

Disgnastics »» Beuts Paliey Diagross @

Test how the pachets will be routed

¥ Analyze multiple packets by uploading an Input file

WTNE | FuRsTeE [ download an exampla input file]
Analyze

Note that the analysis was based on the current
"load-balance/route policy" settings, we do not guarantee
it will be 100% the same as the real case.
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Application Notes

A-1 How to set up Address Mapping with Route Policy?

Address Mapping is used to map a specified private IP or a range of private IPs of NAT subnet
into a specified WAN IP (or WAN IP alias IP). Refer to the following figure.

This document introduces how to set up address mapping with Route Policy. When a WAN
interface has multiple public IP addresses, Administrator may specify the outgoing IP for
certain internal IP address by a Route Policy.

1. Set up WAN IP Alias. Go to WAN >> Internet Access >> WAN1>> Details Page, and click
on WAN IP Alias button.

& WAN1 IP Alias - Google Chrome == = |
A == | 192.168.1.80/doc/wipalias.htm

WAN1 IP Alias ( Multi-NAT )

Index Enable Aux. WAN IP

L. = |
2 [172.17.1.1 |
3 [172.17.22 |
4 O 0.0.0.0

5. O 0.0.0.0

& O 0.0.0.0

7 O 0.0.0.0

8. O 0.0.0.0

<< 1-8 | 916 | 17-24 | 25-32 > Next > >

| oK ||| ClearAll | | Close |

® Check Enable.
® Enter the WAN IP address.
® Click OK to save.

After setting up the WAN IP Alias, the IP addresses will be shown in the drop-down list of
Interface in Route Policy setting.
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2.

Go to Routing>>Load Balance/Route policy. Create a Route Policy for specific IP
address to send from specific WAN IP Address.

Routing »> Load-Balance/Route Policy

Index: 2
Enable
Comment |Floor_1 || Delete |
Criteria
Protocol
Source IP Range v
Start:[182.168.1.20 |End:[192.168.1.30
Destination Any v
Destination Port Any hd
Send via if Criteria Matched
Interface @WAN]LAN WANT P
Oven
Gateway ® Default Gateway
O specific Gateway | |
Packet Forwarding to @ Force NAT
WARN/LAN wvia .
() Force Routing
[ Failover to ® WAN/LAN Default WAN ~
Oven
O Route Policy
Gateway ® Default Gateway
O specific Gateway [0.0.0.0
JPriority

| OK | | Clear | | Cancel | |Diagnose

Enable this policy.
Enter Source IP as the range of private IP address.

Leave the Destination IP and Port as Any.

(The List can be edited in WAN IP Alias setting.)

Select Interface as WAN, and then select Interface address from the drop-down list.

® Enable Failover to other WAN so the traffic will be sent via other Interface when
the path fails. But do not enable this option if you want the traffic only to use a

designated IP address.
® Click OK to save.

After the above configuration, packet source from the range between 192.168.1.20 and

192.168.1.30 sent to the Internet will use the public IP 172.17.1.1.
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Part |l Wireless LAN

Wireless LAN enables high mobility so WLAN users
can simultaneously access all LAN facilities just
like on a wired LAN as well as Internet access.

Wireless
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I11-1 Wireless LAN

208

This function is used for “n” models only.

Over recent years, the market for wireless communications has enjoyed tremendous growth.
Wireless technology now reaches or is capable of reaching virtually every location on the
surface of the earth. Hundreds of millions of people exchange information every day via
wireless communication products. The Vigor2832 wireless series router (with “n” in model
name) is designed for maximum flexibility and efficiency of a small office/home. Any
authorized staff can bring a built-in WLAN client PDA or notebook into a meeting room for
conference without laying a clot of LAN cable or drilling holes everywhere. Wireless LAN
enables high mobility so WLAN users can simultaneously access all LAN facilities just like on a
wired LAN as well as Internet access.

Vigor2832 wireless router is a highly integrated wireless local area network (WLAN) for 2.4
GHz 802.11n WLAN applications. Vigor2832 “n” series router supports 802.11n up to 300 Mbps
for 40 MHz channel operations.

Info The actual data throughput will vary according to the network conditions

and environmental factors, including volume of network traffic, network
overhead and building materials.

In an Infrastructure Mode of wireless network, Vigor wireless router plays a role as an Access
Point (AP) connecting to lots of wireless clients or Stations (STA). All the STAs will share the
same Internet connection via Vigor wireless router. The General Settings will set up the

information of this wireless network, including its SSID as identification, located channel etc.

N
\ | / ,)) <0 M11

SSID: draytek ==

Channel: 6 192.168.1.2
Mode: WEP only

Multiple SSIDs

Vigor router supports four SSID settings for wireless connections. Each SSID can be defined
with different name and download/upload rate for selecting by stations connected to the
router wirelessly.
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Real-time Hardware Encryption

Vigor Router is equipped with a hardware AES encryption engine so it can apply the highest
protection to your data without influencing user experience.

Complete Security Standard Selection

To ensure the security and privacy of your wireless communication, we provide several
prevailing standards on market.

WEP (Wired Equivalent Privacy) is a legacy method to encrypt each frame transmitted via
radio using either a 64-bit or 128-bit key. Usually access point will preset a set of four keys
and it will communicate with each station using only one out of the four keys.

WPA (Wi-Fi Protected Access), the most dominating security mechanism in industry, is
separated into two categories: WPA-personal or called WPA Pre-Share Key (WPA/PSK), and
WPA-Enterprise or called WPA/802.1x.

In WPA-Personal, a pre-defined key is used for encryption during data transmission. WPA
applies Temporal Key Integrity Protocol (TKIP) for data encryption while WPA2 applies AES.
The WPA-Enterprise combines not only encryption but also authentication.

Since WEP has been proved vulnerable, you may consider using WPA for the most secure
connection. You should select the appropriate security mechanism according to your needs.
No matter which security suite you select, they all will enhance the over-the-air data
protection and /or privacy on your wireless network. The Vigor wireless router is very flexible
and can support multiple secure connections with both WEP and WPA at the same time.

1)

Info The password (PSK) of default security mode is provided and stated on the
label pasted on the bottom of the router. For the wireless client who wants
to access into Internet through such router, please input the default PSK
value for connection.

:8
FCC ID:RRK-WMPNDO2AN

~ WPA+WPA2 Password:
. SSEe TW43YM

LR

Separate the Wireless and the Wired LAN- WLAN Isolation

It enables you to isolate your wireless LAN from wired LAN for either quarantine or limit
access reasons. To isolate means neither of the parties can access each other. To elaborate
an example for business use, you may set up a wireless LAN for visitors only so they can
connect to Internet without hassle of the confidential information leakage. For a more

flexible deployment, you may add filters of MAC addresses to isolate users’ access from wired
LAN.

Manage Wireless Stations - Station List

It will display all the stations in your wireless network and the status of their connection.
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WPS

WPS (Wi-Fi Protected Setup) provides easy procedure to make network connection between
wireless station and wireless access point (vigor router) with the encryption of WPA and

WPA2.
AP Router Connection Wireless
VA Client
Set SSID and Wireless
Encryption . Card Installed
(WPA/WPA2)
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Web User Interface

ireless LAN

Wireless Wizard

[11-1-1 Wireless Wizard

The wireless wizard allows you to configure settings specified for a host AP (for home use or
internal use for a company) and specified for a guest AP (for any wireless clients accessing
into Internet).

Follow the steps listed below:
1. Open Wizards>>Wireless Wizard.

2. The screen of wireless wizard will be shown as follows. This page will be used for internal
users in a company or your home.

Wireless Wizard

Host AP Configuration

Name: |Dra\,rTek |
Mode: [Mixed(11b+11g+11n) v |
Channel: [Channel 6, 2437TMHz v |

Security Key:

e |

Note:
The host AP configured here will be used for home or internal company use.

Available settings are explained as follows:

Item Description

Name Type the SSID name of this router for wireless 2.4GHz. The
default name is defined with DrayTek. Change the name if
required.

Mode At present, the router can connect to 11b Only, 11n Only
(2.4GHz), 11g Only, Mixed (11b+11g), Mixed (11g+11n), and
Mixed (11b+11g+11n) stations simultaneously. Simply choose
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Mix (11b+11g+11n) mode.

Channel

Means the channel of frequency of the wireless LAN. The
default channel is 6. You may switch channel if the selected
channel is under serious interference. If you have no idea of
choosing the frequency, please select Auto to let system
determine for you.

Security Key

The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
“0x321253abcde...”).

Next

Click it to get into the next setting page.

Cancel

Exit the wireless wizard without saving any changes.

3. After typing the required information, click Next. The settings in the page limit the
wireless station (guest) accessing into Internet but not being allowed to share the LAN
network and VPN connection.

Wireless Wizard

Guest AP Configuration

OEnable @ Disable
Name: DrayTek_Guest

e

Security key:
Bandwidth Limit: Enable Total Upload 30000 kbps Total Download 30000 kbps

Note:

The configured guest AP will not be able to access VPN connections or communicate with wireless devices
coennecting to the router's other APs. The guest AP will be configured to be not able to connact to LAN
interfaces also. However if the VLAN configurations were already made, then the guest AP will be able to
connect to LAN ports belonging in the same VLAN group. This AP interface is by default configured for
Internet access only.

| <Back | | Next> | | Cancel |
Available settings are explained as follows:
Item Description
Enable/Disable Click it to enable or disable settings in this page.
Name Type the SSID name of this router. (SSID1)
Security Key The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Bandwidth Limit

It controls the data transmission rate through wireless
connection.

Total Upload - Check Enable and type the transmitting rate
for data upload. Default value is 30,000 kbps.
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Total Download - Type the transmitting rate for data
download. Default value is 30,000 kbps.

Next Click it to get into the next setting page.

Cancel Exit the wireless wizard without saving any changes.

4. After typing the required information, click Next.

5. The following page will display the configuration summary for wireless setting.

Wireless Wizard

Configuration Summary

Basic Wireless Settings

Mode:Mixed{11b+11g+11n}
Channel:Channel 6, 2437MHz

Host AP Configurations

Name:DrayTek
SECLIrit‘," key: EEXXXKXEXKEXKEKER

Guest AP Configurations

Status:Disabled
Mame:DrayTek_Guest
Security key:=emssmsmamnn®
Bandwidth Limit: Disabled

| <Back | | Finish | | Cancel |

6. Click Finish to complete the wireless settings configuration.
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l11-1-2 General Setup

By clicking the Wireless LAN>> General Settings, a new web page will appear so that you
could configure the SSID and the wireless channel. Please refer to the following figure for

more information.

Wireless LAN == General Setup

General Setting ( IEEE 802.11)

Enable Wireless LAN
Radio

Mode

Channel

SSID

Index Enable

[Mixed{11b+11g+11n) |
[Channel 6, 2437TMHz v |

Hide Isolate Isolate

SSID SSID Member VPN

DrayTek O O O

1
2
3
4

Schedule

Schedule 1
Schedule 2
Schedule 2
Schedule 4

DrayTek_Guest
Max:

Max:

31 characters

31 characters

Schedule Profile

Note:

1.Isolate Member: Prevent the clients associated with this SSID from accessing each other.
2.Isolate VPN: Block the wireless clients from accessing the VPN network and prevent wireless traffic

being sent to VPN connections.

3.0nly the action "Force Down" in the Schedule Profile will be applied to WLAN, other actions will be

ignored.

| oK | | Cancel |

Available settings are explained as follows:

Item

Description

Enable Wireless LAN

Check the box to enable wireless function.

Mode

At present, the router can connect to 11b Only, 11g Only,
11n Only (2.4GHz), Mixed (11b+11g), Mixed (11g+11n), and
Mixed (11b+11g+11n) stations simultaneously. Simply choose
Mixed (11b+11g+11n) mode.

Channel

Means the channel of frequency of the wireless LAN. The
default channel is 6. You may switch channel if the selected
channel is under serious interference. If you have no idea of
choosing the frequency, please select Auto to let system
determine for you.

SSID

Means the identification of the wireless LAN. SSID can be any
text numbers or various special characters.

Hide SSID

Check it to prevent from wireless sniffing and make it harder
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for unauthorized clients or STAs to join your wireless LAN.
Depending on the wireless utility, the user may only see the
information except SSID or just cannot see any thing about
Vigor wireless router while site surveying. The system allows
you to set four sets of SSID for different usage. In default,
the first set of SSID will be enabled. You can hide it for your
necessity.

Isolate

Member -Check this box to make the wireless clients
(stations) with the same SSID not accessing for each other.

VPN - Check this box to make the wireless clients (stations)
with different VPN not accessing for each other.

Schedule Profiles

Set the wireless LAN to work at certain time interval only.
You may choose up to 4 schedules out of the 15 schedules
pre-defined in Applications >> Schedule setup. The default
setting of this field is blank and the function will always
work.

After finishing all the settings here, please click OK to save the configuration.
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I11-1-3 Security

This page allows you to set security with different modes for SSID 1, 2, 3 and 4 respectively.
After configuring the correct settings, please click OK to save and invoke it.

The password (PSK) of default security mode is provided and stated on the label pasted on the
bottom of the router. For the wireless client who wants to access into Internet through such
router, please input the default PSK value for connection.

'PA+

By clicking the Security, a new web page will appear so that you could configure the settings
of WPA and WEP.

Wireless LAN => Security Settings

SSID 1 SSID 2 SSID 3 SSID 4
SSID DrayTek
Mode: [ WPA2/PSK v
WPA
Encryption Mode: TKIP for WPA/AES for WPAZ
Pre-Shared Key(PSK}: | """"""" |

Passwerd Strength:

EAPOL Key Retry: @® Enable O Disable

Note:

Type 8~63 ASCII characters, for example: "cfgs01a2...".
For strong passwords:

1. Use at least 12 characters.

2. Include at least 3 of the following 4 types of characters: digits, uppercase letters,
lowercase letters, and non-alphanumeric characters (such as § % ).

WEP

o
<

Encryption Mode: 64-Bit

Key 1:

Key 2 :

Key 3 :

Key 4 :
Note:
For 64 bit WEP key configurations, please insert 5 ASCII characters, for example:
"AB312".

For 128 bit WEP key configurations, please insert 13 ASCII characters.

| OK | | Cancel

Available settings are explained as follows:

Item Description
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Mode

There are several modes provided for you to choose.

(1)

Info You should also set RADIUS Server
simultaneously if 802.1x mode is selected.

Disable - Turn off the encryption mechanism.

WEP-Accepts only WEP clients and the encryption key should
be entered in WEP Key.

WEP/802.1x Only - Accepts only WEP clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

WPA/802.1x Only- Accepts only WPA clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

WPA2/802.1x Only- Accepts only WPA2 clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

Mixed (WPA+WPA2/802.1x only) - Accepts WPA and WPA2
clients simultaneously and the encryption key is obtained
dynamically from RADIUS server with 802.1X protocol.

WPA/PSK-Accepts only WPA clients and the encryption key
should be entered in PSK.

WPA2/PSK-Accepts only WPA2 clients and the encryption key
should be entered in PSK.

Mixed (WPA+ WPA2)/PSK - Accepts WPA and WPA2 clients
simultaneously and the encryption key should be entered in
PSK.

WPA

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication. Either 8~63 ASCII characters, such as
012345678(or 64 Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Pre-Shared Key (PSK) - Either 8~63 ASCII characters, such as
012345678..(or 64 Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Password Strength - The system will display the password
strength (represented with the word of weak, medium or
strong) of the PSK specified above.

EAPOL Key Retry - The default setting is "Enable”. It can
make sure that the key will be installed and used once in
order to prevent key reinstallation attack.

WEP

64-Bit - For 64 bits WEP key, either 5 ASCII characters, such
as 12345 (or 10 hexadecimal digitals leading by 0x, such as
0x4142434445.)

128-Bit - For 128 bits WEP key, either 13 ASCII characters,
such as ABCDEFGHIJKLM (or 26 hexadecimal digits leading by
0x, such as 0x4142434445464748494A4B4CAD).

Encryption Mode: B4-Bit v

All wireless devices must support the same WEP encryption
bit size and have the same key. Four keys can be entered
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here, but only one key can be selected at a time. The keys
can be entered in ASCIl or Hexadecimal. Check the key you
wish to use.

After finishing all the settings here, please click OK to save the configuration.
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[11-1-4 Access Control

In the Access Control, the router may restrict wireless access to certain wireless clients only
by locking their MAC address into a black or white list. The user may block wireless clients by
inserting their MAC addresses into a black list, or only let them be able to connect by inserting
their MAC addresses into a white list.

In the Access Control web page, users may configure the white/black list modes used by each
SSID and the MAC addresses applied to their lists.

Wireless LAN == Access Control

Access Control

Enable Mac Address Filter [ ssID 1 [l ssID 2
[ ssip 3 [ ss1D 4

MAC Address Filter( Limit: 64 entries )

Index Attribute MAC Rddress Lpply SSID Comment

Client's MAC Address : l:ll:ll:ll:ll:ll:l

Apply sSID @ [ ssip1 [l ssip2 [ ssipz [ ssip 4
Attribute © [ s: Isolate the station from LAN
Comment : | |
| Add | | Delete | | Edit | | Cancel
[ ok | [ Clearan |
Backup Access Control: | Backup | Upload From File: | EEEE |EEE_’_§-'I"E’§.§. | Restore

Note:
Support AP ACL configuration file restoration.

Available settings are explained as follows:

Item Description

Enable Mac Address Filter | Select to enable the MAC Address filter for wireless LAN
identified with SSID 1 to 4 respectively. All the clients
(expressed by MAC addresses) listed in the box can be
grouped under different wireless LAN. For example, they can
be grouped under SSID 1 and SSID 2 at the same time if you
check SSID 1 and SSID 2.

MAC Address Filter Display all MAC addresses that are edited before.

Client’s MAC Address Manually enter the MAC address of wireless client.

Apply SSID After entering the client’s MAC address, check the box of the
SSIDs desired to insert this MAC address into their access
control list.

Attribute s: Isolate the station from LAN - select to isolate the
wireless connection of the wireless client of the MAC address
from LAN.
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Comment Enter a brief description for the specified client’s MAC
address.

Add Add a new MAC address into the list.

Delete Delete the selected MAC address in the list.

Edit Edit the selected MAC address in the list.

Cancel Give up the access control set up.

OK Click it to save the access control list.

Clear All Clean all entries in the MAC address list.

Backup Access Control Settings on this web page can be saved as a file which can be
restored in the future by this device or other device.

Upload From File Eestore wireless access control settings and applied onto this

evice.

After finishing all the settings here, please click OK to save the configuration.

I11-1-5 WPS

WPS (Wi-Fi Protected Setup) provides easy procedure to make network connection between
wireless station and wireless access point (vigor router) with the encryption of WPA and
WPA2.

AP Router Connection Wireless
via WPS Client

»(h) < =

Set SSID and Wireless

Encryption , Card Installed
(WPA/WPA2)

1)

Info WPS is available for the wireless station with WPS supported.

It is the simplest way to build connection between wireless network clients and vigor router.
Users do not need to select any encryption mode and type any long encryption passphrase to
setup a wireless client every time. He/she only needs to press a button on wireless client, and
WPS will connect for client and router automatically.

There are two methods to do network connection through WPS between AP and Stations:
pressing the Start PBC button or using PIN Code.
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®  On the side of Vigor 3220 series which served as an AP, press WPS button once on the
front panel of the router or click Start PBC on web configuration interface. On the side
of a station with network card installed, press Start PBC button of network card.

AP Router PBC Wi_rEIESS

Client

D) I (G
sl  ws "J
m ;/ﬁ'—\
WPS WPS
Start PBC| OF
Web Button on

Interface AP Router

® [f you want to use PIN code, you have to know the PIN code specified in wireless client.
Then provide the PIN code of the wireless client you wish to connect to the vigor router.

AP Router Wireless
. Client
» «

PIN Code
PIN Code of Station
Web Interface

i

For WPS is supported in WPA-PSK or WPA2-PSK mode, if you do not choose such mode in
Wireless LAN>>Security, you will see the following message box.

Microzoft Internet Explorer

' "_'., WES only supports in WEA/WEAZ-FEE Mode.
.

Please click OK and go back Wireless LAN>>Security to choose WPA-PSK or WPA2-PSK mode
and access WPS again.
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Below shows Wireless LAN>>WPS web page:

Wireless LAN => WPS (Wi-Fi Protected Setup)

B Enable wps

Wi-Fi Protected Setup Information

WPS Status Configured

SSID DrayTek

Authentication Mode WPAZ/PSK

Device Configure

Configure via Push Button | Start PBC |

Configure via Client PinCode | | [ startPIN |

Note:

WPS can help your wireless client automatically connect to the Access point.

1 WPS is Disabled.
: WPS is Enabled.

: Waiting for WPS requests from wireless clients.

Available settings are explained as follows:

Item Description

Enable WPS Check this box to enable WPS setting.

WPS Status Display related system information for WPS. If the wireless
security (encryption) function of the router is properly
configured, you can see ‘Configured’ message here.

SSID Display the SSID1 of the router. WPS is supported by SSID1

only.

Authentication Mode

Display current authentication mode of the router. Only
WPA2/PSK and WPA/PSK support WPS.

Configure via Push Button

Click Start PBC to invoke Push-Button style WPS setup
procedure. The router will wait for WPS requests from
wireless clients about two minutes. The WPS LED on the
router will blink fast when WPS is in progress. It will return to
normal condition after two minutes. (You need to setup WPS
within two minutes)

Configure via Client
PinCode

Please input the PIN code specified in wireless client you
wish to connect, and click Start PIN button. The WPS LED on
the router will blink fast when WPS is in progress. It will
return to normal condition after two minutes. (You need to
setup WPS within two minutes)
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I11-1-6 WDS

WDS means Wireless Distribution System. It is a protocol for connecting two access points (AP)
wirelessly. Usually, it can be used for the following application:

®  Provide bridge traffic between two LANs through the air.

®  Extend the coverage range of a WLAN.

To meet the above requirement, two WDS modes are implemented in Vigor router. One is
Bridge, the other is Repeater. Below shows the function of WDS-bridge interface:

Bridge PC User2
Mode —

|
- MAC :00:50:10:7f:11:22 MAC :00:50:15:6p:31:20 -

Wireless Connected

The application for the WDS-Repeater mode is depicted as below:

Repeater Mode
NotebookA
|

Notebook B

-ii; MAC 00:50:10:7f:11:22 MAC:00:50: 15 6p:31:20 'J

PC User1 I : ———
||v’} Notebook C

PC User2 OB

The major difference between these two modes is that: while in Repeater mode, the packets
received from one peer AP can be repeated to another peer AP through WDS links. Yet in
Bridge mode, packets received from a WDS link will only be forwarded to local wired or
wireless hosts. In other words, only Repeater mode can do WDS-to-WDS packet forwarding.

In the following examples, hosts connected to Bridge 1 or 3 can communicate with hosts
connected to Bridge 2 through WDS links. However, hosts connected to Bridge 1 CANNOT
communicate with hosts connected to Bridge 3 through Bridge 2.
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p il il

[’ WDS Link [’| WDS Link ["
- > e fpmmemm >

Host with Host with Host with
bridge Interface 1 bridge Interface 2 bridge Interface 3

Click WDS from Wireless LAN menu. The following page will be shown.

Wireless LAN => WDS Settings

WDS Settings | Setto Factory Default |
Mode: Bridge
Enable Peer MAC Address
Security:
Disable Pre-shared Key

Pre-shared Key:

Type: Note:
WPA WPAZ2 Disable unused links to get better performance.
Key: i
Max: 63 characters Repeater
Note: Enable Peer MAC Address
WPA and WPA2 are not compatible with DrayTek
WPA.

Type 8~63 ASCII characters, for example:
"cfgsD1a2...".

Access Point Function:
Enable Disable

Status:

Send "Hello" message to peers.

Note:
The status is valid only when the peer also
supports this function.

Note: Channel Bandwidth will affect the connection of WDS. If failed, please check Channel Bandwidth
setting.

| oK | | Cancel |

Available settings are explained as follows:

Item Description

Mode Choose the mode for WDS setting. Disable mode will not
invoke any WDS setting. Bridge mode is designed to fulfill
the first type of application. Repeater mode is for the
second one.

Disable
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Security

There are three types for security, Disable and Pre-shared
key. The setting you choose here will make the following
WEP or Pre-shared key field valid or not. Choose one of the
types for the router.

Pre-shared Key

Type - There are some types for you to choose. WPA and
WPAZ2 are used for WDS devices (e.g.2920n wireless router,
you can set the encryption mode as WPA or WPA2 to establish
your WDS system between AP and the router.

Key - Type 8 ~ 63 ASCII characters or 64 hexadecimal digits
leading by “0x™.

Bridge

If you choose Bridge as the connecting mode, please type in
the peer MAC address in these fields. Four peer MAC
addresses are allowed to be entered in this page at one time.
Yet please disable the unused link to get better
performance. If you want to invoke the peer MAC address,
remember to check Enable box in the front of the MAC
address after typing.

Repeater

If you choose Repeater as the connecting mode, please type
in the peer MAC address in these fields. Four peer MAC
addresses are allowed to be entered in this page at one time.
Similarly, if you want to invoke the peer MAC address,
remember to check Enable box in the front of the MAC
address after typing.

Access Point Function

Click Enable to make this router serve as an access point;
click Disable to cancel this function.

Status

It allows user to send “hello” message to peers. Yet, it is
valid only when the peer also supports this function.

After finishing all the settings here, please click OK to save the configuration.
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l1I-1-7 Advanced Setting

This page allows users to set advanced settings such as operation mode, channel bandwidth,
guard interval, and aggregation MSDU for wireless data transmission.

Wireless LAN => Advanced Setting

HT Physical Mode

Operation Mode
Channel Bandwidth

Guard Interval

Leng Preamble
Tx Power

WMM Capable
APSD Capable

® Mixed Mode ) Green Field

O 20 ® 20/40 O 40

) long @ auto

® Enable O Disable

) Enable ® Disable

® 100% O 80% O 60% O 20% O 20% O 10%
® Enable O Disable

) Enable ® Disable

Aggregation MSDU(A-MSDU)

Fragment Length (256 - 2346) |2345 bytes

RTS Threshold (1 - 2347) 2347 bytes

Country Code ( Reference)
oK |

Available settings are explained as follows:

Item

Description

Operation Mode

Mixed Mode - the router can transmit data with the ways
supported in both 802.11a/b/g and 802.11n standards.
However, the entire wireless transmission will be slowed
down if 802.11g or 802.11b wireless client is connected.

Green Field - to get the highest throughput, please choose
such mode. Such mode can make the data transmission
happen between 11n systems only. In addition, it does not
have protection mechanism to avoid the conflict with
neighboring devices of 802.11a/b/g.

Channel Bandwidth

20- the router will use 20Mhz for data transmission and
receiving between the AP and the stations.

20/40 - Vigor Router will scan for nearby wireless AP, and
then use 20MHz if the number of AP is more than 10, or use
40MHz if it's not.

40- the router will use 40Mhz for data transmission and
receiving between the AP and the stations.

Guard Interval

It is to assure the safety of propagation delays and
reflections for the sensitive digital data. If you choose auto
as guard interval, the AP router will choose short guard
interval (increasing the wireless performance) or long guard
interval for data transmit based on the station capability.

Aggregation MSDU

Aggregation MSDU can combine frames with different sizes.
It is used for improving MAC layer’s performance for some
brand’s clients. The default setting is Enable.

Long Preamble

This option is to define the length of the sync field in an
802.11 packet. Most modern wireless network uses short
preamble with 56 bit sync field instead of long preamble with
128 bit sync field. However, some original 11b wireless
network devices only support long preamble. Click Enable to
use Long Preamble if needed to communicate with this kind
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of devices.

Tx Power Set the power percentage for transmission signal of access
point. The greater the value is, the higher intensity of the
signal will be.

WMM Capable WMM is an abbreviation of Wi-Fi Multimedia. It defines the

priority levels for four access categories derived from 802.1d
(prioritization tabs). The categories are designed with
specific types of traffic, voice, video, best effort and low
priority data. There are four accessing categories - AC_BE ,
AC_BK, AC_VI and AC_VO for WMM.

To apply WMM parameters for wireless data transmission,
please click the Enable radio button.

APSD Capable

APSD (automatic power-save delivery) is an enhancement
over the power-save mechanisms supported by Wi-Fi
networks. It allows devices to take more time in sleeping
state and consume less power to improve the performance
by minimizing transmission latency.

The default setting is Disable.

Fragment Length
(256 - 2346)

Set the Fragment threshold of wireless radio. Do not modify
default value if you don’t know what it is, default value is
2346.

RTS Threshold (1 - 2347)

Minimize the collision (unit is bytes) between hidden stations
to improve wireless performance.

Set the RTS threshold of wireless radio. Do not modify default
value if you don’t know what it is, default value is 2347.

Country Code

Vigor router broadcasts country codes by following the
802.11d standard. However, some wireless stations will
detect / scan the country code to prevent conflict occurred.
If conflict is detected, wireless station will be warned and is
unable to make network connection. Therefore, changing
the country code to ensure successful network connection
will be necessary for some clients.

After finishing all the settings here, please click OK to save the configuration.
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[11-1-8 Bandwidth Management

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large of
bandwidth and affect the applications for other programs. Please use Bandwidth Management
to make the bandwidth usage more efficient.

Wireless LAN => Bandwidth Management

SSID1 SSID 2 SSID 3 SSID 4
SSID: DrayTek
Enable O
Bandwidth Limit Type
Total Upload Limit(Kbps) 30000
Total Download Limit(Kbps) 30000
Note:

1. Download: Traffic going to any station.Upload: Traffic being sent from a wireless station.
2. Allow auto adjustment could make the best utilization of available bandwidth.

| OK | | Cancel |

Available settings are explained as follows:

Item Description

SSID Display the specific SSID name.

Enable Check this box to enable the bandwidth management for
clients.

Bandwidth Limit Type Auto Adjustment - Bandwidth limit is determined by the

system automatically.

Per Station Limit - Bandwidth limit is determined according
to the limitation of the wireless client.

Total Upload Limit It is available when Auto Adjustment is selected.

Type a value to define the maximum data traffic (uploading)
for all of the wireless clients connecting to Vigor2832.

Total Download Limit It is available when Auto Adjustment is selected.

Type a value to define the maximum data clientstations
connecting to Vigor2832.

Upload Limit It is available when Per Station Limit is selected.

Type a value to define the maximum data traffic (uploading)
for each wireless client connecting to Vigor2832.

Download Limit It is available when Per Station Limit is selected

Type a value to define the maximum data traffic
(downloading) for each wireless client connecting to
Vigor2832.

After finishing this web page configuration, please click OK to save the settings
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[11-1-9 AP Discovery

Vigor router can scan all regulatory channels and find working APs in the neighborhood. Based
on the scanning result, users will know which channel is clean for usage. Also, it can be used
to facilitate finding an AP for a WDS link. Notice that during the scanning process (about 5
seconds), no client is allowed to connect to Vigor.

This page is used to scan the existence of the APs on the wireless LAN. Yet, only the AP which
is in the same channel of this router can be found. Please click Scan to discover all the

connected APs.

Wireless LAN »> Access Point Discovery

Access Point List

Index BSSID Channel RSSI SSID Authentication

See Statistics.

AP's MAC address
| Addte |

Add to WDS Settings :

| Scan |

=000

® Bridge O Repeater

Note:

1. During the scanning process (~5 seconds), no station is allowed to connect with the router.
2. AP Discovery can only support up to 32 APs displayed on the screen.

Available settings are explained as follows:

Item Description
Scan It is used to discover all the connected AP. The results will be
shown on the box above this button.
Statistics It displays the statistics for the channels used by APs.
Wireless LAN >> Site Survey Statistics
Recommended channels for usage:12345678910111213
AP number v.s. Channel
1,2 (34 5 6 78 9|10 11 12 13 14
Channel
Add to If you want the found AP applying the WDS settings, please

type in the AP’s MAC address on the bottom of the page and
click Bridge or Repeater. Next, click Add to. Later, the MAC
address of the AP will be added to Bridge or Repeater field of
WDS settings page.
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[11-1-10 Airtime Fairness

Airtime fairness is essential in wireless networks that must support critical enterprise
applications.

Most of the applications are either symmetric or require more downlink than uplink capacity;
telephony and email send the same amount of data in each direction, while video streaming
and web surfing involve more traffic sent from access points to clients than the other way
around. This is essential for ensuring predictable performance and quality-of-service, as well
as allowing 802.11n and legacy clients to coexist on the same network. Without airtime
fairness, offices using mixed mode networks risk having legacy clients slow down the entire
network or letting the fastest client(s) crowd out other users.

With airtime fairness, every client at a given quality-of-service level has equal access to the
network's airtime.

The wireless channel can be accessed by only one wireless station at the same time.

The principle behind the IEEE802.11 channel access mechanisms is that each station has
equal probability to access the channel. When wireless stations have similar data rate, this
principle leads to a fair result. In this case, stations get similar channel access time which is
called airtime.

However, when stations have various data rate (e.g., 11g, 11n), the result is not fair. The
slow stations (11g) work in their slow data rate and occupy too much airtime, whereas the
fast stations (11n) become much slower.

Take the following figure as an example, both Station A(11g) and Station B(11n) transmit data
packets through Vigor router. Although they have equal probability to access the wireless
channel, Station B(11n) gets only a little airtime and waits too much because Station A(11g)
spends longer time to send one packet. In other words, Station B(fast rate) is obstructed by
Station A(slow rate).

pr— | . . |
\
'é }
Station A I,“ >
'é_—/ Time
Station B !
To improve this problem, Airtime Fairness is added for Vigor router. Airtime Fairness function
tries to assign similar airtime to each station (A/B) by controlling TX traffic. In the following
figure, Station B(11n) has higher probability to send data packets than Station A(11g). By this
way, Station B(fast rate) gets fair airtime and it's speed is not limited by Station A(slow rate).
pm— | | \I'l
S )
Station A I,’ ’
|é Time
Station B |
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It is similar to automatic Bandwidth Limit. The dynamic bandwidth limit of each station
depends on instant active station number and airtime assignment. Please note that Airtime
Fairness of 2.4GHz and 5GHz are independent. But stations of different SSIDs function
together, because they all use the same wireless channel. IN SPECIFIC ENVIRONMENTS, this
function can reduce the bad influence of slow wireless devices and improve the overall
wireless performance.

Suitable environment:

(1) Many wireless stations.
(2) All stations mainly use download traffic.

(3) The performance bottleneck is wireless connection.

Wireless LAN >> Airtime Fairness

] Enable Airtime Fairness

Triggering Client Number (2 ~ 64) (Default: 2)
Note:

Please enable or disable this function according to the real situation and user experience. It is NOT
suitable for all environments.

| OK | | Cancel |

Available settings are explained as follows:

Item Description

Enable Airtime Fairness Try to assign similar airtime to each wireless station by
controlling TX traffic.

Airtime Fairness - Click the link to display the following
screen of airtime fairness note.

[4 172.17.3.110/vireless/ap_af_note.asp

Airtime Fairness Note:

3 * airtime iz the time where a wireless station occupies the wirelees channel. Airtime Fairmess function

i tries to assign similar airtime to each station by controlling TX traffic. IN SPECIFIC ENVIRONMENTS,
this function can reduce the bad influence of slow wireless devices and improve the overall wireless

| performance.

* Suitable environment : {1) Many wireless stations, (2) All stations mainly use download traffic, (3)
The performance battleneck is wireless connection

* Triggering Client Number: Airtime Fairness function is applied only when active station number
achieves this number

Triggering Client Number -Airtime Fairness function is
applied only when active station number achieves this
number.

After finishing this web page configuration, please click OK to save the settings.

o

Info Airtime Fairness function and Bandwidth Limit function should be mutually
exclusive. So their webs have extra actions to ensure these two functions
are not enabled simultaneously.
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[11-1-11 Station List

Station List provides the knowledge of connecting wireless clients now along with its status
code. There is a code summary below for explanation. For convenient Access Control, you
can select a WLAN station and click Add to Access Control below.

Wireless LAN =»> Station List

Station List

Advanced

Index

Status P Rddress

Lddress

Associated with

MZE>=TMO

Status Codes :

: Connected, No encryption.

: Connected, WEP.

: Connected, WPA.

: Connected, WPAZ.

: Blocked by Access Control.

: Connecting.

: Fail to pass WPA/PSK authentication.

Add to Access Control :

Client's MAC address

0 O

| Refresh |

Note:

After a station connects to the router successfully, it may be turned off without notice. In that case, it
will still be on the list until the connection expires.

Add

Available settings are explained as follows:

Item Description

Refresh Click this button to refresh the status of station list.

Add Click this button to add current typed MAC address into
Access Control.
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Part IV VPN
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VPN

SSLVPN

Certificate
Management

A Virtual Private Network (VPN) is the extension of a
private network that encompasses links across shared
or public networks like the Internet. In short, by VPN
technology, you can send data between two computers
across a shared or public network in a manner that
emulates the properties of a point-to-point private
link.

It is a form of VPN that can be used with a standard
Web browser.

A digital certificate works as an electronic ID, which is




V-1 VPN and Remote Access

A Virtual Private Network (VPN) is the extension of a private network that encompasses links
across shared or public networks like the Internet. In short, by VPN technology, you can send
data between two computers across a shared or public network in a manner that emulates the
properties of a point-to-point private link.

The VPN built is suitable for:

® Communication between home office and customer

®  Secure connection between Teleworker, staff on business trip and main office
® Exchange data between remote office and main office
°

POS between chain store and headquarters

Tele-worker 1

ﬁ ‘ Tele-worker 2

VPN Tunnel SEE G

Vigor router

Site-to-Site (LAN-to-LAN)
® A connection between two router's LAN networks.

® Allows employees in branch offices and head office to share the same network resources.

l;;;al GNSEEV\E)C;;; Remote Network
' ' 172.16.2.0/24

Y= A

Remote Access (Remote Dial-in)

® A connection between the remote host and router's LAN network. The host will use an IP
address in the local subnet.

® Allows employees to access the company's internal resources when they are traveling.

Local Network
192.168.1.0/24

R e B it
1 = S 192.168.1.100
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Web User Interface

Wizards

VPN Client Wizard

VPN and Remote Access

IV-1-1 VPN Client Wizard

Such wizard is used to configure VPN settings for VPN client. Such wizard will guide to set the
LAN-to-LAN profile for VPN dial out connection (from server to client) step by step.

1. Open Wizards>>VPN Client Wizard. The following page will appear.

VPN Client Wizard

Choose VPN Establishment Environment

LAM-to-LAN VPN Client Mode Selection: Route Mode w
Please choose a LAN-to-LAN Profile: | [Index] [Status] [Name] V|
Note:

1.Please use Route Mode for typical LAM-to-LAN tunnels.

2. If the remote network is only expecting a single client or IP and is not configured to route the
subnet then select NAT Mode.

3.If you are unsure of your configuration select Route Mode.

Available settings are explained as follows:

Item

Description

LAN-to-LAN Client
Mode Selection

Choose the client mode.

Route Mode/NAT Mode - If the remote network only allows
you to dial in with single IP, please choose NAT mode,
otherwise please choose Route Mode.

Please choose a

There are 32 VPN profiles for users to set.
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LAN-to-LAN Profile

2. When you finish the mode and profile selection, please click Next to open the following
page.

VPN Client Wizard

VPN Connection Setting

Security Ranking: Throughput Ranking:

Very High Very High

L2TP over IPSec L2TP / PPTP {None Encryption)
High High

IPSec / SSL IPSec
Medium Medium

PPTP (Encryption) L2TP over IPSec / PPTP (Encryption)
Low Low

L2TP / PPTP (Mone Encryption) SSL

select vPN Type: [PPTF (Encryption) ]
| <Back | | Next> | | Cancel |

In this page, you have to select suitable VPN type for the VPN client profile. There are
seven types provided here. Different type will lead to different configuration page. After
making the choices for the client profile, please click Next. You will see different
configurations based on the selection(s) you made.

@

Info The following descriptions for VPN Type are based on the Route Mode
specified in LAN-to-LAN Client Mode Selection.

When you choose PPTP (None Encryption) or PPTP (Encryption), you will see the
following graphic:
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VPN Client Wizard

VPN Client PPTP Encryption Settings

Profile Mame |?’?’? |
VPN Dial-Out Through [WAN1 First M
[ always on
Server IP/Host Name for VPN | |
(e.g. draytek.com or 123.45.67.89)
Username |?'?’? |
Password | |
Remote Metwork IP |D.D.D.D |
Remote Metwork Mask (2552552550124 w|
Local Network IP [192.168.1.80 |
Local Network Mask (2552652660124 w|
<Back ] [ o> ]
When you choose IPsec, you will see the following graphic:
VPN Client Wizard
VPN Client IPsec Settings
Profile Name |'?'?’? |
VBN Dial-0ut Through [ WAN1 First v
[ Always on
Server IP/Host Name for VPN | |
(e.g. draytek.com or 123.45.67.89)
IKE Authentication Method
@® pre-Shared Key | |
Confirm Pre-Shared Key | |
) Digital Signature (X.509)
Pear ID None v
Local ID
Alternative Subject Mame First
() Subject Name First
Local Certificate None v
IPsec Security Method

O Medium (AH)

@® High (ESP) [AES with Authentication  ~ |
Remote Metwork IP |D.D.I}.D |
Remote Network Mask [2552552550/24 w|
Local Network IP [192.168.1.80 |

Local Network Mask

[255.255.255.0124 |
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When you choose L2TP, you will see the following graphic:

VPN Client Wizard

VPN Client L2TP Settings

Profile Name |??’? |
VPN Dial-Qut Through [WAN1 First v|
[ always on
Server IP/Host Name for VPN | |
(e.g. draytek.com or 123.45.67.89)
Username |'?'?’? |
Password | |
Remote Network IP |I}.D.D.D |
Remote Network Mask [2852552550/24 ]|
Local Network IP [192.168.1.80 |
Local Network Mask (255265 2650/24 ]|

| < Back | | Next = |

When you choose L2TP over IPsec (Nice to Have) or L2TP over IPsec (Must), you will see

the following graphic:

VPN Client Wizard

VPN Client LZTP over IPsec (Nice to Have) Settings

Profile Name
VPN Dial-Out Through
[ Always on

Server IP/Host Name for VPN
(e.qg. draytek.com or 123.45.67.89)

IKE Authentication Method
@® pre-shared Key
Confirm Pre-Shared Key
' Digital Signature (X.509)
Peer ID
Local ID

) subject Name First
Local Certificate
IPsec Security Method
O Medium (AH)
® High (ESP)
Username

Password

Remote Metwork [P
Remote Network Mask
Local Network IP

Local Metwork Mask

Alternative Subject Name First

[772

[ WAN1 First M

|AES with Authentication  ~

[272

[0.0.0.0

[256.265255.0/24 |

[192.188.1.

80 |

[255.255.255.0/24  ~]

| < Back | | Next = |

When you choose SSL, you will see the following graphic:

Cancel
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VPN Client Wizard

Profile Name

Local Network Mask

VPN Dial-Out Through [WAN1 First ~|
[ always on

rSer'ver IP/Host Name for VPN | |
{e.g. draytek.com or 123.45.67.89)

Server Port (for SSL Tunnel): |4¢3 |
Username |?'?’? |
Passward | |
Remote Network IP |D.D.D.D |
Remote Network Mask (255255255024  ~|

Local Network IP [192.168.1.80 |

[772 |

(2552562550124 |

| <Back | | Next> | | Cancel |

Available settings are explained as follows:

Item

Description

Profile Name

Type a name for such profile. The length of the file is limited
to 10 characters.

VPN Dial-Out Through

Use the drop down menu to choose a proper WAN interface
for this profile. This setting is useful for dial-out only.
WANZ1 First/ WAN2 First /WAN3 First/WAN4 First- While
connecting, the router will use
WAN1/WAN2/WAN3/WAN4/WANS as the first channel for
VPN connection. If WAN1/WAN2/WAN3/WAN4 fails, the
router will use another WAN interface instead.

WAN1 Only /WAN2 Only/WAN3 Only/WAN4 Only - While
connecting, the router will use WAN1/WAN2/WAN3/WAN4 as
the only channel for VPN connection.

WAN1 Only: Only establish VPN if WAN2 down - If WAN2
failed, the router will use WAN1 for VPN connection.

WAN2 Only: Only establish VPN if WAN1 down - If WAN1
failed, the router will use WAN2 for VPN connection.

Always On

Check to enable router always keep VPN connection.

Server IP/Host Name
for VPN

Type the IP address of the server or type the host name for
such VPN profile.

Server Port (for SSL
Tunnel)

Type a port number for SSL tunnel.

IKE Authentication
Method

IKE Authentication Method usually applies to those are
remote dial-in user or node (LAN to LAN) which uses dynamic
IP address and IPsec-related VPN connections such as L2TP
over IPsec and IPsec tunnel.

Pre-Shared Key- Specify a key for IKE authentication.
Confirm Pre-Shared Key-Confirm the pre-shared key.

Digital Signature
(X.509)

Click Digital Signature to invoke this function.
Peer ID - Choose the peer ID selection from the drop down
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list.

Local ID - Choose Alternative Subject Name First or Subject
Name First.

Local Certificate - Use the drop down list to choose one of
the certificates for using. You have to configure one
certificate at least previously in Certificate Management >>
Local Certificate. Otherwise, the setting you choose here
will not be effective.

IPsec Security Method

Medium - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is active.

High - Encapsulating Security Payload (ESP) means payload

(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),

Triple DES (3DES), and AES.

User Name This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.
The length of the user name is limited to 11 characters.

Password This field is used to authenticate for connection when you

select PPTP or L2TP with or without IPsec policy above.
The length of the password is limited to 11 characters.

Remote Network IP

Please type one LAN IP address (according to the real
location of the remote host) for building VPN connection.

Remote Network
Mask

Please type the network mask (according to the real location
of the remote host) for building VPN connection.

Local Network IP

Enter the local network IP for TCP / IP configuration.

Local Network Mask

Enter the local network mask for TCP / IP configuration.

After finishing the configuration, please click Next. The confirmation page will be
shown as follows. If there is no problem, you can click one of the radio buttons listed on
the page and click Finish to execute the next action.

VPN Client Wizard

Please confirm your settings

LAM-to-LAN Index:
Profile Name:

VPN Connection Type:
VPN Dial-Out Through:
Always on:

Server IP/Host Name:
Server Port:

Remote Metwork IP:
Remote Metwork Mask:
Local Network IP:
Local Network Mask:

Click Back to modify changes if necessary. Otherwise,click Finish to save the current settings and
proceed to the following action:

1

test

S5L

WAM1 First

Mo
123.45.67.89
443

0.0.0.0
255.255.255.0
192.168.1.80
255.255.255.0

® Go to the VPN Connection Management.
) Do another VPN Client Wizard setup.
) view more detailed configurations.

| <Back | | Finish | [ Cancel |
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Available settings are explained as follows:

Item Description

Go to the VPN Click this radio button to access VPN and Remote
Connection Access>>Connection Management for viewing VPN
Management Connection status.

Do another VPN
Server Wizard Setup

Click this radio button to set another profile of VPN Server
through VPN Server Wizard.

View more detailed
configuration

Click this radio button to access VPN and Remote
Access>>LAN to LAN for viewing detailed configuration.
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IV-1-2 VPN Server Wizard

Such wizard is used to configure VPN settings for VPN server. Such wizard will guide to set the
LAN-to-LAN profile for VPN dial in connection (from client to server) step by step.

1. Open Wizards>>VPN Server Wizard. The following page will appear.

VPN Server Wizard

Choose VPN Establishment Environment

Allowed Dial-in Type:

VPN Server Mode Selection:

Please choose a LAN-to-LAN Profile:

Please choose a Dial-in User Accounts:

[Site to Site VPN (LAN-to-LAN) __ +]

[1 x 272 v

O ppTP
IPsec

L2TP with IPsec Policy

SSL Tunnel

| Next> | | Cancel |

Available settings are explained as follows:

Item Description
VPN Server Mode Choose the direction for the VPN server.
Selection

Site to Site VPN - To set a LAN-to-LAN profile automatically,
please choose Site to Site VPN.

Remote Dial-in User -You can manage remote access by
maintaining a table of remote user profile, so that users can
be authenticated to dial-in via VPN connection.

Please choose a
LAN-to-LAN Profile

This item is available when you choose Site to Site VPN
(LAN-to-LAN) as VPN server mode. There are 32 VPN profiles
for users to set.

Please choose a
Dial-in User Accounts

This item is available when you choose Remote Dial-in User
(Teleworker) as VPN server mode. There are 32 VPN tunnels
for users to set.

Allowed Dial-in Type

This item is available after you choose any one of dial-in user
account profiles. Next, you have to select suitable dial-in
type for the VPN server profile. There are several types
provided here (similar to VPN Client Wizard).
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Ll ppTP
IPsec
L2TP with IPsec Policy |None v |

SSL Tunnel

Different Dial-in Type will lead to different configuration
page. In addition, adjustable items for each dial-in type will
be changed according to the VPN Server Mode (Site to Site
VPN and Remote Dial-in User) selected.

2.  After making the choices for the server profile, please click Next. You will see different
configurations based on the selection you made. Here we take the examples of choosing
Site-to-Site VPN as the VPN Server Mode.

When you check PPTP, you will see the following graphic:

VPN Server Wizard

VPN Authentication Setting

Profile Mame |‘?‘?’? |
PPTP / L2TP / L2TP over IPsec / SSL Tunnel Authentication
Username [722 |
Password | |
Peer IP/VPN Client IP | |
Site to Site Information
Remote Network IP |I}.I}.D.D |
Remote Network Mask [285.2665256.0/24 |
Local Network IP [192.166.1.80 |
Local Network Mask [2552552550124 |

< Back | | Next =
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When you check PPTP & IPsec & L2TP (three types) or PPTP & IPsec (two types) or L2TP
with Policy (Nice to Have/Must), you will see the following graphic:

VPN Server Wizard

VPN Authentication Setting

Profile Mame

Username

Password

Pre-Shared Key

Peer ID
Local ID

Peer IP/VPN Client IP
Peer ID

Site to Site Information
Remote Network IP
Remote Network Mask
Local Network IP

Local Network Mask

PPTP / L2TP / L2TP over IPsec / SSL Tunnel Authentication

IPsec / L2TP over IPsec Authentication
Confirm Pre-Shared Key | |

[J pigital Signature {X.509)

Alternative Subject Mame First
() subject Mame First

[772 |

[792 |

[0.0.0.0 |
[25525652550/24 ~|
[192.168.1.60 |
[25525652550/24 ~|

| <Back | | Next> | | Cancel |

Available settings are explained as follows:

Item

Description

Profile Name

Type a name for such profile. The length of the file is limited
to 10 characters.

User Name This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.
The length of the name is limited to 11 characters.

Password This field is used to authenticate for connection when you

select PPTP or L2TP with or without IPsec policy above.
The length of the name is limited to 11 characters.

Pre-Shared Key

For IPsec/L2TP IPsec authentication, you have to type a
pre-shared key.

The length of the name is limited to 64 characters.

Confirm Pre-Shared
Key

Type the pre-shared key again for confirmation.

Digital Signature
(X.509)

Check the box of Digital Signature to invoke this function.

Peer ID - Choose the peer ID selection from the drop down
list.

Local ID - Choose Alternative Subject Name First or Subject
Name First.

Peer IP/VPN Client IP

Type the WAN IP address or VPN client IP address for the
remote client.

Peer ID

Type the ID name for the remote client.
The length of the name is limited to 47 characters.
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Remote Network IP

Please type one LAN IP address (according to the real
location of the remote host) for building VPN connection.

Remote Network
Mask

Please type the network mask (according to the real location
of the remote host) for building VPN connection.

Local Network IP

Enter the local network IP for TCP / IP configuration.

Local Network Mask

Enter the local network mask for TCP / IP configuration.

3. After finishing the configuration, please click Next. The confirmation page will be
shown as follows. If there is no problem, you can click one of the radio buttons listed on
the page and click Finish to execute the next action.

VPN Server Wizard

Please Confirm Your Settings

VPN Envirenment:
Index:

Profile Name:
Username:

Allowed Service:

Peer IP/VPN Client IP:
Peer ID:

Remote Network IP:
Remote Network Mask:
Local Network IP:
Local Network Mask:

Click Back to modify changes if necessary. Otherwise, click Finish to save the current settings
and proceed to the following action:

Site to Site VPN (LAN-to-LAN)
1

testtest

tes45678
PFTE+IPsec+L2TP
192.168.1.69
carrie
172.16.3.88
255.255.255.0
192.168.1.80
255.255.255.0

® Go to the VPN Connection Management.
) Do another VPN Server Wizard setup.
) view more detailed configurations.

| <Back | | Finish | | Cancel |

Available settings are explained as follows:

I[tem Description

Go to the VPN Click this radio button to access VPN and Remote
Connection Access>>Connection Management for viewing VPN
Management Connection status.

Do another VPN
Server Wizard Setup

Click this radio button to set another profile of VPN Server
through VPN Server Wizard.

View more detailed
configuration

Click this radio button to access VPN and Remote
Access>>LAN to LAN for viewing detailed configuration.
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IV-1-3 Remote Access Control

Enable the necessary VPN service as you need. If you intend to run a VPN server inside your
LAN, you should disable the VPN service of Vigor Router to allow VPN tunnel pass through, as
well as the appropriate NAT settings, such as DMZ or open port.

VPN and Remote Access > Remote Access Control Setup

Remote Access Control Setup

[] Enable PPTP VPN Service
Enable IPSec VPN Service
Enable L2TP VPN Service
Enable SSL VPN Service
Enable QpenVPN Service

Note:

To allow VPN pass-through to a separate VPN server on the LAN, disable any services above that use
the same protocol and ensure that NAT Open Ports or Port Redirection is also configured.

| OK | | Clear | | Cancel |

After finishing all the settings here, please click OK to save the configuration.
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IV-1-4 PPP General Setup

This submenu only applies to PPP-related VPN connections, such as PPTP, L2TP, L2TP over

IPsec.

VPN and Remote Access == PPP General Setup

PPP General Setup

PPP/MP Protocol

PPP Authentication Methods

. v o )
Dial-In PPP 35 e AD/MS CHAPIMS-CHAPvA v || 1 Remote Dial-in User
Authentication RADIUS
Dial-In PPP [Optional MPPE v] & AD/LDAP
Encryption{MPPE) Org
_Ird1

Mutual Authentication (PAP) ) Yes ® No

— M Tacacs+
Username | ax: 23 characters |
Password |'-.-Ia:<: 19 characters | Note:

disabled.
Start IP Address

IP Address Assignment for Dial-In Users when DHCP is

IP Pool Counts

1.Please select 'PAP Only 'Dial-In PPP
Authentication',if you want to use AD/LDAP or
TACACS+ for PRPP Authentication.

LAM 1 [192.166.1.200

2. Default priority is Remote Dial-in User -=

LAN 2 192.168.2.200
LAN 3 | 192.168.3.200
LAN 4 192.168.4.200

RADIUS -= AD/LDAP -= TACACS+.

3.Vigor router also supports Frame-IP-Address
from RADIUS server to assign IP address to
VPN client.

While using RADIUS or LDAP Authentication:
Assign IP from subnet: |LANT +

Lok |

Available settings are explained as follows:

Item

Description

Dial-In PPP Authentication

PAP Only - elect this option to force the router to
authenticate dial-in users with the PAP protocol.

PAP/CHAP/MS-CHAP/MS-CHAPvV2 - Selecting this option
means the router will attempt to authenticate dial-in users
with the CHAP protocol first. If the dial-in user does not
support this protocol, it will fall back to use the PAP protocol
for authentication.

Dial-In PPP Encryption
(MPPE)

Optional MPPE - This option represents that the MPPE
encryption method will be optionally employed in the router
for the remote dial-in user. If the remote dial-in user does
not support the MPPE encryption algorithm, the router will
transmit “no MPPE encrypted packets”. Otherwise, the MPPE
encryption scheme will be used to encrypt the data.

® Require MPPE (40/128bits) - Selecting this option will
force the router to encrypt packets by using the MPPE
encryption algorithm. In addition, the remote dial-in
user will use 40-bit to perform encryption prior to using
128-bit for encryption. In other words, if 128-bit MPPE
encryption method is not available, then 40-bit
encryption scheme will be applied to encrypt the data.

® Maximum MPPE - This option indicates that the router
will use the MPPE encryption scheme with maximum
bits (128-bit) to encrypt the data.

Mutual Authentication

The Mutual Authentication function is mainly used to
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(PAP)

communicate with other routers or clients who need
bi-directional authentication in order to provide stronger
security, for example, Cisco routers. So you should enable
this function when your peer router requires mutual
authentication. You should further specify the User Name
and Password of the mutual authentication peer.

The length of the name/password is limited to 23/19
characters.

IP Address Assignment for
Dial-In Users (when DHCP
Disable set)

Assigned IP Start - Enter a start IP address for the dial-in PPP
connection for LAN1.

LAN2 ~ LAN4 will be available if it is enabled. Refer to
LAN>>General Setup for enabling the LAN interface.

PPP Authentication
Methods

Select the method(s) to be used for authentication in PPP
connection.

PPTP LDAP Profile

Configured LDAP profiles will be listed under such item.
Simply check the one you want to enable the PPP
authentication by LDAP server profiles.

However, if there is no profile listed, simply click the link of
PPTP LDAP Profile to create/add some new LDAP profiles
you want.

While using Radius or
LDAP Authentication

If PPP connection will be authenticated via RADIUS server or
LDAP profiles, it is necessary to specify the LAN profile for
the dial-in user to get IP from.
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IV-1-5 SSL General Setup

SSL VPN (Secure Sockets Layer virtual private network) is a form of VPN that encrypts traffic
using SSL, which is the same technology used on secured websites. Because of SSL’s
prominence as an encryption protocol on the Internet, most networks have few restrictions on
SSL traffic, and as a result SSL VPN is more likely to work when other VPN technologies
experience difficulties due to obstacles such as firewalls and Network Address Translation
(NAT).

In short,

® |t is not necessary for users to preinstall VPN client software for executing SSL VPN
connection.

@ There are less restrictions for the data encrypted through SSL VPN in comparing with
traditional VPN.

This page determines the general configuration for SSL VPN Server and SSL Tunnel.

SSL VPN == SSL General Setup

S5L General Setup

Bind to WAN WAN1 WAN2 WAN3 WAN4S
Port (Default: 443)
Server Certificate self-signed v

[ ok | | Cancel |

Available settings are explained as follows:

Item Description

Bind to WAN Select the WAN interfaces to accept inbound SSL VPN
connections.

Port The port to be used for SSL VPN server. This is separate from
the management port (HTTPS Port) which is configured in
System Maintenance>>Management. The default setting is
443.

Server Certificate Specify the certificate to be used for SSL connections. Select a
certificate from imported or generated certificates on the
router, or choose Self-signed to use the router’s built-in
default certificate. The selected certificate can be used in SSL
VPN server and HTTPS Web Proxy.

To save changes on this page, select OK; to discard changes, select Cancel.
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IV-1-6 IPsec General Setup

In IPsec General Setup, there are two major parts of configuration.
There are two phases of IPsec.

® Phase 1: negotiation of IKE parameters including encryption, hash, Diffie-Hellman
parameter values, and lifetime to protect the following IKE exchange, authentication of
both peers using either a Pre-Shared Key or Digital Signature (x.509). The peer that
starts the negotiation proposes all its policies to the remote peer and then remote peer
tries to find a highest-priority match with its policies. Eventually to set up a secure
tunnel for IKE Phase 2.

® Phase 2: negotiation IPsec security methods including Authentication Header (AH) or
Encapsulating Security Payload (ESP) for the following IKE exchange and mutual
examination of the secure tunnel establishment.

There are two encapsulation methods used in IPsec, Transport and Tunnel. The Transport
mode will add the AH/ESP payload and use original IP header to encapsulate the data payload
only. It can just apply to local packet, e.g., L2TP over IPsec. The Tunnel mode will not only
add the AH/ESP payload but also use a new IP header (Tunneled IP header) to encapsulate the
whole original IP packet.

Authentication Header (AH) provides data authentication and integrity for IP packets passed
between VPN peers. This is achieved by a keyed one-way hash function to the packet to
create a message digest. This digest will be put in the AH and transmitted along with packets.
On the receiving side, the peer will perform the same one-way hash on the packet and
compare the value with the one in the AH it receives.

Encapsulating Security Payload (ESP) is a security protocol that provides data confidentiality
and protection with optional authentication and replay detection service.

VPN and Remote Access == IPsec General Setup

VPN IKE/IPsec General Setup
(Dial-in settings for Remote Dial-In users and LAN-to-LAM VPN Client with Dynamic IR.}

IKE Authentication Method

Certificate
Preferred Local ID |Alternative Subject Name V|
General Pre-Shared Key |'-.-Ia:<: 64 characters |

Confirm General Pre-Shared Key | |

¥auth User Pre-Shared Key |'-.-Ia:<: 64 characters |

Confirm XAuth User Pre-Shared Key | |

IPsec Security Method

Encryption: AES/3DES/DES

HMAC: SHA256/SHAL/MDS

DH Group: G21/G20/G19/G14/G5/G2/G1
AH: B Enable

® pasic O Medium O High

| OK | | Cancel |

Available settings are explained as follows:
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Item Description
IKE Authentication This usually applies to those are remote dial-in user or node
Method (LAN-to-LAN) which uses dynamic IP address and

IPsec-related VPN connections such as L2TP over IPsec and
IPsec tunnel. There are two methods offered by Vigor router
for you to authenticate the incoming data coming from
remote dial-in user, Certificate (X.509) and Pre-Shared
Key.

Certificate - X.509 certificates can be used for IKE
authentication. To set up certificates on the router, go to
the Certificate Management section.

Preferred Local ID - Specify the preferred local ID
information (Alternative Subject Name First or Subject
Name First) for IPsec authentication while the client is using
the general setting (without a specific Peer IP or ID in the
VPN profile).

General Pre-Shared Key- Define the PSK key for general
authentication.

Confirm General Pre-Shared Key- Re-enter the characters
to confirm the pre-shared key.

XAuth User Pre-Shared Key - Define the PSK key for IPsec
XAuth authentication.

Confirm XAuth User Pre-Shared Key- Re-enter the
characters to confirm the pre-shared key for IPsec XAuth
authentication.

Note: Any packets from the remote dial-in user which does
not match the rule defined in VPN and Remote
Access>>Remote Dial-In User will be applied with the
method specified here.

IPsec Security Method

Available mthods include Basic, Medium and High. Each
method offers different encryption, HMAC and DH Group.

Basic - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is active.

Medium - When this option is selected, the Authentication
Header (AH) protocol can be used to provide authentication
to IPsec traffic.

High - When this option is selected, the Encapsulating
Security Payload (ESP) protocol can be used to provide
authentication and encryption to IPsec traffic. Three
encryption standards are supported for ESP: DES, 3DES and
AES, in ascending order of security.

After finishing all the settings here, please click OK to save the configuration.

Vigor2832 Series User’s Guide

251



IV-1-7 IPsec Peer ldentity

To use digital certificate for peer authentication in either LAN-to-LAN connection or Remote
User Dial-In connection, here you may edit a table of peer certificate for selection. As shown
below, the router provides 32 entries of digital certificates for peer dial-in users.

VPN and Remote Access == IPsec Peer Identity

X509 Peer ID Accounts: | Set to Factory Default |
Index Enable Name Index Enable Name
1. O 27?7 17. O 27?7
2. O 277 18. O 277
3. O 7?77 19. OJ 777
4. O 277 20. O 277
5. O 277 21. O 277
6. O 277 22. O 277
1. O 7?77 23. OJ 777
8. O 2?7 24, O 277
9. O 777 25. O 277
10. O 777 26. O 777
1. O 277 27. O 277
12. O 277 28. O 277
13. O 277 29. O 277
14. O 277 30. O 777
15. O 277 31. OJ 277
16. O 277 32. O 277

[ ok | | Cancel |

Available settings are explained as follows:

Item Description

Set to Factory Default Click it to clear all indexes.

Index Click the number below Index to access into the setting page
of IPsec Peer Identity.

Enable Check the box to enable the profile.

Name Display the profile name of that index.

Click each index to edit one peer digital certificate. There are three security levels of digital
signature authentication: Fill each necessary field to authenticate the remote peer. The
following explanation will guide you to fill all the necessary fields.
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VPN and Remote Access == IPsec Peer Identity

Profile Index : 1

[JEnable this account

Profile Name Y

® Accept Any Peer ID

Type
IP

O Accept Subject Name
Country (C)

State (ST)

Location (L)
Qrginization (O)
QOrginization Unit (OU]

Common Mame (CN}

Email (E)

O Accept Subject Alternative Name

IP Address e

OK | | Clear | | Cancel |

Available settings are explained as follows:

Item

Description

Enable this account

Check it to enable such account profile.

Profile Name

Type the name of the profile. The maximum length of the
name you can set is 32 characters.

Accept Any Peer ID

Click to accept any peer regardless of its identity.

Accept Subject
Alternative Name

Click to check one specific field of digital signature to accept
the peer with matching value. The field can be IP Address,
Domain, or E-mail Address. The box under the Type will
appear according to the type you select and ask you to fill in
corresponding setting.

Accept Subject Name

Click to check the specific fields of digital signature to
accept the peer with matching value. The field includes
Country (C), State (ST), Location (L), Organization (O),
Organization Unit (OU), Common Name (CN), and Email

(E).

After finishing all the settings here, please click OK to save the configuration.
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IV-1-8 OpenVPN

OpenVPN offers a convenient way for users to build VPN between local end and remote end.

With integrating of OpenVPN, Vigor router can help users to achieve more robust, reliable and
secure private connections for business needs.

There are two advantages of OpenVPN:
® [t can be operated on different systems such as Windows, Linux, and MacOS.

® Based on the standard protocol of SSL encryption, OpenVPN can provide you with a
scalable client/server mode, permitting multi-client to connect to a single OpenVPN
Server process over a single TCP or UDP port.

IV-1-8-1 General Setup

Before establishing OpenVPN connection, general settings for OpenVPN service shall be
configured first.

VPN and Remote Access >> OpenVPN d

OpenVPN Server Setup Client Config

Generall Setup

upp Enable
UDP Port [1194 |
TCP Enable
TCP Port [1194 |
Cipher Algorithm
HMAC Algorithm

Certificate Authentication

Certificates Setup

Certificate Source ) Router generatad certificatas

@® uploading certificates to Router

Trust CA default d
Server Certificate

Note: OpenVPN on vigor only support TUN device interface currently. So please setup corresponding
configurations on the client side.

Available settings are explained as follows:

Item Description

Enable UDP Check the box to enable UDP port setting for OpenVPN.
UDP Port - Enter a number.

Enable TCP Check the box to enable TCP port setting for OpenVPN.
TCP Port - Enter a number.
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Cipher Algorithm

Two encryptions are supported, AES128 and AES256.

HMAC Algorithm

The HMAC algorithm only supports SHA1/SHA256.

Certificate Authentication

If certificate authentication is required for OpenVPN, simply
check the box to apply the trusted CA certificate and local
certificate for OpenVPN tunnel.

Certificate authentication can offer more secure VPN tunnel
between the client and the router.

Certificate Source

Select a source for the certificate to be used for OpenVPN.

Router generated certificates - Router-generated
certificates that will be used for OpenVPN.

® GENERATE - Click to generate a certificate.

) Delete all certificate - Click to remove all certificates
generated by the router.

Uploading certificates to Router - Third-party certificates
will be used for OpenVPN.

®  Trust CA - Use the dropdown list to select a trusted CA
certificate that has already been uploaded to the
router. To upload Trusted CA certificates to the router,
click the Trust CA label and you will be taken to the
Certificate Management >> Trusted CA Certificate
page to perform the operation.

®  Server Certificate - Use the dropdown list to select a
server certificate that has already been uploaded to
the router. To upload server certificates to the router,
click the Server Certificate label and you will be taken
to the Certificate Management >> Local Certificate
page to perform the operation.

After finishing all the settings here, please click OK to save the configuration.

IV-1-8-2 Client Config

The settings on this page can be downloaded as a file. Later, such file can be imported and
applied to remote end’s CPE (as VPN client). Then, a private connection via OpenVPN tunnel
between the server and the client can be connected successfully.
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VPN and Remote Access == OpenVPN

OpenVPN Server Setup

Client Config

Remote Server

Transport Protocol
Auto Dial-Out
Set VPN as Default Gateway

Cache password for auto

COWPN matcher

[uDp v

® enable O Disable

) Enable @ Disable

reconnect
UDP Ping
UDP Ping exit

File Mame

Client cert

Client key

Mail Profile

@® Enable

|1D |Second

|BD |Second

| Lovpn

| Jcrt

| |key

Mail Address | [ Send Email |

Note:

1. Please make sure the Client cert and the Client key are located in the same folder with .ovpn

file.

%]

3. Cache password for auto reconnect.
Enabled: Cache password in virtual memeory for re-authentication to keep VPN always connectad.
Disabled: Type password manually when re-authentication needed. VPN may disconnect during

re-authentication.

| Export

Available settings are explained as follows:

. Please make sure that WAN can be used as OpenWPN server.

Item

Description

Remote Server

The OpenVPN client will use the IP address or domain name
to connect to the router. Select either IP or Domain.

IP - The OpenVPN configuration file will use the numeric IP
address as the server address.

Domain - The OpenVPN configuration file will use the domain
as the server address. You need to ensure that the domain
resolves to the IP address of a router WAN port.

VPN matcher - The OpenVPN configuration file will use the
VPN matcher as the server address.

Transport Protocol

Simply choose UDP or TCP as protocol for building OpenVPN
connection between the server and the remote client.

Auto Dial-Out

Enable - If selected, the remote client can auto-dial to this
Vigor router to build an OpenVPN tunnel.

Disable - Select to disable the function.

Set VPN as Default
Gateway

Enable - If selected, the Vigor router will be treated as a
"default" gateway for OpenVPN clients. The OpenVPN client
will redirect all the traffic to the Vigor router via the
OpenVPN tunnel.
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Disable - Select to disable the function.

Cache password for auto Enable - The default setting. Save the config information
reconnect with the password required for the OpenVPN tunnel
connection.

Disable - Save the config information without the password
information. If it is selected, the user must re-enter the
password for authentication while setting the network
connection via OpenVPN tunnel.

UDP Ping Ping remote device over the UDP control channel, if no
packets have been sent for the number of seconds configured
here.

UDP Ping exit Let OpenVPN exit after the seconds set here if no reception

of a ping or other packet from the remote device.

File Name Enter the filename of the configuration file to be
downloaded from the router.

Client cert Each client in an OpenVPN connection must have its
certificate and private key.

Enter the certificate file name obtained from 3rd party

provider

Client key Enter the private key file name obtained from 3rd party
provider

Mail Profile The system administrator can send an email containing the

OpenVPN client configuration to someone who needs it.
Later, the recipient can use the configuration to connect to
the company's Intranet. It is useful and convenient for Smart
VPN Client user or employee on a business trip.

Mail Address - Enter the IP address of the recipient.

Send Email - After clicking this button, the recipient will
receive an email with the content of OpenVPN client
configuration.

Export The settings in this page can be saved as a file after clicking
such button. Later, the downloaded file can be imported to
the VPN client for building OpenVPN connection.

IVV-1-9 Remote Dial-in User

You can manage remote access by maintaining a table of remote user profile, so that users
can be authenticated to dial-in via VPN connection. You may set parameters including
specified connection peer ID, connection type (VPN connection - including PPTP, IPsec Tunnel,
and L2TP by itself or over IPsec) and corresponding security methods, etc.

The router provides 32 access accounts for dial-in users. Besides, you can extend the user

accounts to the RADIUS server through the built-in RADIUS client function. The following
figure shows the summary table.
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VPN and Remote Access >> Remote Dial-in User d

Remote Access User Accounts:

Set to Factory Default

Index Enable User Status Index Enable User Status
1 (] 777 17, 0 277
2 (] 777 - 18. O 277
i O 777 19. O 277
4. (] 777 - 20, O 277
5. O 27?2 2. O 27?
6. O ?7? - 22, O 27?7
I (] 777 23. O 277
8. (] 777 - 24. O 277
9. O 777 - 25. O 277 .
10. O 777 - 26, O 27?7
11. O 27?2 27. O 27?
12. O ?7? - 28. O 27?7
13. (] 777 29. O 277
14. (] 777 - 30. O 277
15. O 777 . O 277
16. O 777 - 32. O 27?7

Note:

User Accounts need to be added into User Group to enable SSL Portal Login.

| ©OK | | Cancel |

Backup setting to file:
| Backup |

Restore From File: | EEER |5E§-E‘E"Eféﬁ
Restore |

Available settings are explained as follows:

Item

Description

Set to Factory Default

Click to clear all indexes.

Index Click the number below Index to access into the setting page
of Remote Dial-in User.

Enable Check the box to enable the profile.

User Display the username for the specific dial-in user of the
LAN-to-LAN profile. The symbol ??? represents that the
profile is empty.

Status Display the access state of the specific dial-in user. The

symbol V and X represent the specific dial-in user to be
active and inactive, respectively.

Click each index to edit one remote user profile. Each Dial-In Type requires you to fill the
different corresponding fields on the right. If the fields gray out, it means you may leave it
untouched. The following explanation will guide you to fill all the necessary fields.
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VPN and Remote Access »> Remote Dial-in User

Index No. 1

[J Enable this account
Idle Timeout

Allowed Dial-In Type

User account and Authentication

second(s)

Usarname |’??'? |

Password |'-:Ia:<: 19 characters |

[J Enable Mobile One-Time Passwords(mOTP)

FIN Code

O prTP
IPsec Tunnel

SSL Tunnel
OpenVPN Tunnel

IKEVL/IKEVZ IKEv2 EAP B IPsec xAuth

L2TP with IPsec Policy

Secret

IKE Authentication Method
Pre-Shared Key
Max: 64 characters

[ pigital Signature(X.509)

[ specify Remote Node
Remote Client IP

or Peer ID

MNetbios Naming Packet
Multicast via VPN

Subnet

0.0.0.0

[J Assign Static IP Address

(for some IGMP,IP-Camera,DHCP Relay..etc.)

IPsec Security Method

Medium {AH)
High(ESP) DES | 3DES AES
Local ID {optional
) Block Lop )
® Block

Note:

1. Username can not contain characters ' \" and \\ .
2. OpenVPN tunnel does not support maTP.

OK | | Clear | | Cancel |

Available settings are explained as follows:

Item

Description

User account and
Authentication

Enable this account - Check the box to enable this function.

Idle Timeout- If the dial-in user is idle over the limitation of
the timer, the router will drop this connection. By default,
the Idle Timeout is set to 300 seconds.

Allowed Dial-In Type

PPTP - Allow the remote dial-in user to make a PPTP VPN
connection through the Internet. You should set the User
Name and Password of remote dial-in user below.

IPsec Tunnel - Allow the remote dial-in user to make an
IPsec VPN connection through Internet.

L2TP with IPsec Policy - Allow the remote dial-in user to
make a L2TP VPN connection through the Internet. You can
select to use L2TP alone or with IPsec. Select from below:

® None - Do not apply the IPsec policy. Accordingly, the
VPN connection employed the L2TP without IPsec
policy can be viewed as one pure L2TP connection.

® Nice to Have - Apply the IPsec policy first, if it is
applicable during negotiation. Otherwise, the dial-in
VPN connection becomes one pure L2TP connection.

®  Must -Specify the IPsec policy to be definitely applied
on the L2TP connection.

SSL Tunnel - Allow the remote dial-in user to make an SSL
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VPN connection through Internet.

OpenVPN Tunnel - Allow the remote dial-in user to set a VPN
connection through OpenVPN.

Specify Remote Node -You can specify the IP address of the
remote dial-in user, ISDN number or peer ID (used in IKE
aggressive mode).

Uncheck the checkbox means the connection type you select
above will apply the authentication methods and security
methods in the general settings.

Netbios Naming Packet -

®  Pass - Click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel
while connecting.

® Block - When there is conflict occurred between the
hosts on both sides of VPN Tunnel in connecting, such
function can block data transmission of Netbios Naming
Packet inside the tunnel.

Multicast via VPN - Some programs might send multicast

packets via VPN connection.

®  Pass - Click this button to let multicast packets pass
through the router.

®  Block - This is default setting. Click this button to let
multicast packets be blocked by the router.

User Name - This field is applicable when you select PPTP or

L2TP with or without IPsec policy above. The length of the

name is limited to 23 characters.

Password - This field is applicable when you select PPTP or

L2TP with or without IPsec policy above. The length of the

password is limited to 19 characters.

Enable Mobile One-Time Passwords (mOTP) - Check this

box to make the authentication with mOTP function.

PIN Code - Type the code for authentication (e.g, 1234).

Secret - Use the 32 digit-secret number generated by mOTP
in the mobile phone (e.g., e759bb6f0e94c7ab4fe6).

Subnet

Chose one of the subnet selections for such VPN profile.

Assign Static IP Address - Please type a static IP address for
the subnet you specified.

IKE Authentication
Method

This group of fields is applicable for IPsec Tunnels and L2TP
with IPsec Policy when you specify the IP address of the
remote node. The only exception is Digital Signature (X.509)
can be set when you select IPsec tunnel either with or
without specifying the IP address of the remote node.

Pre-Shared Key - Check the box of Pre-Shared Key to invoke
this function and type in the required characters (1-63) as
the pre-shared key.

Digital Signature (X.509) - Check the box of Digital Signature

to invoke this function and Select one predefined Profiles set
in the VPN and Remote Access >>IPsec Peer Identity.

IPsec Security Method

This group of fields is a must for IPsec Tunnels and L2TP with
IPsec Policy when you specify the remote node. Check the
Medium, DES, 3DES or AES box as the security method.
Medium-Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is invoked. You can uncheck it to disable it.
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High-Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
Triple DES (3DES), and AES.

Local ID (Optional)- Specify a local ID to be used for Dial-in
setting in the LAN-to-LAN Profile setup. This item is optional
and can be used only in IKE aggressive mode.

After finishing all the settings here, please click OK to save the configuration.

IV-1-10 LAN to LAN

Here you can manage LAN-to-LAN connections by maintaining a table of connection profiles.
You may set parameters including specified connection direction (dial-in or dial-out),
connection peer ID, connection type (VPN connection - including PPTP, IPsec Tunnel, and
L2TP by itself or over IPsec) and corresponding security methods, etc.

The following figure shows the summary table according to the item (All/Trunk) selected for

View.
VPN and Remote Access == LAN to LAN d
LAN-to-LAN Profiles: | Set to Factory Default |
View: @ All O Trunk
Index Enable Name Remote Status Index Enable Name Remote Status
Network Network
1. O ?7? 17. O ?22?
2. O 777 -- 18. O ?27?
3. O 227 19. O 227
4. O 227 -- 20. O 2?77
5. O 227 21. O 227
6. O 777 - 22. (] 777
1. O 777 23. O 727
8. O 777 -- 24, O 777
9. O 277 25. O 277
10. O 777 -- 26. O 277
11. O 227 7. O 227
12. O 227 -- 28. O 2?77
13. O 227 29. O 227
14. O 777 -- 30. O ?27?
15. O ?7? 31. O ?22?
16. O 777 -- 32. O ?27?
| ok | | Cancel |
[J Pass packets from LANM in Routing mode to VPN
Pass Packets to WAN when VPN disconnects
Backup setting to file: Upload From File: | EEESR |E%§E-‘E"EFEE
| Backup | | Restore |

[ This Dial-out profile has already joined for VPN Load Balance Mechanism]
[ This Dial-out profile has already joined for VPN Backup Mechanism]
[ HXXX:This Dial-out profile does not join for VPN TRUNK]

The following shows profiles joined into VPN Load Balance and VPN Backup mechanism.
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VPN and Remote Access == LAN to LAN

LAN-to-LAN Profiles:

View: O All ® Trunk
Name Activate Members Status
Loadbaland W VPHN-2 Offline
Connection Offline
| oK | | Cancel |

[X XX XxX:This Dial-out profile has already joined for VPN Load Balance Mechanism]
[XXXxX:This Dial-out profile has already joined for VPN Backup Mechanism]

If there is no profile joined yet, this page will be shown as follows:
VPN and Remote Access == LAN to LAN
LAN-to-LAN Profiles:

View: DAl ® Trunk

Name Activate Members Status

| OK | | Cancel |

[HHX XX This Dial-out profile has already joined for VPN Load Balance Mechanism]
[ :This Dial-out profile has already joined for VPN Backup Mechanism]

Available settings are explained as follows:

Item Description
View All - Click it to display the LAN to LAN profiles.
Trunk - Click it to display the Trunk profiles.
Set to Factory Default Click to clear all indexes.
Name Indicate the name of the LAN-to-LAN profile. The symbol ???

represents that the profile is empty.

Active V - means the profile has been enabled.
X - means the profile has not been enabled.

Status Indicate the status of individual profiles. The symbol V and X
represent the profile to be active and inactive, respectively.

To edit each profile:
1. Click each index to edit each profile and you will get the following page. Each

LAN-to-LAN profile includes 5 subgroups. If the fields gray out, it means you may leave it
untouched. The following explanations will guide you to fill all the necessary fields.
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VPN and Remote Access => LAN to LAN

Profile Index : 1
1. Common Settings

[J Enable this profile

VPN Dial-Out Through

pProfile Name 77 Call Direction ~ ® Both O Dial-out O Dial-in
[ Always on
Idle Timeout second(s)

[J Enable PING to keep IPsec tunnel alive

[WANA First ~|

— PING to the IP
Metbios Naming Packet ®Pass (_Block
Multicast via VPN Opass @Block

(for some IGMP,IP-Camera, DHCP Relay..etc.)

2. Dial-Out Settings

Type of Server | am calling

® ppTP

O 1Psec Tunnel

) L2TP with IPsec Policy
) ssL Tunnel

Username |?’?? |
Password | Max: 15 characters |
PPP Authentication |PAP/CHAP/MS-CHAP/MS-CHAPV2 v |
V] Compression @® on O Off

Server IP/Host Name for VPN.

(such as draytek.com or 123.45.567.89)

IKE Authentication Method
Pre-Shared Key

Max: 64 characters

|l‘«-‘lsx 41 characters

Server Port (for SSL Tunnel):

Digital Signature(x.509)

B Peer ID

Local ID
Alternative Subject Mame First
Subject Name First

Local Certificate

IPsec Security Method

O Medium{AH)

@® High(ESP) | AES with Authentication
| Advanced |

Schedule Profile
\ MNone V|, |None ~ \, |N0ne V|, | MNone A

Available settings are explained as follows:

Item

Description

Common Settings

Profile Name - Specify a name for the profile of the
LAN-to-LAN connection.

Enable this profile - Check here to activate this profile.

VPN Dial-Out Through - Use the drop down menu to choose a

proper WAN interface for this profile. This setting is useful

for dial-out only.

® WAN1 First/ WAN2 First/ WAN3 First/WAN4 First -
While connecting, the router will use
WAN1/WAN2/WAN3/WAN4 as the first channel for VPN
connection. If WAN1/WAN2/WAN3/WAN4 fails, the
router will use another WAN interface instead.

® WANL1 Only /WAN2 Only/WAN3 Only/WAN4 Only
/WAN5 Only- While connecting, the router will use
WAN1/WAN2/WAN3/WAN4 as the only channel for VPN
connection.

® WANL1 Only: Only establish VPN if WAN2 down - If
WAN?2 failed, the router will use WAN1 for VPN
connection.

® \WAN2 Only: Only establish VPN if WAN1 down - If
WANL1 failed, the router will use WAN2 for VPN
connection.

Netbios Naming Packet
®  Pass - click it to have an inquiry for data transmission

Vigor2832 Series User’s Guide

263



264

between the hosts located on both sides of VPN Tunnel
while connecting.

® Block - When there is conflict occurred between the
hosts on both sides of VPN Tunnel in connecting, such
function can block data transmission of Netbios Naming
Packet inside the tunnel.

Multicast via VPN - Some programs might send multicast
packets via VPN connection.

®  Pass - Click this button to let multicast packets pass
through the router.

®  Block - This is default setting. Click this button to let
multicast packets be blocked by the router.

Call Direction - Specify the allowed call direction of this
LAN-to-LAN profile.

®  Both:-initiator/responder
®  Dial-Out- initiator only
®  Dial-In- responder only.

Always On-Check to enable router always keep VPN
connection.

Idle Timeout: The default value is 300 seconds. If the
connection has been idled over the value, the router will
drop the connection.

Enable PING to keep IPsec tunnel alive - This function is to
help the router to determine the status of IPsec VPN
connection, especially useful in the case of abnormal VPN
IPsec tunnel disruption. For details, please refer to the note
below. Check to enable the transmission of PING packets to a
specified IP address.

Enable PING to keep IPsec tunnel alive is used to handle
abnormal IPsec VPN connection disruption. It will help to
provide the state of a VPN connection for router’s judgment
of redial. Normally, if any one of VPN peers wants to
disconnect the connection, it should follow a serial of packet
exchange procedure to inform each other. However, if the
remote peer disconnects without notice, Vigor router will by
no where to know this situation. To resolve this dilemma, by
continuously sending PING packets to the remote host, the
Vigor router can know the true existence of this VPN
connection and react accordingly. This is independent of DPD
(dead peer detection).

PING to the IP - Enter the IP address of the remote host that
located at the other-end of the VPN tunnel.

Dial-Out Settings

Type of Server | am calling - PPTP - Build a PPTP VPN
connection to the server through the Internet. You should set
the identity like User Name and Password below for the
authentication of remote server.

IPsec Tunnel - Build an IPsec VPN connection to the server

through Internet.

L2TP with IPsec Policy - Build a L2TP VPN connection

through the Internet. You can select to use L2TP alone or

with IPsec. Select from below:

® None: Do not apply the IPsec policy. Accordingly, the
VPN connection employed the L2TP without IPsec
policy can be viewed as one pure L2TP connection.

® Nice to Have: Apply the IPsec policy first, if it is
applicable during negotiation. Otherwise, the dial-out
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VPN connection becomes one pure L2TP connection.

®  Must: Specify the IPsec policy to be definitely applied
on the L2TP connection.

SSL Tunnel - Build an SSL VPN connection to the server
through Internet.

User Name - This field is applicable when you select, PPTP or
L2TP with or without IPsec policy above. The length of the
name is limited to 49 characters.

Password - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
password is limited to 15 characters.

PPP Authentication - This field is applicable when you
select, PPTP or L2TP with or without IPSec policy above.
PAP/CHAP/MS-CHAP/MS-CHAPV2 is the most common
selection due to compatibility.

VJ compression - This field is applicable when you select
PPTP or L2TP with or without IPsec policy above. VJ
Compression is used for TCP/IP protocol header compression.
Normally set to On to improve bandwidth utilization.

IKE Authentication Method - This group of fields is
applicable for IPsec Tunnels and L2TP with IPsec Policy.

® Pre-Shared Key - Input 1-63 characters as pre-shared
key.

® Digital Signature (X.509) - Select one predefined
Profiles set in the VPN and Remote Access >>IPsec
Peer Identity.
Peer ID - Select one of the predefined Profiles set in
VPN and Remote Access >>IPsec Peer Identity.

Local ID - Specify a local ID (Alternative Subject Name
First or Subject Name First) to be used for Dial-in
setting in the LAN-to-LAN Profile setup. This item is
optional and can be used only in IKE aggressive mode.

®  Local Certificate - Select one of the profiles set in
Certificate Management>>Local Certificate.

IPsec Security Method - This group of fields is a must for

IPsec Tunnels and L2TP with IPsec Policy.

® Medium AH (Authentication Header) means data will
be authenticated, but not be encrypted. By default,
this option is active.

® High (ESP-Encapsulating Security Payload)- means
payload (data) will be encrypted and authenticated.
Select from below:

® DES without Authentication -Use DES encryption
algorithm and not apply any authentication scheme.

® DES with Authentication-Use DES encryption algorithm
and apply MD5 or SHA-1 authentication algorithm.

®  3DES without Authentication-Use triple DES
encryption algorithm and not apply any authentication
scheme.

®  3DES with Authentication-Use triple DES encryption
algorithm and apply MD5 or SHA-1 authentication
algorithm.

®  AES without Authentication-Use AES encryption
algorithm and not apply any authentication scheme.

® AES with Authentication-Use AES encryption algorithm
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and apply MD5 or SHA-1 authentication algorithm.

Advanced - Specify mode, proposal and key life of each IKE
phase, Gateway, etc.

The window of advance setup is shown as below:

IKE advanced sentiags

IKE phase 1 mode -Select from Main mode and Aggressive
mode. The ultimate outcome is to exchange security
proposals to create a protected secure channel. Main mode
is more secure than Aggressive mode since more exchanges
are done in a secure channel to set up the IPsec session.
However, the Aggressive mode is faster. The default value in
Vigor router is Main mode.

® |KE phase 1 proposal-To propose the local available
authentication schemes and encryption algorithms to
the VPN peers, and get its feedback to find a match.
Two combinations are available for Aggressive mode
and nine for Main mode. We suggest you select the
combination that covers the most schemes.

® |KE phase 2 proposal-To propose the local available
algorithms to the VPN peers, and get its feedback to
find a match. Three combinations are available for both
modes. We suggest you select the combination that
covers the most algorithms.

® |KE phase 1 key lifetime-For security reason, the
lifetime of key should be defined. The default value is
28800 seconds. You may specify a value in between 900
and 86400 seconds.

® |KE phase 2 key lifetime-For security reason, the
lifetime of key should be defined. The default value is
3600 seconds. You may specify a value in between 600
and 86400 seconds.

®  Perfect Forward Secret (PFS)-The IKE Phase 1 key will
be reused to avoid the computation complexity in
phase 2. The default value is inactive this function.

Local ID-In Aggressive mode, Local ID is on behalf of the
IP address while identity authenticating with remote
VPN server. The length of the ID is limited to 47
characters.

Schedule Profile - Set the wireless LAN to work at certain
time interval only. You may choose up to 4 schedules out of
the 15 schedules pre-defined in Applications >> Schedule
setup. The default setting of this field is blank and the
function will always work.
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3. Dial-In Settings

Allowed Dial-In Type

Username

O prTP

IPsec XAuth

SSL Tunnel

IPsac Tunnel(IKEV1/IKEV2)

L2TP with IPsec Policy

Password(Max 11 char)

V] Compression

IKE Authentication Method
Pre-Shared Key

Peer VPN Server IP

or Peer ID |Max: 47 characters

[J Specify Remote VPN Gateway

Max: 64 characters

[J Digital Signature(X.509)

Local ID
@ alternative Subject Name First

) subject Name First

IPsec Security Method

Remote Network Mask
Local Network IP

Local Network Mask

Medium{AH)

High(ESP) DES | 3DES| | AES
4. GRE Settings
[[J Enable 1Psec Dial-Out function GRE over IPsec
O Logical Traffic My GRE 1P | Peer GRE IP | |
5. TCP/IP Network Settings
My WAN TP [0.0.00 | |rip Direction
Remote Gateway 1P |D_D_g_g | From first subnet to remote network, you have to do
Remote Metwork IP |D.D.0.0 |

2552552550/24 ~

[J 1Psec VPM with the Same Subnets

[192.168.1.80

256266256 0/24 ~

| More |

[J Change default route to this VBN tunnel ( Only active if
one single WAN is up )

Available settings are explained as follows:

Item

Description

Dial-In Settings

Allowed Dial-In Type - Determine the dial-in connection
with different types.

PPTP - Allow the remote dial-in user to make a PPTP
VPN connection through the Internet. You should set
the User Name and Password of remote dial-in user
below.

IPsec Tunnel- Allow the remote dial-in user to trigger
an IPsec VPN connection through Internet.

L2TP with IPsec Policy - Allow the remote dial-in user
to make a L2TP VPN connection through the Internet.
You can select to use L2TP alone or with IPsec. Select
from below:

B None - Do not apply the IPsec policy. Accordingly,
the VPN connection employed the L2TP without
IPsec policy can be viewed as one pure L2TP
connection.

B Nice to Have - Apply the IPsec policy first, if it is
applicable during negotiation. Otherwise, the
dial-in VPN connection becomes one pure L2TP
connection.

B Must - Specify the IPsec policy to be definitely
applied on the L2TP connection.

SSL Tunnel- Allow the remote dial-in user to trigger an
SSL VPN connection through Internet.

Specify Remote VPN Gateway - You can specify the IP
address of the remote dial-in user or peer ID (should be the
same with the ID setting in dial-in type) by checking the box.
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Also, you should further specify the corresponding security
methods on the right side.

If you uncheck the checkbox, the connection type you select
above will apply the authentication methods and security
methods in the general settings.

User Name - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
name is limited to 11 characters.

Password - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
password is limited to 11 characters.

VJ Compression - VJ Compression is used for TCP/IP
protocol header compression. This field is applicable when
you select PPTP or L2TP with or without IPsec policy above.

IKE Authentication Method - This group of fields is
applicable for IPsec Tunnels and L2TP with IPsec Policy when
you specify the IP address of the remote node. The only
exception is Digital Signature (X.509) can be set when you
select IPsec tunnel either with or without specify the IP
address of the remote node.

® Pre-Shared Key - Check the box of Pre-Shared Key to
invoke this function and type in the required characters
(1-63) as the pre-shared key.

® Digital Signature (X.509) -Check the box of Digital
Signature to invoke this function and select one
predefined Profiles set in the VPN and Remote Access
>>|Psec Peer ldentity.

B Local ID - Specify which one will be inspected
first.

B Alternative Subject Name First - The alternative
subject name (configured in Certificate
Management>>Local Certificate) will be
inspected first.

B Subject Name First - The subject nhame
(configured in Certificate Management>>Local
Certificate) will be inspected first.

IPsec Security Method - This group of fields is a must for
IPsec Tunnels and L2TP with IPsec Policy when you specify
the remote node.

®  Medium- Authentication Header (AH) means data will
be authenticated, but not be encrypted. By default,
this option is active.

® High- Encapsulating Security Payload (ESP) means
payload (data) will be encrypted and authenticated.
You may select encryption algorithm from Data
Encryption Standard (DES), Triple DES (3DES), and AES.

GRE Settings

Enable IPsec Dial-Out function GRE over IPsec: Check this
box to verify data and transmit data in encryption with GRE
over IPsec packet after configuring IPsec Dial-Out setting.
Both ends must match for each other by setting same virtual
IP address for communication.

Logical Traffic: Such technique comes from RFC2890. Define
logical traffic for data transmission between both sides of
VPN tunnel by using the characteristic of GRE. Even hacker
can decipher IPsec encryption, he/she still cannot ask LAN
site to do data transmission with any information. Such
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function can ensure the data transmitted on VPN tunnel is
really sent out from both sides. This is an optional function.
However, if one side wants to use it, the peer must enable it,
too.

My GRE IP: Type the virtual IP for router itself for verified by
peer.

Peer GRE IP: Type the virtual IP of peer host for verified by
router.

TCP/IP Network
Settings

My WAN IP -This field is only applicable when you select
PPTP or L2TP with or without IPsec policy above. The default
value is 0.0.0.0, which means the Vigor router will get a PPP
IP address from the remote router during the IPCP
negotiation phase. If the PPP IP address is fixed by remote
side, specify the fixed IP address here. Do not change the
default value if you do not select PPTP or L2TP.

Remote Gateway IP - This field is only applicable when you
select PPTP or L2TP with or without IPsec policy above. The
default value is 0.0.0.0, which means the Vigor router will
get a remote Gateway PPP IP address from the remote router
during the IPCP negotiation phase. If the PPP IP address is
fixed by remote side, specify the fixed IP address here. Do
not change the default value if you do not select PPTP or
L2TP.

Remote Network IP/ Remote Network Mask - Add a static
route to direct all traffic destined to this Remote Network IP
Address/Remote Network Mask through the VPN connection.
For IPsec, this is the destination clients IDs of phase 2 quick
mode.

Local Network IP / Local Network Mask - Display the local
network IP and mask for TCP / IP configuration. You can
modify the settings if required.

More - Add a static route to direct all traffic destined to
more Remote Network IP Addresses/ Remote Network Masks
through the VPN connection. This is usually used when you
find there are several subnets behind the remote VPN router.

92163, 1. Lidoc/21 M ELhtm

Profile Index :1

Remote Network

Metwork [P

Metrask
205,205 285 285132 7

Add Delete Edit
Create Phase? SA for each subnet.(IPsec)

[o]24 Close

RIP Direction - The option specifies the direction of RIP
(Routing Information Protocol) packets. You can
enable/disable one of direction here. Herein, we provide
four options: TX/RX Both, TX Only, RX Only, and Disable.

From first subnet to remote network, you have to do - If
the remote network only allows you to dial in with single IP,
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please choose NAT, otherwise choose Route.

Change default route to this VPN tunnel - Check this box to
change the default route with this VPN tunnel.

IPSec VPN with the
Same subnet

For both ends (e.g., different sections in a company) are

within the same subnet, there is a function which allows you

to build Virtual IP mapping between two ends. Thus, when

VPN connection established, the router will change the IP

address according to the settings configured here and block
sessions which are not coming from the IP address defined in
the Virtual IP Mapping list.

After checking the box of IPSec VPN with the Same subnet,
the options under TCP/IP Network Settings will be changed

as shown below:
5. TCPAP Network Settings

Remote Netwoark IP 0.0.0.0 From Local Subnet to Remote network, you have
Remate Netwark Mask 25555.255.0 o do B v
Translated Local Network | LAN1 ¥ |to
92185710 ¢ IPsec VPN with the Same Subnets
- Translated Type = \Wwhole Subnet
Advanced Specific IP Address
Wirtual IP Mapping
QK Clear Cancel

Remote Network IP/ Remote Network Mask - Add a static
route to direct all traffic destined to this Remote Network IP
Address/Remote Network Mask through the VPN connection.
For IPSec, this is the destination clients IDs of phase 2 quick
mode.

Translated Local Network - This function is enabled in
default. Use the drop down list to specify a LAN port as the
transferred direction. Then specify an IP address. Click
Advanced to configure detailed settings if required.

Advanced - Add a static route to direct all traffic destined to
more Remote Network IP Addresses/ Remote Network Mask
through the VPN connection. This is usually used when you
find there are several subnets behind the remote VPN router.

| ] 192.168.1.1/0cA21ME Fibm +

Profile Index :2

Remoaote Metwork
Metwork IP

Metmask
255255 255 255132 W

Add

[Ocreate Phase2 54 for each subnet.(IPsec)

Local Metwork [«

Translated to 0.0.0.0

Add

[ ok ] [ close |

Translated Type - There are two types for you to choose.
® Whole Subnet
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®  Specific IP Address

Virtual IP Mapping - A pop up dialog will appear for you to
specify the local IP address and the mapping virtual IP
address.

| ] 192.168.1 1 oc/L2Lywid PR him +

Virtual IP Mapping Profile 2

Local IP

wirtual IP

[ ok ] [ Close |

2. After finishing all the settings here, please click OK to save the configuration.
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IV-1-11 VPN Trunk Management

VPN trunk includes four features - VPN Backup, VPN load balance, GRE over IPsec, and Binding
tunnel policy.

Features of VPN TRUNK - VPN Backup Mechanism

VPN TRUNK Management is a backup mechanism which can set multiple VPN tunnels as
backup tunnel. It can assure the network connection not to be cut off due to network
environment blocked by any reason.

® VPN TRUNK-VPN Backup mechanism can judge abnormal situation for the environment of
VPN server and correct it to complete the backup of VPN Tunnel in real-time.

@® VPN TRUNK-VPN Backup mechanism is compliant with all WAN modes (single/multi)

® Dial-out connection types contain IPsec, PPTP, L2TP, L2TP over IPsec and ISDN (depends
on hardware specification)

® The web page is simple to understand and easy to configure
@ Fully compliant with VPN Server LAN Site Single/Multi Network

® Mail Alert support, please refer to System Maintenance >> SysLog / Mail Alert for
detailed configuration

® Syslog support, please refer to System Maintenance >> SysLog / Mail Alert for detailed
configuration

® Specific ERD (Environment Recovery Detection) mechanism which can be operated by
using Telnet command

VPN TRUNK-VPN Backup mechanism profile will be activated when initial connection of single
VPN tunnel is off-line. Before setting VPN TRUNK -VPN Backup mechanism backup profile,
please configure at least two sets of LAN-to-LAN profiles (with fully configured dial-out
settings) first, otherwise you will not have selections for grouping Memberl and Member2.

Features of VPN TRUNK - VPN Load Balance Mechanism

VPN Load Balance Mechanism can set multiple VPN tunnels for using as traffic load balance
tunnel. It can assist users to do effective load sharing for multiple VPN tunnels according to
real line bandwidth. Moreover, it offers three types of algorithms for load balancing and
binding tunnel policy mechanism to let the administrator manage the network more flexibly.

® Three types of load sharing algorithm offered, Round Robin, Weighted Round Robin and
Fastest

® Binding Tunnel Policy mechanism allows users to encrypt the data in transmission or
specified service function in transmission and define specified VPN Tunnel for having
effective bandwidth management

® Dial-out connection types contain IPsec, PPTP, L2TP, L2TP over IPsec and GRE over IPsec

The web page is simple to understand and easy to configure

® The TCP Session transmitted by using VPN TRUNK-VPN Load Balance mechanism will not be
lost due to one of VPN Tunnels disconnected. Users do not need to reconnect with setting
TCP/UDP Service Port again. The VPN Load Balance function can keep the transmission for
internal data on tunnel stably
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VPN and Remote Access »> VPN TRUNK Management d

Backup Profile List

| Setto Factory Default |

Note:

[Active:NO] The LAN-to-LAN Profile is disabled or under Dial-In(Call Direction) at present.

Ho. Status Name

Memberl (Rctive)Type

MemberZ (Active) Type

Load Balance Profile List

| Set to Factory Default |

Note:

[Active:NO] The LAN-to-LAN Profile is disabled or under Dial-In{Call Direction) at present.

HNo. Status Name

Memberl (Roctive)Tyvpe

MemberZ (Active) Type

General Setup

Status

@® Enable ) Disable

Profile Name |

Memberl |Please select a LAN-to-LAN Dial-Out profile. v|
Membear2 |Please select & LAN-to-LAN Dial-0Out preofile. v|
Active Mode ®gackup O Load Balance

| Add | [ Update | [Delete |

Available settings are explained as follows:

Item

Description

Backup Profile List

Set to Factory Default - Click to clear all VPN TRUNK-VPN
Backup mechanism profile.

No - The order of VPN TRUNK-VPN Backup mechanism
profile.

Status - “v” means such profile is enabled; “x” means such
profile is disabled.

Name - Display the name of VPN TRUNK-VPN Backup
mechanism profile.

Member1 - Display the dial-out profile selected from the
Memberl drop down list below.

Active - “Yes” means normal condition. “No” means the
state might be disabled or that profile currently is set with
Dial-in mode (for call direction) in LAN-to-LAN.

Type - Display the connection type for that profile, such as
IPsec, PPTP, L2TP, L2TP over IPsec (NICE), L2TP over
IPsec(MUST) and so on.

Member2 - Display the dial-out profile selected from the
Member2 drop down list below.
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Advanced - This button is available only when LAN to LAN
profile (or more) is created.

(= VPN Backup Advance Settings - Windows Internet Explorer
&) /192168 1.1 (=]

VPN Backup Advance Settings
Profile Name: Backupl
ERD Mode: ® Normal
O Resume (Member 1 first)
Detail Information:

Environment Recovers Detection(ERD) Status: Normal Mode
< ¥

Detailed information for this dialog, see later section -
Advanced Load Balance and Backup.

Load Balance Profile List Set to Factory Default - Click to clear all VPN TRUNK-VPN
Load Balance mechanism profile.

No - The order of VPN TRUNK-VPN Load Balance
mechanism profile.

Status - “v” means such profile is enabled; “x” means such
profile is disabled.

Name - Display the name of VPN TRUNK-VPN Load Balance
mechanism profile.

Memberl - Display the dial-out profile selected from the
Memberl drop down list below.

Active - “Yes” means normal condition. “No” means the
state might be disabled or that profile currently is set with
Dial-in mode (for call direction) in LAN-to-LAN.

Type - Display the connection type for that profile, such as
IPsec, PPTP, L2TP, L2TP over IPsec (NICE), L2TP over
IPsec(MUST) and so on.

Member2 - Display the dial-out profile selected from the
Member2 drop down list below.

Advanced - This button is only available when there is one or
more profiles created in this page.

{= ¥PH Load Balance Advance Settings - Windows Internet Explorer

&) it /1921681 1 [=]

VPN Load Balance Advance Settings
Profile Hame: Loadbalanl
Load Balance Algorithm: ® Round Robin
O Weighted Round Robin
® Auto Weighted
© According to Speed Ratio {Member1:Member2): |50:50 ¥

VPN Load Balance Policy
@Edit  Olnsert after

Tunnel Bind Table Index: (1~64)

Active: Active v

Binding Dial Out Profile: 20 =

Src IP Start: 0000 End: |255 255 255 255
Dest IP Start: 0.0.0.0 End: |256.255.265.255
Dest Port Start: End:

Protocol: ANY -

Detail Information

name: Loadbalanl | ~
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Detailed information for this dialog, see later section -
Advanced Load Balance and Backup.

General Setup Status- After choosing one of the profile listed above, please
click Enable to activate this profile. If you click Disable, the
selected or current used VPN TRUNK-Backup/Load Balance
mechanism profile will not have any effect for VPN tunnel.

Profile Name- Type a name for VPN TRUNK profile. Each
profile can group two VPN connections set in LAN-to-LAN.
The saved VPN profiles in LAN-to-LAN will be shown on
Memberl and Member2 fields. The length of the name is
limited to 11 characters.

Member 1/Member2 - Display the selection for LAN-to-LAN
dial-out profiles (configured in VPN and Remote Access >>
LAN-to-LAN) for you to choose for grouping under certain
VPN TRUNK-VPN Backup/Load Balance mechanism profile.

® No - Index number of LAN-to-LAN dial-out profile.
® Name - Profile name of LAN-to-LAN dial-out profile.

® Connection Type - Connection type of LAN-to-LAN
dial-out profile.

® VPN ServerlIP (Private Network) - VPN Server IP of
LAN-to-LAN dial-out profiles.

Active Mode - Display available mode for you to choose.
Choose Backup or Load Balance for your router.

Add - Add and save new profile to the backup profile list.
The corresponding members (LAN-to-LAN profiles) grouped
in such new VPN TRUNK - VPN Backup mechanism profile will
be locked. The profiles in LAN-to-LAN will be displayed in
red. VPN TRUNK - VPN Load Balance mechanism profile will
be locked. The profiles in LAN-to-LAN will be displayed in
blue.

Update - Click this button to save the changes to the Status
(Enable or Disable), profile name, memberl or member2.

Delete - Click this button to delete the selected VPN TRUNK
profile. The corresponding members (LAN-to-LAN profiles)
grouped in the deleted VPN TRUNK profile will be released
and that profiles in LAN-to-LAN will be displayed in black.

Time for activating VPN TRUNK - VPN Backup mechanism profile

VPN TRUNK - VPN Backup mechanism will be activated automatically after the initial
connection of single VPN Tunnel off-line. The content in Member1/2 within VPN TRUNK - VPN
Backup mechanism backup profile is similar to dial-out profile configured in LAN-to-LAN web
page. VPN TRUNK - VPN Backup mechanism backup profile will process and handle everything
unless it is off-line once it is activated.

Time for activating VPN TRUNK - VPN Load Balance mechanism profile

After finishing the connection for one tunnel, the other tunnel will dial out automatically
within two seconds. Therefore, you can choose any one of members under VPN Load Balance
for dialing out.

Time for activating VPN TRUNK -Dial-out when VPN Load Balance Disconnected

For there is one Tunnel created and connected successfully, to keep the load balance effect
between two tunnels, auto-dial will be executed within two seconds.
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To close two tunnels of load balance after connecting, please click Disable for Status in
General Setup field.

How can you set a VPN TRUNK-VPN Backup/Load Balance mechanism profile?

1. First of all, go to VPN and Remote Access>>LAN-to-LAN. Set two or more LAN-to-LAN
profiles first that will be used for Memberl and Member2. If you do not set enough
LAN-to-LAN profiles, you cannot operate VPN TRUNK - VPN Backup /Load Balance
mechanism profile management well.

2. Access into VPN and Remote Access>>VPN TRUNK Management.

3. Set one group of VPN TRUNK - VPN Backup/Load Balance mechanism backup profile by
choosing Enable radio button; type a name for such profile (e.g., 071023); choose one of
the LAN-to-LAN profiles from Memberl drop down list; choose one of the LAN-to-LAN
profiles from Member2 drop down list; and click Add at last.

General Setup
Status @ Enable C Disable
Profile Name  |071023
Memberl iPlease choose the combination that you want. E]
Member2 |Please choose the combination that you want Ej

Please choose the combination that vou want

Attribute Mode

Ho. <Name> <Connection-Type> <VPN ServerIP(Private Network):
1 To-4 PlaceIPSec 192.168.2.25(20.20.20.0)
2 To-B Site IPSec 192.168.2.26(20.20.21.0)

Add |  Edit | Delete |

4. Take a look for LAN-to-LAN profiles. Index 1 is chosen as Memberl; index 2 is chosen as
Member2. For such reason, LAN-to-LAN profiles of 1 and 2 will be expressed in red to
indicate that they are fixed. If you delete the VPN TRUNK - VPN Backup/Load Balance
mechanism profile, the selected LAN-to-LAN profiles will be released and expressed in
black.

LAM-to-LAN Profiles:

View: & All O Trunk

Index Name Active Status
1. To-4 Place L offline
2. To-B Site W offline
3. To-C Place W offline
4. To-D Site W offline

How can you set a GRE over IPsec profile?

1. Please go to LAN to LAN to set a profile with IPsec.

2. If the router will be used as the VPN Server (i.e., with virtual address 192.168.50.200).
Please type 192.168.50.200 in the field of My GRE IP. Type IP address (192.168.50.100) of
the client in the field of Peer GRE IP. See the following graphic for an example.
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| |High{ESP) DES -~ 3DES ~ AES |
4. Gre over IPsec Settings

[ Enahble 1Psec Dial-0 = e
O Logical Traffic My GRE IP |192.168.50.200 | Peer GRE IP [192.168.50.100 |
5. TCPAP Network Seftings
My VAN 1P 0000 | |RIP Direction
Remote Gateway IP [192.168.1.1 From first subnet to remote network, you have
to do
gemnte Metwoark IP |192.168.1_D

Remote Metwork Mask |255.255.255.I:| |
Local Network IR [192.165 25.1

Change default route to this VPN tunnel {
Only single Wakl supports this )

&DCEH Metwork Mask

3. Later, on peer side (as VPN Client): please type 192.168.50.100 in the field of My GRE IP

and type IP address of the server (192.168.50.200) in the field of Peer GRE IP.

| |HIGhiESF) DES - 3DES - AES
Atleovel IPsec Settings
Enable IPsec DialjCut function GRE over IPcac
[T Logical Traffic My GRE IP |192.168.50.100 Peer GRE IP |192.168.50.200 |
5. TCPAP Network Settings
My WA 1P 0.0.0.0 | |RIP Direction
Remote Gateway IP 107 166 25 1 From first subnet to remaote netwark, you have

to do

ﬁemute Metwork IP 192.168.250

Remote MNetwark Mask |255.255.255_D
Local Metwaork IP [192.168.1.1

Change default route to this VPN tunnel {
Only single Wal supports this )

Local Network Mask 255.255.255.0

Mo

Advanced Load Balance and Backup

After setting profiles for load balance, you can choose any one of them and click Advance for

more detailed configuration. The windows for advanced load balance and backup are
different. Refer to the following explanation:
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Advanced Load Balance

@ WPN Load Balance Advance Settings - Google Chrome [o[E] = ]
A == | 192.168.1.80/doc/vpntrib.htm o7

VPN Load Balance Advance Settings

Profile Name: LB
Load Balance Algorithm: @® Round Robin
O weighted Round Robin
@® aAuto Weighted
O According to Speed Ratio (Memberl:Memberz2): [50:50 v

VPN Load Balance Policy

@®Eedit O Insert after
Tunnel Bind Table Index: D (1~64)
Active:
Binding Dial Out Profile:
Src IP Start: [0.0.0.0 | End: [255.256.255.285 |
Dest IP Start: [0.0.0.0 | End: |255.255.255.255 |
Dest Port Start: 1 End: 65535
Protocol: ANY v | 0

[ OK | [ Close

Detail Information

[VPN Load Balance Profile names: LB ]
[Algorithm: Round Robin ]

Available settings are explained as follows:

Item Description
Profile Name List the load balance profile name.
Load Balance Algorithm Round Robin - Based on packet base, both tunnels will send

the packet alternatively. Such method can reach the balance
of packet transmission with fixed rate.

Weighted Round Robin - Such method can reach the balance
of packet transmission with flexible rate. It can be divided
into Auto Weighted and According to Speed Ratio. Auto
Weighted can detect the device speed (10Mbps/100Mbps)
and switch with fixed value ratio (3:7) for packet
transmission. If the transmission rate for packets on both
sides of the tunnels is the same, the value of Auto Weighted
should be 50:50. According to Speed Ratio allows user to
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adjust suitable rate manually. There are 100 groups of rate
ratio for Memberl:Member2 (range from 1:99 to 99:1).

VPN Load Balance Policy

Below shows the algorithm for Load Balance.

Edit - Click this radio button for assign a blank table for
configuring Binding Tunnel.

Insert after - Click this radio button to adding a new binding
tunnel table.

Tunnel Bind Table Index- 128 Binding tunnel tables are
provided by this device. Specify the number of the tunnel for
such Load Balance profile.

Active - In-active/Delete can delete this binding tunnel
table. Active can activate this binding tunnel table.

Binding Dial Out Index - Specify connection type for
transmission by choosing the index (LAN to LAN Profile Index)
for such binding tunnel table.

Scr IP Start /End- Specify source IP addresses as starting
point and ending point.

Dest IP Start/End - Specify destination IP addresses as
starting point and ending point.

Dest Port Start /End- Specify destination service port as
starting point and ending point.

Protocol - Any means when the source IP, destination IP,
destination port and fragment conditions match with the
settings specified here, such binding tunnel table can be
established for TCP Service Port/UDP Service
Port/ICMP/IGMP specified here.

TCP means when the source IP, destination IP, destination
port and fragment conditions match with the settings
specified here and TCP Service Port also fits the number
here, such binding tunnel table can be established. UDP
means when the source IP, destination IP, destination port
and fragment conditions match with the settings specified
here and UDP Service Port also fits the number here, such
binding tunnel table can be established. TCP/UPD means
when the source IP, destination IP, destination port and
fragment conditions match with the settings specified here
and TCP/UDP Service Port also fits the number here, such
binding tunnel table can be established. ICMP means when
the source IP, destination IP, destination port and fragment
conditions match with the settings specified here and ICMP
Service Port also fits the number here, such binding tunnel
table can be established. IGMP means when the source IP,
destination IP, destination port and fragment conditions
match with the settings specified here and IGMP Service Port
also fits the number here, such binding tunnel table can be
established. Other means when the source IP, destination IP,
destination port and fragment conditions match with the
settings specified here with different TCP Service Port/UDP
Service Port/ICMP/IGMP, such binding tunnel table can be
established.

Detail Information

This field will display detailed information for Binding Tunnel
Policy. Below shows a successful binding tunnel policy for
load balance:

Vigor2832 Series User’s Guide

279



loss
Detai .
'[‘_u‘l?_]\l Load Balance Profile name: Class ]

[Algorithn: Round Robin ]
0.1 --—» Twmel Bind Teble Idoex :1

Binding Dial Out Index = 1

Binding protocol = ANY Protocol

Binding 3rg IF = 192.168.10.24 ~ 255.255.255.255
\ Cinding Dat I = 192.168.1.20 ~ 255.255.255.255

To configure a successful binding tunnel, you have to:

Type Binding Src IP range (Start and End) and Binding Des IP
range (Start and End). Choose TCP/UDP, IGMP/ICMP or Other
as Binding Protocol.

Advanced Backup
. @ VPN Backup Advance Settings - Google Chrome |E@i|
A FF= | 192.168.1.80/doc/vpntrbak.htm oy

VPN Backup Advance Settings

Profile Name: BP
ERD Mode:

Detail Information:

@® Normal
(JResume (Member 1 first)

Environment Recovers Detection(ERD) Status: MNormal Mode

Close |

Available settings are explained as follows:

Item

Description

Profile Name

List the backup profile name.

ERD Mode

ERD means “Environment Recovers Detection™.

Normal - choose this mode to make all dial-out VPN TRUNK
backup profiles being activated alternatively.

Resume - when VPN connection breaks down or disconnects,
Member 1 will be the top priority for the system to do VPN
connection.

Detail Information

This field will display detailed information for Environment
Recovers Detection.
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IV-1-12 Connection Management

You can find the summary table of all VPN connections. You may disconnect any VPN
connection by clicking Drop button. You may also aggressively Dial-out by using Dial-out Tool

and clicking Dial button.

VPN and Remote Access => Connection Management

Dial-out Tool Refresh |
General Mode: | Vl Dial |
Backup Mode: | ( BP ) 123.45.67.89 v| Dial |
Load Balance Mode: | Vl Dial |
VPN Connection Status
All VPN Status LAN-to-LAN VPN Status Remote Dial-in User Status
. Tx Tx Rx Rx .
VPN Type Remote IP Virtual Network Pkts Rate(bps) Pkts Rate(bps) UpTime

xxxxxxxx @ Data is encrypted.
xxxxxxxx . Data isn't encrypted.

Available settings are explained as follows:

Item

Description

Dial-out Tool

General Mode - This filed displays the profile configured in
LAN-to-LAN (with Index number and VPN Server IP address).
The VPN connection built by General Mode does not support
VPN backup function.

Refresh Seconds :

Alfa ) 192,168,026 3 Dsal
' Alfa ) 192.168.0.26 BT

Backup Mode: [P e o ntley ) 192.168.0.27

Load Balance Mode: |[ Audi} 192.168.0.28 Dial
EMW } 192.168.0.2%
Buick } 192,168,030
Cadillag } 192.168.0.21
Chrysler ) 192,168,032
Citroen ) 192,168.0.33
Dajhatsu ) 192,166,034
Farrari ) 192.168.0.35
Fiat ) 192.168.0.36 |

Page Nn.l

Backup Mode - This filed displays the profile name saved in
VPN TRUNK Management (with Index number and VPN Server
IP address). The VPN connection built by Backup Mode
supports VPN backup function.

General Mode: | ( Alfa) 192.168.0.26 =] ol |
( VpnBackup )192.168.2.103 j Dial
nnBackup )/192.168.2.10

. Dial
Load Balance Mode: B0 Backup )|192.168.2.203

Dial - Click this button to execute dial out function.

Refresh Seconds - Choose the time for refresh the dial
information among 5, 10, and 30.

Refresh - Click this button to refresh the whole connection
status.
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Application Notes

A-1 How to Build a LAN-to-LAN VPN Between Remote Office and Headquarter

via IPsec Tunnel (Main Mode)

<.
. IPSec Tunnel E -
—— Internet _ . ——
- J . \ / .
- Head Office Branch Office . = =
WAN:218.242.133.91 WAN : 218.242.130.19
172.17.1.0/24 192.168.1.0/24

Configuration on Vigor Router for Head Office

1.
2.

282

Log into the web user interface of Vigor router.

Open VPN and Remote Access>>LAN to LAN to create a LAN-to-LAN profile. The
following settings are for a permanent VPN connection.

VPN and Remote Access == LAN to LAN 0
LAN-to-LAN Profiles: | Set to Factory Default |
View: @ All O Trunk
Index Enable Name I?:tn;gtrlla( Status Index Enable Name E:{:g‘ri Status
1. O 777 17. 0 777
2. O 777 18. 0 777
3. O 222 1. O 227
4. O 277 20. O 2?77

Click any index number to open the configuration page. Type a name which is easy for
identification for such profile (in this case, type VPN Server), and check the box of
Enable This Profile. For Vigor router will be set as a server, the call direction shall be
set as Dial-in and set 0 as Idle Timeout.

VPN and Remote Access == LAN to LAN

Profile Index : 1
1 .

rofile Name |VF'N Server | Call Direction

Enable this profile ) O always on

Idle Timeout 0 second(s)
VPN Dial-Out Throughlmﬂe‘tm First vl [ Enable PING to keep alive
Metbios Naming Packet ®Pass OBlock PING ta the IP | |

Multicast via VPN ®pass OBlock
(for some IGMP,IP-Camera,DHCP Relay..etc.)

2. Dial-Out Settings

Now navigate to the next section, Dial-In Settings to check PPTP, IPsec Tunnel and L2TP
boxes. Check the box of Specify Remote... and type the Peer VPN Server IP (e.g.,
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218.242.130.19 in this case). Press the IKE Pre-Shared Key button to set the PSK; and
select Medium (AH) or High (ESP) as the security method.

3. Dial-In Settings

Allowed Dial-In Type Username |'??? |
( A
PRPTR Password | |
IPsec Tunnel W1 Compression O on @ Off
|| B LZTP with IPsec Policy | None v
IKE Authentication Method
e -
Specify Remote VPN Gateway Ml Pre-Shared Key
Peer VPN Server IP [ IKE Pre-Shared Key ] |
\.
(218.242.130.13 y, [¥] Digital Signature(X.509)
or Peer ID |
Local ID

@ plternative Subject Name First
(O subject Name First

Psec Security Method
Medium({AH)
High({ESP) DES [¥] 3DES [¥] AES

4. Gre over IPsec Settings

5. Continue to navigate to the TCP/IP Network Settings for setting the LAN IP for remote
side.

HigniEsk) ¥ DES ¥ SDES ¥ AES
4. Gre over IPsec Settings
[ Enable IPsec Dial-Out function GRE over IPsec
O Logical Traffic My GRE IP Peer GRE IP | |
5. TCP/IP Metwork Settings

My WAN 1P 0000 RIP Direction

Remote Gateway IP |[].[J.[].[] Zrom first subnet to remote network, you have to
o

Remote Network IP |1E|2.1GB.1.U

[ change default route to this VPN tunnel { Only
single WAN supports this )

[
HeTWOork 1IF [ 149 Too 1.9

|
|
|
Remote Network Mask |255.255.255.0 |
I
|

Local Metwork Mask |255.255.255.0

[ Ok ] [ Clear ] [ Cancel

6. Click OK to save the settings.

7. Open VPN and Remote Access>>Connection Management to check the dial-in
connection status (from branch office).
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VPN and Remote Access == Connection Management

Dial-out Tool Refresh Seconds : |5 ¥
(V2920 ) 172.16.2.145 v

VPN Connection Status

Current Page: 1 Page Mo,
. Tx Tx Rate Rx Rx Rate .
VPN Type Remote IP Virtual Network Pkis (Bps) Pks (Bps) UpTime
¢ ven ;ewer] DIEPSE:ES'C_';;”;‘EL 718.242.120.19  192.168.1.0/24 353 z za1 T m13:iSE

wxwxuxnx | Data is encrypted.
HAHRRERNN  Udld 1501 L 2HCTYHILEU,

Configuration on Vigor Router for Branch Office

1. Log into the web user interface of Vigor router.

2. Open VPN and Remote Access>>LAN to LAN to create a LAN-to-LAN profile. The
following settings are for a permanent VPN connection.

VPN and Remote Access >> LAN to LAN d
LAN-to-LAN Profiles: | Set to Factory Default |
View: @Al O Trunk
Index Enable Name Remote Status Index Enable Name Remote Status
Network Network

1. O 777 17. 0 777

2. O 777 18. O 277

3. | 222 1. [O BEE

4, O 277 20. O 277

3. Click any index number to open the configuration page. Type a nhame which is easy for
identification for such profile (in this case, type VPN Client), and check the box of
Enable This Profile. For such Vigor router will be set as a client, the call direction shall
be set as Dial-out. Check the box of Always on for a permanent VPN connection.

VPN and Remote Access == LAN to LAN

Profile Index : 1

1. Common Settings

Profile Name VPN Client all Direction O Both ® Dial-out O Dial-in
Enable this profile Always on

Idle Timeout second(s)
VPN Dial-Out Through| VWANT First ¥ | [ Enable PING to keep alive
Nethbios Naming Packet @& Pass OBlock PING to the IP

Multicast via VPN ®pass OBlock
(for some IGMP,IP-Camera,DHCP Relay..etc.)
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4. Now navigate to the next section, Dial-Out Settings to select the IPsec Tunnel service
and type the remote server IP/host name (e.g., 218.242.133.91, in this case). Press the
IKE Pre-Shared Key button to set the PSK; and select Medium (AH) or High (ESP) as the
security method.

2. Dial-Out Settings

Type of Server | am calling Username | |

O ppTP
® IPsec Tunnel

Password | |

PPP Authentication

O L2TP with IPsec Policy V3 Compression on - off

r
Server IP/Host Name for VPN, KE Authentication Method
(such as draytek.com or 123.45.67.89)

& Pre-shared Key
213242 133 91 |

C [ IKE Pre-Shared Key ] |.’...or...

(0 Digital Signature(X.509)
Peer ID
Local ID
Alternative Subject Name First
O subject Name First

IPsec Security Method

O Medium(AH)
& High(ESP) | 3DES with Authentication

Advanced

Index(1-15) in Schedule Setup:

| |.'| .'| |

5. Continue to navigate to the TCP/IP Network Settings for setting the LAN IP for the
remote side.

0

4. Gre over IPsec Settings

[ Enable 1Psec Dial-Out function GRE over IPsec

O Logical Traffic My GRE IP Peer GRE IP | |
5. TCP/IP Network Settings

My WAN 1P [0.0.0.0 | |RIP Direction

Remote Gateway IP |[J.[].U.U | Zrom first subnet to remote network, you have to
o

emote Network IP |1?2.1?.1.[] |]

emote Network Mask |255.255.255.U |

Local Network 1P |192.188.1.9 | |:| Change default rouffe to this VPN tunnel { Only
single WAN supports this )

Local Network Mask |255.255.255.0 |

[ oK ] [ Clear ] [ Cancel

6. Click OK to save the settings.
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7. Open VPN and Remote Access>>Connection Man<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>